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YBopa

,CuaypHocmma e npedumMHo cyesepue. Ts He cbujecmeysa 8
npupodama, u xopama He mo2am 0a s usnumam. N3bseeaHemo Ha
ornacHocmma e moea, KbM Koemo ce uyenum.”

XenbH Kenbp, OTBOpeHaTa BpaTa (1957)

B cvepemeHHuUs1 yugbpos cesim, Hyxx0ama om Mpexoea cuaypHocm e
roseye om oyegudHa. KomnaHuume u opeaHulauuume, npumucHamu om
OHewHusiIm 3abbp3aH Xueom, ca 3a0b/IKeHU 0a ocuzypsieam MHOXecmao ycriyeu
npe3 MlumepHem u ece rno-mpyOoHo ycrisieam 0a rpedrnassim ceosima rogepumersiHa
UHpopMayusi om 8bHWHU nuya. Besika ycnewHo nposedeHa amaka Moxe 0a
Haspedu MHO20, 3amog8a UH8eCcmMuyuUme 8 Mpexoea cuaypHoOCm pacmam 6csika
200UHa.



MnaBa |l. MpexoBa CUrypHocCT — aehmHNUmMA 1 Kputepumn
3a CUTYpHOCT

1.1 NpepusBukaTencTeaTa 3a CUrypHoOCTTa

OcurypsiBaHeTo Ha gobpa BbTPeLUHO-MPEX0oBa CUrYPHOCT U NOAABPXKAHETO HA Bb3MOXHO
Hal-HOBMTE XapAyepHu N copTyepHN NPOAYKTU e Hecnupall, npouec.Bceku cneumannct no
CUTYpPHOCTTa Ce CTPEMW Aa NOCTUIHE Bb3MOXHO HaN-BMCOKOTO HMBO Ha CUFYPHOCT, TbiA
KaTo pUCKOBETE ca pearnHu, a 3anorbT e ronamM. OpraHusaumsTa TpsibeBa cama ga peLuu
KaKBO HMBO Ha CUI'YpPHOCT 1 € HeobX0auMO, KaTo ce B3emaT NPeABua KakTo HellaTta, KouTo
TpsibBa ga ce 3awwmTaBar, Taka U HyXHUTe 3a ToBa CpeaAcTBa, NepcoHan n odyyeHue.
MepdpektHa 100% curypHoCT He cblLuecTByBa, TpAbBa obaye ga ce cTpemum T8 a e
Bb3MOXHO Halr-gobparta, cb3gaBaliku CU NnaH 3a ynpaBfeHne Ha No3HaTUTE PUCKOBE U 3a
npennasHnTe Mepku 3a NoTEeHUManHNTE Takuea.

[edmrHupaHeTo Ha NONMTUKa 3a CUIYPHOCT B €4Ha OpraHM3aumns e nbpeBaTa CTbka npu
OCbLLECTBABAHETO HA CUTYPHOCTTA.

CobuecTtByBaT MHOro cpeacTea 3a I T curypHoCT, KOUTO nomaraT ga ce Hamanu
ysi3BMMOCTTa Ha MpexaTa. Hanpumep eagHa 3awmTtHa cteHa (firewall) moxe ga 6bae
peanusvpaHa B MpexaTa, 3a Aa npefoTBpaT MHOXeCTBO aTaku. Ho Ta e camo egHa
Marsika 4acT oT MHpaCTpyKTypaTa Ha MpexoBaTa CUIrypPHOCT.

[o6pa cnrypHOCT npu KpanHUTe YCTPOMCTBA, PerynsipHu OLeHKM Ha OBbLLIOTO HMBO Ha
YsI3BUMOCT Ha Mpexarta (oanTtu), 4o6pn NpakTMKM 3a ayTeHTUKaLUS, OTopu3aums 1
OTYETHOCT, CUCTEMM 3a 3aCUYaHE Ha MPOHMKBAHMSA B MpeXaTta — BCUYKU Te ca ce
NnpeBbpHaNM B NOYTY 3a4b/KUTENHN CpeacTBa npu 6opbaTta ¢ MpexxoBUTE aTakm U
OCUrypsiBaT Ha crneumanmcTa no CUrypHOCTTa No-CMOKOEH ChbH.

1.2 [edmHupaHe Ha KpUTEpPUN 3a CUFYPHOCT

Llenta Ha nHpopMaLmMOHHaTa U MpEXoBa CUTYPHOCT € Aa OCUTYpU HaAEeXOHOCT,
LSNIOCTHOCT M NOBEPUTENHOCT Ha MHdopmauumsita (availability, integrity, and
confidentiality)(®wur.1.1).

3Ha4YeHMEeTO Ha Te3n TpM TEPMUHA € ONUCAHO NO-A0ny.

Paanunynnte cuctemmn n GusHec npouecu otaaBaTt pPasfnnyHO BIIMSIHUE Ha BCEKWU OT TE3N TpU
XapakTepucTukn. Taka Hanpumep, BbNpekn vYe goctaBunuute Ha IHTepHeT yenyru (ISP)
LLie Ce MHTepecyBaT OT NOBEPUTENHOCTTA HA AAHHUTE U TAXHATa LUSANOCTHOCT, MNO-BaXHO 33
TAX We 6bae ga ocurypsaT ,,BUCOKa HAOeXOHOCT” Ha CBOUTE KNMEHTU. BoeHHuTE e
HabriaraT Ha NOBEPUTENHOCTTA Ha JaHHUTE, KaTo Ce uMa NpeaBua TEXHUTE CUCTEMU 3a
KnacmdgumumpaHe Ha nHdopMauumsita u cneumnanHuTe paspeLlumTenHi 3a 4oCTbM Ha xopaTa
0o Hesd. EqHa domHaHCOBa MHCTUTYLMS LLE Ce CTPEMU N KbM TPUTE efleMeHTa Ha
CUI'YPHOCTTA, HO HAN-MHOTO LLIE CE€ CTPEMM Ha LANOCTHOCT Ha MHopMaundara.
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®ur 1.1 banaHcbT MeXay HagEeXAHOCT,UANOCTHOCT U NMOBEPUTENHOCT Ha MHopMauusTa.

3a curypHocTTa TpsibBa Aa ce MUCIU OLLe AoKaTo ce NpaBu NOTMYECKUAT AM3aliH Ha
Mpe’kaTa, 3aLl0TO BbMPOCUTE, KOMTO CUTYPHOCTTa NoBAMra, MoraT Aa NOBAUAAT Ha
CbLUMHCKaTa, hmanyecka Tononormsa Ha mpexara. Tpsabsa aa ca U3BECTHU BCUYKM
crneuudukauumn 3a Buga Ha MpexoBuTe yCTPOMNCTBA, BEPCUMTE U Bb3MOXHOCTUTE Ha
copTyepa 1 CbLLO Taka Aa Ce OCUrypaT cneuunantm yCTPOMUCTBa, OCUIypsiBaLLm
KpuntupaHe, ka4ecTBo Ha ycnyrata (quality of service) unm koHTpon Ha goctbna (access
control).

Hobpa npaktuka e Mpexute ga 6baaT cerMeHTMpaHu, 3a fa ocurypaT pasnpegeneHue Ha
oTtroBopHocTTa. OTgenute kato Hanpumep PunHaHck, Ekcnnoataumsa m Nogapbxka unm
BusHec Passntne morat ga 6baat oTAeneHn Taka, 4e camo Xopa, KOMTo MmaT Hyxkda ga
JOCTbNBaT onpeaeneHy pecypcu oT Te3n Mpexu, Aa mMmoraT aa ro npassT. HyxHo e aa ce
onpenensaT pecypcuTte, KOUTO Lie ce 3aliuTaBar, 3annaxuTe 3a TaX U rpaHuumTe, B KOMTO
TpsbBa ga ce npocTupa nonmTrkaTa Ha CUrypHOCT, KOSTO npunarame. Hy>xHO e CbLLo Taka
Aa ce onpefenu HUBOTO Ha HaAEXOHOCT, MOBEPUTENHOCT M LIANIOCTHOCT, Heobxoanmu 3a
KOHTPONMpaHeTo Ha AocTbna Ao Te3n cermeHTn. KoHTpona Ha gocTbna 4o MpeXaTa CbC
3aLLMTHM CTEHW, MapLLPyTU3aTOPU, KOMYTaTOPW 1 CbPBBLPU 3a OTAANeYeH 4OCTbN U 3a
ayTeHTUKauud, MOXe Aa HaMmanu 3HauyMTenHo Tpaduka 4o KpUTUYHUTE YCTPOMCTBA U Aa ro
orpaHuydn ga 6bae camo OT OTopu3upaHy NoTpebuTenu unu ycnyru.

HyXHO e CbLLO Taka BCUYKM CUTYPHU KOHDUIypaumm aa ce obHoBsIBaT CBOEBPEMEHHO KaTo
BMHArM cMe CUrypHu, 4e Te OTroBapsT Ha MNOMUTUKNUTE 3a CUTYPHOCT, KOUTO Ca HanoXeHuU.
Mo Bpeme Ha ekcnnoaTauusaTa Ha eHa Mpexa ce NPaBsaT MHOrO NMPOMEHWU, KOUTO YeCTO
OTBapST HOBU YS3BMMOCTW U AYNKW B CUrypHOCTTa. HyXXHO e HenpeKbCcHaTo Aa ce npasu
OLleHKa Ha TeKyLLIOTO HUBO Ha MpexoBaTa CUrypHOCT U CBOEBPEMEHHO [a Ce B3MaT MepKu
3a BCSKa HOB OTKPUT eBeHTyarneH npobnem.

1.2.1 HagexpgHocT
ToBa Hapuyame CBOMCTBOTO MHOpMaUUATa U yCryriTe Aa ca AOCTbMHM U paboTeLum

BUHArun, KOrato € Hy>Ho. PesepBupaHocrT, yCTOIZ'-II/IBOCT Ha cpunBoBe, JOCTbIMHOCT,
aBTOMAaTU4YHO 3apa60TBaHe Ha pe3epBHUAT Moays, B cnyanl 4Ye akKTUBHUAT OTnagHe
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(failover) , apxuBupaHe 1 Bb3cTaHoBsIBaHe Ha AaHHM (backup and recovery), rbBKkaBOCT,
pasnpegensHe Ha HatoBapBaHeTo (load balancing) — ToBa ca OCHOBHUTE KOHLENLMM Ha
MPEXOBUAT AN3aiiH, KOUTO BM HU OCMIypun BUCOKA HafeXaHOCT. Taka Hanpumep, ako
CcMCTEMUTE Ca HEAOCTBMNHU, TAXHAaTA LSNOCTHOCT U KOHbmaeHUmManHocT e Beye 6e3
3Ha4YeHne 3a KpaHUAT NOTPEBUTEN UMK KINEHT.

Cucko Cuctemc (Cisco Systems ) npoussexaa v nogabp)Ka MHOrO CUCTEMMW, MPOEKTUPaHU
3a BMCOKa HaaexaHocT.Te3n cuctemMm MMaT MHOIo AbIro BpeMe MeXay TeXHUYECcKUTe
nospegun (mean time between failure — MTBF). Te 06MKHOBEHO ca C pe3epBupaHu
3axpaHBaHUA 3a TOK, C KapTu (YMMOBE) U MOAYNU, KOUTO MOraT [a ce CMEHAT B pearHo
Bpeme (hot-swappable). TakuBa yctporictea morat ga ocurypat 99,999% npoueHTta
HadeXOHOCT, KOeTO O3Ha4YaBa No-mMasnko OT 5 MMHYTU Ha rogMHa Npes3 KoUTo cucTemara He
dyHKunoHmpa (downtime).

HagexxgHocTTa Ha oTAernHuTe yCcTponcTBa MOXe Aa 6bae nosulieHa npu
KoHUrypmpaHeTo nm. ManonasaHeTo Ha pesepBupanmu nmHkose cbc HSRP (Hot Standby
Redundancy Protocol), Ha Spanning Tree Protocol 3a 6bp30 agantupaHe Ha mpexaTta
cnep Heo4akBaHO OTMagaHe Ha ycTponcTBo unu nuHk ( fast convergence) nnm
rpynupaHeTo Ha HAKOSKO hmamyeckn nvHka B eguH normdeckn (EtherChanel), Bcuyko ToBa
ca TexHUKW, bnarogapeHue Ha KOUTO MpexaTa MoXe Aa NPoAbIKM Aa dyHKUMOHUPpa
NpPaBWITHO, AOPU M NPW OTNAAAHETO Ha AaAeH HEUH KOMIMOHEHT.

1.2.2 LlsanocTtHoOCT

Llenoctta e cBOMCTBOTO Ha MHbOPMALMATA UK JaOeHO MPUIOXKEHWE Aa Ca 3aBbpLUEHM,
npeumsHn n npoeepeHun. Mickame ga npegoTepaTm HEOTOPU3MPAHM Xopa UK Npouecu aa
NpaBsT NPOMEHM MO CUCTEMATA, Taka KakTo U OTOpPU3NpaHn xopa ga npassaT
HEOTOPU3NPaHU NPOMEHU Mo Hest — 6e3 3HadYeHne ganu Te3n NPOMEHN Ca HEBOJTHWU NN
YMULLIFIEHWN.

B KOHTEKkCTa Ha MpexuTe ToBa 03Ha4aBa Aa ce yoegum, Ye CboOLLEeHNETO, KOETO €
Nony4eHo, e CbLLOTO KaTo TOBa, KOETO € nanpateHo. CbabpKaHMETO Ha CbOOLEeHNeTo
TpsbBa ga e uano n HENPOMEHSIHO, [OKATO Ce npedaBa MeXxay UCTUHCKMAT nogaTten u
nony4yaten. ToBa MoXe Aa ce NMOCTUIHE C KpUNTUPaHE U KOHTPOJ Ha MapLUpyTU3NpaHeTo.
LlenocTtTa cbLo MOXe Aa ce OTHAcCsA U 3a onepaumoHHUTE CUCTEMWN Ha MpeXoBUTE
YCTPONCTBA, KOUTO NpeHacAT AaHHuTe. TpsabBa ga cMe CUrypHu, 4Ye He ca npeaHamepeHo
NPOMEHSIHN UIN MbK NOBPEaEHM.

1.2.3 NoBeputenHocT

lMoBepuTenHocTTa 3awWwuTaBa BaxHaTa MHpopmMaLms OT HEOTOPU3NMPAHO OTKPMBAHE UNn
noAacnywsaHe. 3a ToBa ce M3nons3saT KpunTorpadusata u KOHTPO Ha AocTbna. Ycounusara,
MorfoXeHW 3a 3anasBaHe LenocTTa Ha MHpopmaumsTa, 3aBUCAT OT BaXXHOCTTa M U OT TOBA
[0 KONKo e gonyctumo Ta ga 6bae HabnogasaHa nnv nogcnyLuBaHa.

KpunTnpaHe B MpeXuTe MOXe Aa Ce NPUIOXM Ha BCEKU CIIOV OT MPOTOKOMHUS CTEK.
MpunoxeHusita MoraT Aa OCUIypSIT KpUNTMpaHe oT nogaTtens 4o nonyyartens, BUpTyarnHu
yactHn mpexu(VPN), moraT Aaa ce n3nonaeaT 3a usrpaxgaHe Ha CUrypeH kaHan Ha
MPEXoBUAT cnow. KpuntupaHe mMoxe fa ce u3nonsea u B kaHanHusa cron ot OSI mogena
(data link layer), HO Ha TO31 cnon To MOXe Aa 6bae camo OT To4Ka 40 TOYKA U HE € MHOTO
nonesHo, 3aLoTo MO TO3M HAYUH BCAKO e4HO YCTPOWCTBO, KOETO Npuema u npejasa
nakeTa, TpsabBa Aa yyactsa B TOBa KpuntupaHe/aekpuntupaHe. Ha Hai-0ONHUAT cnow ce
cneam 3a dmsnyeckata CUrypHOCT — He Ce pa3peluaBa HeoTopuampaH AOCTbN 40 MPEXOBU
nopToBe unu ycTponcTtea. ronemmnsaTt npobnem Ha No-A0MHUTE CrOeBE € 3aKkayaHeTo Ha
cucTeMu 3a criefeHe Ha Tpaduka (sniffers) unn aHannsaTopu Ha nakeTu KbM Mpexara.



1.3 BbBeaeHue B MpexoBaTta CUFypHOCT

1.3.1 MpexoBu komyHukauum B TCP/IP

MpoTtokonHuAT cTek Transmission Control Protocol/Internet Protocol (HapuyaH HakpaTko
TCP/IP) Ha npakTuKa BeYe ce e NpeBbpHan B CTaHAApT 32 KOMYHUKaLMSA B KOMMIOTbPHUTE
MPEXM 3apaay CBOsSITa MBKaBOCT U yaobCTBO.

Tosu cTek NpeacTaBnsiBa CbBKYMHOCT OT U3BECTEH BPOI NPOTOKONN U NPUMOXEHWS, KOUTO
paboTAT Ha pa3nu4YHM Nornyeckn crioese. Becekn cnoi oTroBaps 3a pasnmMyeH acnekT Ha
KOMYHUKauusTa.

TCP/IP Internet mogensT e cbeTaBeH oT 4 cnos (dwur. 1.2). TCP/IP crnoeseTe ca cpaBHEHM
cbC cboTBeTHUTE MM 7 cnos npu OSI (Open Systems Interconnection ) mogena.

durypa 1.2 Cnoesete ot TCP/IP npoTOKONHMAT CTeK,CpaBHeHM Cbe cnoeseTe Ha OSI
mogena .

0S| Model TCP/IP Model
Application ]
Presentation l Application
Session I
Transport I ﬂ Transport
Network l [ Internet
Data Link ] Rlstiisi
Physical j ACCESS

PasneneHnTe Ha cnoese NPOTOKOMM ca 3aMUCNEHN Taka, Ye BCEeKM Croi npu nony4yarens
npvema OaHHuTe, uanpaTeHu OT CbLUUAT TO3U CroW 1 Npu uanpatllada. Beekn cnoin cu
KOMYHUKPA CamMO CbC CbOTBETHUAT OT OTAANEUYEHUAT XOCT, HE Ce MHTepecyBa OT
napameTpuTe Unn chopmata MU3nonssaHu B crioeseTe nog v Hag Hero.(®dur 1.3)

®ur 1.3 Jlornyecka n puandecka KOMyHUKaUus Mexay nNpoTOKONHNTE CrIOEBe.
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Mpv npegaBaHe gaHHUTE NpeMmnHaBaT Nno Nocoka oOT rope Hagone: OT NPUNOXHNUS KbM
TPaHCNOPTHUS, MpexoBus 1 kaHanHua (data link) cnow 1 Bcekn npoTokon cnara cBos
3arnasHa vact (header) u “onawka” (trailer) Ha nakeTa, Kancynupankn No TO3N Ha4YUH
noTpebuTenckuTe AaHHW, 3arnaBnsTa U onalkuTe Ha No-ropHUTE NpoTokonu. Mpu
cucTemara, KoATo nonyyasa uHopmauusaTa, Tesn xeabpu ce npemaxsat npu
npeMnHaBaHeTo Ha AaHHUTE OT No-A0SEH Crov KbM NO-ropeH. To3n MeTo € MHOro
rMBKaB, 3aLL0TO NO-rOPHUTE CroeBe HAMAaT HyXaa Aa 3HaAT KakBa TEXHOMOrs ce
nsnonasea otgony. dwur 1.4 nokassa npumMep 3a TOBa Kak ce U3BbpLUBa KancynaumsaTa npu
nsnpataya.

®ur. 1.4 KancynupaHe npu npoTOKONHUTE CrOEBE.
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Kpatko onuncaHue Ha cnoesete B TCP/IP moaena:

-lpuroxeH crou:

Town ocurypsia TpaHcgep Ha dannose, 6a3n gaHHM U CbOBLLEHMS, MPUHTEPHU U
TepMUHanHM ycnyru. Hakon ot npoTokonuTe, KOMTo paboTaT Ha To3n crion ca: HyperText
Transfer Protocol (HTTP), Telnet, File Transfer Protocol (FTP) n Simple Mail Transfer
Protocol (SMTP).

-TpaHcriopmeH criou:

OcurypsiBa KOMyHVKaUWsa OT e4Ha KpariHa Tovka Ao Apyra kpaviHa Todka (end-to-end)
MeXay npouecu, U3MbIHABaHU Ha pasnuyHM xoctose. [NpegocTaBs Ha NO-ropHUTE Crioese
ycnyru cbe unm 6e3 yctaHoBsiBaHe Ha CBbp3aHOCT (connection-oriented unu
connectionless), B 3aBMCMMOCT OT 3acTbneHuTe npoTokonu. CnosTt uanonssa Homepa Ha
KMMEHTCKU N CbPBBPCKM MOPTOBE, 3a Aa MHAEeTMdULUMpa pa3nnuyHUTe npouecy,
M3NbMHABaHM HA TO3W XOCT. Tam ce cerMeHTupaT AaHHUTe, NogafaeHn My OT CECUAHUAT
CNon, Ha3HavyaBaviku nopeaeH HOMep Ha BCEKU CErMEHT, C Lien NpaBunHoTo UM
nogpexaaHe ot nonyyatend. Cnoat opraHnsvpa NoToka OT AaHHM U OCUTYpsiBa KOHTPON
npwv NOsOXXeHue, Ye cecusita e ¢ yCTaHOBABaHe Ha CBbp3aHoCT. [MpoTokonu, oTHacALWLmM ce
KbM TpaHCnopTHUAT cnown, ca TCP n UDP (nbpBuAT ocurypsaBaly, HagexgHocT, a BTOPUST
Obp3rHa npu TpaHcdepa Ha JaHHUTE).

- lumepHem (Mpexos) criou:

EnHa oT ocHoBHMTE MY OYHKLUMM € 3aaBaHETO Ha JNIOrMYECKN aApecy Ha U3TOYHNK U
MEeCTOHa3Ha4YeHne, KakTo 1 onpeaensdHe Ha Han-gOOpuAT NbT 3a MapLUPyTU3NPaHe Ha
OaHHUTEe mexay Mpexnte. CbLo Taka € OTTOBOPEH U 3a OTKPMBAHETO U YBEAOMSBAHE 3a
rpeLLKK, pa3gensiHeTo U cbbnpaHe Ha NakeTuTe Ha pamku - ppenmose. NocnegHoTo ce
Cny4Ba TOYHO B TO3M CIIOM, 3aL0TO Pa3fIMYHNTE MPEXKOBU TEXHOMOIMM UMAT pasfinyHn
N3NCKBaHWS 3@ MakcumarnHa AbJibknHa Ha naketute - Maximum Transmission Unit - MTU).
lMpoTokonuTe, KOUTO ce n3nons3eaT B TO3n cnoi, ca Internet Protocol (IP), Internet Control
Message Protocol (ICMP) n Address Resolution Protocol (ARP).

- Cnol Ha mpexoeusi 00CmbIi:

B TO31 crnon MoxeM fa BKIoYMM MPEXOBUTE KapTu N ApanBepuTe Ha ycTporcTeaTa. Te
npeacraenaBat pusndeckns nHTepdenc KbM MpexoBaTa cpefa. To3n Cnon KoHTponupa
Xapayepa, Kkancynupa B pamMku (dopenmoBe) 1 nanpatia nasaiwimrte ot no-ropHus IP cnon
nakeTu, NpMemMa u paskogupa npucturawmre.

1.3.2 CurypHocTt B TCP/IP cTeka

VHTepHET MpexxaTa He JaBa HUKaKBa rapaHLus 3a NOBEPUTENHOCT Ha NHopMauusTa.
3artoBa BMHaru, KoraTto ctaBa yma 3a BaXHW, LEHHW UMW NECHO YA3BMMU AaHHMW, TpsioBa
Ja umame Npeasvg KpuntorpagusTa - T.e MHopMaumsaTa fa ce Kpuntmpa npeau aa ce
nsnpaTu 1 aa ce AeKpunTupa, Yak koraTo NpucTurHe npu nonyyartens. lNMoseveTo croese B
OSI mogena morat ga 6b4aT n3non3saHW 3a ocUrypsiBaHe Ha LiinoCTHOCT U
KOH(UAeHUManNHOCT Ha AaHHMTe. Ho npunaraHeTo Ha npaBuna 3a CUrypHOCT Ha
pasnuyHUTE CrOEBE MOXE Aa MMa PasfuyHu NpeguMcTBa U HeJoCcTaTbLUM.
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1.3.2.1 Kpuntorpacdus

KpunTorpadusata e Hayka 3a Cb3gaBaHeTO U pa3yMTaHeTO Ha KoOoBe UMK LUNGPW.
MHdopmaumnoHHaTa cMrypHoCT M3nosaea Kpuntorpadcky cuctemu, 3a ga nasm gaHHute
CKPWUTM 1 da pasno3HaBa MAEHTUYHOCTTA Ha M3npaliada u nonydartens Ha JaHHuTe.
KpuntorpadmsaTa cbLLO Taka MOXe Aa OCUMIrypu USNOCTHOCT HAa UHpopMaumsaTa, Tbi KaTo
TS NO3BONSABA CaMO OTOPU3MPaHN Xopa UM Npouecu Aa 9 A4OCTbNBAT U MOXe Aa OTKpue
noAanpasBsiHe MW NPOMSHA Ha OPUIMHANHOTO cbobLeHne unu can. Kpuntorpaduara,
KasaHo NpocTo, paboTh No CNegHUAT HauMH: NpaBu YCUNUSITA HYXKHW Aa ce pasouaT
KpMNTUpaHMTe AaHHW MHOTO MO-CKbMM OTKOMKOTO CamMUTe AaHHU UM CbOTBETHO
pa3buBaHeTO OTHEMA NOBEYE BPEME OTKOJSIKOTO AaHHUTE e Npoabikaear aa 6baat
LEHHMW.

Wma Tpn Braa kpmuntorpaddCkm YHKLMKN: CbC CUMETPUYEH KITHOY, C HECUMETPUYEH KITHOY 1
xeLw OyHKLMW.

lMoBeyeTo OT CTaHAAPTHUTE anropuTMK Ca OTBOPEHU M U3BECTHM HA OBLLIECTBOTO U ca
Ounun TecTtBaHM 06CTONHO OT MHOMO eKCrnepTU. TAxXHaTa CUrypHOCT 3aBMCK OT curaTta Ha
anroputbma U ObJPKMHATA Ha Kntoya. KniovbT e nocneaoBaTeNHOCT OT BMTOBE, KOSATO ce
M3Morn3ea 3a MaTeMaTU4EeCKOTO M3YUCTIEHNE Ha KpUNTUpalLaTta u gekpuntupaila
nHdopMaumsa. Xew yHKUMMTE HE U3NON3BAT KMNtoY. XewWbT ce n3uncnssea ot cneyunanHa
mMaTemMaTnyecka pyHkums. CblUecTByBaT MHOMO anropuTMmM 3a KpUnTupaHe Ha
nHdopmMmauuaTa. 3a aa cv pasMeHsT KpUNTUpaHu CboOLLEeHMS n3npalladybT 1 nonyvaTensr
TpsiOBa Aa M3non3eaT €4VH U Cbll anropuTbM 3a KpuntupaHe n pasbupa ce eavH U Cbly
Krtou.

1.3.2.2 Kpuntorpaumsa cbC CUMETPUYHU KITHOHOBE

Kpuntorpadmsata cbC CMMETPUYHU KIOYOBE M3MOS3Ba €4UH M CbLy KINtoY 3a Aa KpunTtupa u
Aekpuntupa cbobLueHreTo. Besika gBovika nanpatiay 1 nonyvarten u3nonseaT €4vH U Cbly
KMnio4, 3a Aa CM pasMeHsT cboOLeHus. YcnsaBankm ga Kpuntupa u Aekpuntupa noayyeHoTo
cbobLLieHMe, BCAKa OT CTpaHMTe NpuMemMa, Ye OoTcpeLlHaTa cTpaHa e Ta3n, C KOATo e
pa3mMeHuUI KIo4oBe No-paHo. 1o To3n Ha4MH ce ocurypsiBa HAKakBo HMBO Ha
ayTeHTUMKauu4. 3a ga paboTu Tasm cxema e HyXXHO KItoyoBeTe Aa ce NasAT B TaHa U fa ce
3HaAT €QMHCTBEHO OT [BETE CTPaHM.

Mprmepy 3a anropMTMm, KOUTO U3NOM3BaT CUMETPUYHN KIHOYOBE Ca:

Data Encryption Standard (DES) (56 6uta)

Triple DES (3DES) (168 6uTta)

International Data Encryption Algorithm (IDEA) (128 6uTa)

Rivest Cipher 4 (RC4) (n3non3sa krntod ¢ NpoMeHnMBa AbiKnHa)

Advanced Encryption Standard (AES) (ckopo e 3ameHn DES kaTto ctaHgapT)

KoraTto nMame CbxpaHeHu KpuntupaHute pannose U CUMETPUYHUAT KoY ce 3arybu nnu
NoBpeam Mo HAKaKbB Ha4YMH, TOBa MOXe da 03HavyaBa U ye Beve HIMaMe OOCTbM A0
darina. 3aTtoBa e gobpa nNpakTuKa Kno4yoBeTe a ce CbXpaHaBaT Ha Apyro MsCTo,3a Aa ce
npegnasu opraHMsaumaTa OT TakbB Bug 3aryon. CUMETPUYHUAT KoY Y CbOTBETHO BCUYKU
Heroswu Konuga Tpsbsa Aa ce NassaT CbLUO TOMKOBA, KONKOTO U AAaHHUTE, KOUTO TOW
3awmTasa. PasmsaHaTa Ha knoyoBeTe ChLyo TpsabBa Aa ce M3BbPLUBA MO CUTYPEH HAUUH.
AKO HAKOWM NpuxBaHe Krnkoya no Bpeme Ha NpeHacAHEeTO MY UMM NO HAKAKbB HauYuH ro
B3eMe OT cuctemara Ha notpebuTtens, To ToraBa Moxe ga nogcnywsa 6e3 npobnem u
KpunTupaHuaT Tpaduk. KoHdunaeHumanHocTTa u uanocta Ha uHpopmaumsaTa Bede e e
3arybeHa.

AnroputMmMTE 3a KpUNTMpaHe CbC CUMETPUYEH KIOY ca JocTa 6bp3n 1 3a Marnko Bpeme
MoraT Aa KpunTupaT rofisiMo Konu4ecTso nHdopmauus. Te ca TonkoBa no-CUMHKU, KONKOTO
No-4bNbr KNOY Ce U3Non3Bea.
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1.3.2.3 Kpuntorpadumsa cbC acCUMETPUYHN KITtoHOBE

Kpuntorpadumsita cbC acMMETPUYHN KIOYOBE € No-No3HaTa KaTo Kpuntorpadus ¢
ny6nuyen kntoy. MNpn Hes ce n3nonssaT ABOWMKa KIOYOBE, KOUTO ca MaTemaTnyecka
yHKUUST €OUH Ha Opyr, HO ako MMaMe CamMo eAMHUAT, € MHOrO Mariko BEpOosiTHO Aa
N34YNCNNM OpYyruaT KoY. EQMHUAT Koy ce M3non3ea 3a kpunTupaHe U noanvceaHe, a
OPYrvsT 3a AeKpunTUpaHe 1 NpoBepkKa 3a rpelukn. EQMHMAT e CKpUT 1 ce Nasu B TallHa, a
ApYyrusT e nybrnmMyHo AoCTbIEH.

ToBa ca HSIKONKO NpuMepa 3a anropuTMm 3a KpUNTUpaHe C aCMMETPUYHM KIoYOBE:

Diffie-Hellman

Rivest, Shamir, Adleman (RSA)

Digital Signature Algorithm (DSA) / El Gamal
Elliptic Curve Cryptosystem (ECC)

AnNropuTMmMTE 3a KPUNTMPAHE C aCUMETPUYHN KIMOYOBE Ca €4HOMOCOYHN PYHKLUMK. Te
Morar fiecHO Aa 0baaT N34ncreHn B eaHaTa NoCoKa, HO U3KIKYUTEITHO TPYAHO B
obpaTtHaTa, ako HAMame 1 ABaTa Knoya. Ho gopu u ga nputexasame 1 gearta,
acMMeTpU4HUTE anropMTMm ca MHOro pecypcoemkn.Te ca okono 100 nbT no 6aBHM OT
anropuTMnNTE, KOUTO PabOTAT CbC CUMETPUYHM KNtoYoBe. Ha npakTuka He ce u3nonssar 3a
KpUNTUpPaHE 1 AEKPUNTUPAHE Ha roSIIMO KONMYECTBO MHAOpMaLMs.

Te paboTaT no cnegHuAT HauunH. KoraTto uenTa e ga ce 3anasv NOBEPUTENHOCTTa Ha
JaHHMTe, n3npawlaybT KpUnTMpa CbobLLEeHNeTO CbC NYBGNNYHUAT KIHOY Ha nonyvartens.
Camo YacTHUAT Ha KN4 Ha norny4YaTens Moxe Aa AeKpunTupa cbobLieHneTo.
Cbo06LleHns, npegHasHavyeHn 3a noBeye oT eanH nonydaren, Tpsabea ga 6vaar
KpMNTUpaHu No OTAENHO 3a BCeKkM eauH oT TAX. Korato ce n3nonsea 3a ayTeHTukaums npm
€EKTPOHHUTE NOANNCK, CbOOLLLEHMETO CE KPUMTUPA C YACTHUAT KIHOY Ha nanpawavya.
Camo nyGnu4YHMAT KoY Ha uanpatlada Moxe ga ro 4eKpuntmpa,noTBbp)KaaBanku no 1o3m
Ha4vH, Ye TO HaUCTUHa UABAa OT Hero. 3ana3BaHeTo Ha MOBEPUTENTHOCTTA Ha AAHHUTE € MOo-
YeCTOTO NPUITOXKEHME Ha KpunTorpadusaTa ¢ NyGrmMyHU KNo4oBe.

1.3.2.4 Xew dyHKUMUK

Xew dyHKUUUTE Ce M3NoN3BaT 3a Aa NpeBbpHaT CbOoOLLEHME C pa3nuyHa AbIMKUHA B KO C
uKkcnpaHa ronemMmHa, Taka Hape4yeHusaT XeLl unu cyma Ha cbobLueHmeTo. PasnmyHuTte
anropuTMn Cb3gaBaT Xell PyHKUMM C pa3nuyHu ObKUHU. Hakom npumepwm 3a ToBa ca:

e Message Digest 5 (MD5) (128 6uTta)
e Secure Hash Algorithm (SHA) (160 6uta)
e Haval (npomeHnvBa obMKUHA Ha XeL koaa)

Xew cyHKUMKUTE ca KpunTorpadgcka KOHTPOMHa cyma, KOATO Ce M3non3esa ga nposepu
LAnocTTa Ha cbobueHnsTa. [poMsiHa camo Ha eguH CMMBON B OPUIMHANHOTO CbobLLeHME,
1 npomeHuno ronsam 6pon oT BMTOBETE B XLl KoAa. XeL PpyHKLMATa € e4HOCTpaHHa
PYHKUMS M € MaTeMaTUYECKN HEBB3MOXHO OpUrMHaNHUTE AaHHU a ce Bb3npous3sedart oT
Xel koga. ManpallaybT n3vmcrnsiea Xel Koga Ha OpUrMHanHoTo cbobLLeHne 1 ro nanpawia
3ae4Ho C KpunTupaHuTe gaHHu. MNonydatenaT gekpunTupa CbobBLEHMETO U CbLLO
n3umcnsiea xew koga. AKO OPUTMHANHUAT XEL KOA € CbLUMAT KaTo TOKY-LL0 N3YNCTIEHWSAT,
TOoraea noslydaTensaT € CUrypeH,4Ye AaHHUTE ca Lenv U HENMPOMEHEHM.

1.3.2.5 Undpposu ceptudmkatn
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LincposuTte ceptndpmkaTin ca CTpyKTYpy OT AaHHW, MOANUCAHW OT T.Hap. AOBEPEH
JocTaBuuMK Ha ygoctoBepuTenHu ycnyru (certificate authority - CA), korito nasm B cBosi 6asa
OaHHW KOV NyGnUYEH KoY Ha KOS MMYHOCT UMK OpraHmn3auus npuHagnexu v olle apyra
AonbrnHuTenHa nHdopMauus. Te urpaaT rmasHa pons nNpu pasnpocTpaHeHNeTo Ha
ny6nuyHuTe knovose. [loBepneTo B pasnnMyHUTE opraHn3aummn 3aBucu oT JOBEpPUETO,
KOeTO MMame Ha JoCTaB4yMKa Ha yAOCTOBEPUTENHU YCnyru, KbAETo Ce NasaT AaHHUTe 3a
Tax. LUndposute ceptucmkatn ce n3nonsear, 3a Aa ce JoKaxe ayTeHTMKaumaTa,
KOHbMaeHUManHoOCTTa 1 LUANOCTHOCTTa Hanpumep npu web TpaH3akuuu, pa3msaHa Ha e-
mail cbobLueHus n IPSec. CeptudpmkatsbT € NnoanmcaH ¢ YacTHUSA KINtoY Ha JOCTaBYMKa Ha
yaoctoBeputenHu yenyri. MNyénuunnat knod Ha CA ce usnonsea, 3a Aa ce ayTeHTUkMpa
ceptudmkata. CuctemaTta 3a enekTpoHHo ygoctoBepsiBaHe (PKI nHdppacTtpyktypa) gasa
MeXxaHU3bM 3a reHepupaHe Ha KNio4voBe, 3a ynpaeneHue Ha cepTudmkaTi u ocurypsBaHe
udanocTTa Ha kntoyoseTe. CepTudunkatute ce n3gasat C AaTa Ha u3TnyaHe, cnepj KosTo ca
Bedye HeBanuaHu. BanvaHocTTa Ha cepTudukaTta Moxe ga 6bae npekbcHaTa npeam
M3TMYaHeTO My, HanNnpumep Nopagu NPoMsHa B AadeHa OpraHM3auus UM KOMMNaHus.
BanugHocTTa Ha cepTudukaTuTe ce CpaBHSBAT CNPSIMO Taka HapeyeHuTe ,,CN1cbLM 3a
aHynupanu ceptudukatin” (certificate revocation lists - CRLs) nnm 4ypes mexaHu3bm 3a
online npoBepkn, KONTO Aa yAOCTOBEPU TsixHaTa BanuaHocT. CRLs moraT ga 6baar
cBasieHy OT JOCTaByMKa Ha YAOCTOBEpUTENHM yCnyr n aa 6baaTt n3nonssaHy ogrianH, HO
TpsbBa ga ce obHoBsiBaAT nepuoguyeckn. Ceptndmkatute ca 6asnpaHn Ha cTanHgapTa
X.509 Bepcus 3. Tasn Bepcua nogobpsiBa N3non3sBaemMocTTa Ha cepTudukaTmuTe, Kato
nobass HOBU CTaHOAPTHM U HE3a4BIDKUTENHN NONeTa KbM No-paHHuUs oopmar.
CraHgapTHUTE paspunpeHns BktouBaT noneta kato Key Usage, Private Key Usage
Period, Certificate Policies n Policy Mappings.

1.3.3 KoHTpon Ha gocTbna

KoHTpon Ha gocTtbna e npoueca Ha pasrpaHMyaBaHeETO Ha MPUBUIIErMMTE NMpu
N3MNoN3BaHeToO Ha cUCTeMHUTE pecypcu. ChbluecTByBaT TP HA4YMHA 3a KOHTPOI Ha
gocTbna:

AdMuHuUcmpamueeH koHmpos — 6asmpa ce Ha NoNUTUKK. NonNnTNknTe 3a MHPOPMaLIMOHHa
CUTypHOCT TpsibBa ga nanarat LenuTe Ha opraHMsaumusaTa no OTHOLIEHWE Ha CUTYPHOCTTA,
KOHTpONna Ha AocTbMna A0 pecypcute, HaeMaHeTo M YrpaBnNeHWETO Ha NepcoHana.
du3suyecKku KOHMPOJ — BKINIOYBA PU3NYECKOTO OrpaHMYaBaHe Ha 4OCTbMNa 40 MpeXoBuTe
YCTPOMCTBA, 3alliuTa Ha rpaHMLUMTE Ha MpeXxaTa U OCUIypsiBaHETO Ha CTau 1 crpagu, B
KOWUTO Ce HamMupaT BaXKHW YCTPOWCTBA.

Jlozudyecku KOHMpPos — XapAyepHOTO U COPTYEPHOTO 3HAYEHNE Ha dpasaTa orpaHMYaBaHe
Ha JOCTbNa U BKMOYBA CMMCBHLM 3@ KOHTPOJ Ha AOCTbNa,KOMYHUKALMOHHN NPOTOKONMU U
KpunTtorpadgusi.

KoHTponbT Ha JOCTbN BKMOYBA NpoBepsiBaHe Ha MOEHTUYHOCTTAa Ha akayHTa
(ayTeHTukaLms) 1 cneq ToBa JaBaHe Ha NpaBa 3a 4OCTbN 6asupaHn Ha Tasu MOAEHTUYHOCT
(oTopusaums). JocTenbT MOXe Aa 6bae NpegocTaBeH Ha YOBEK, paboTHa CTaHLms,
CbpBBbP UNK ycnyra. Hanpumep ycnyrata ,HabniogeHue n KOHTpon Ha mpexata” (network
management) usnonssa no SNMP npoTokona T.Hap. cnogeneHa gyma (community string),
3a Ja peanuaupa KOHTpona Ha gocTtbn. EgHa TakaBa cnogeneHa Ayma AaBa orpaHuyeH
OOCTBM Ha ynpaBnaBalmaT codTyep 40 MPEXOBOTO YCTPOWUCTBO, AOKAaTO Apyra AaBa
MbeH AOCTbN KakTo 3a YeTeHe Ha AaHHWM OT YCTPOMUCTBOTO, Taka 1 3a N1caHe BbpXY Hero.
YoBek MOXe Aa JOCTbMNN CbLOTO TOBa YCTPONCTBO KaTto OOMKHOBEH NoTpebuTen ¢
orpaHMyeHu npaea unu KaTo noTpedbuTen ¢ NbneH koHTpon. KoHTpon Ha gocTbna Ao
MpekaTa MOXe a Ce OCbLUEeCTBY Ha rpaHMumMTe 1 Ypes N3non3BaHeTo Ha 3aluuTHa cTeHa
UN1 MapLUpyTU3aTop, Ha KOWTO ca AeduHMpaHn CNNCbLM 3a KOHTPON Ha AoCTbna.
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1.3.3.1 AyTeHTunkaums

AyTeHTMKaUMsITa e NPpoBepKa Ha NOEHTUYHOCTTA, KOSITO AadeH noTpebuten, npouec unm
MaluvHa TBbPAAT, Ye umat. CrnefpalumTe HMBA NPU KOHTPONa Ha OOCTbMa 3aBUCAT OT
ayTeHTMkauuaTa. Ha 6asaTta Ha Hes ce u3BbpLUBa OTOpU3auumsTa, T.e AaBaT ce NpaBa Ha
TOYHO gageHaTta ngeHTMyHocT. OTYyeTHOCTTa CbLLO HAMa Aa paboTn, 6e3 ga s Mma
ayTeHTUKauusiTa.

HuBOTO Ha ayTeHTUKaLMs, U3MCKBAHO 3a AafieHa cuctema, 3aBucK OT U3MCKBaHMATA 3a
CUIYPHOCT, naBallm oT caMmaTa Hesl. Hanpumep ny6nunyHo 4ocTbnHUTe yeb cbpBbpyu Morat
[a No3BoJsisiBaT aHOHUMEH AOCTbM, KaKTo Y AOCTbM 3a rocTn. PUHAHCOBUTE TpaH3aKLMK
TpsbBa ga n3nckeaT MHOTO cunHa ayteHTukaums. lNMpumep 3a cnaba popma Ha
ayTeHTUKauusi e nsnonseaHeTo Ha IP agpec 3a onpegensiHeTo Ha MAEHTUYHOCT.
MoamsaHaTa unmn HeneranHoTo M3nona3saHe Ha I[P agpeca MoXe NecHo Aa U3nbXe To3n
MexaHum3bM. CunHaTa chopMa Ha ayTeHTUKauus M3nckBa NoHe Aga dakTopa 3a AoKa3BaHe
Ha MOeHTU4YHOCTTa:

Kakeo 3Hae yoeek: Naponn 1 Nu4HM naeHTndmkaumoHHn Homepa (PIN kogoBe) ca npumep
3a TOBa KakBO YOBEK MOXe Aa 3Hae. [NaponuTe moraTt Aa 6bAaT 3a eQHOKPaTHO UMK
MHOrOKpaTHO u3nonssaHe. S/Key e npumep 3a cuctema 3a eqHOKpaTHM Naponu
(http://en.wikipedia.org/wiki/S/KEY).

Kakeo npumesxaea yoeek: PaznniHu xapayepHn yCTPOMNCTBA U COPTYEPHN MPUIOXKHUS:
CwmapTt kapTun, cbo Taka u SecurelD, CRYPTOCard, n SafeWord.

Koii e yosekbm: BOMETPUYHNTE XapaKTEPUCTUKN Ca TOBa, KOETO MOKa3Ba KO TOYHO e
YOBEKBT, 3aLL0TO pa3no3HaBaHeTO Ha AEHTUYHOCTTa ce 6asupa Ha uanyeckuTe My
XapaKTepuUCTMKN: Hanpumep ckaHupaHe Ha gnaHTa, reoMeTpus Ha pbkaTa, CkaHupaHe oT
npuca Ha OKOTO, MOAerN Ha peTuHaTa, oTnevaTbLmM OT NPbCTU, MOAEN Ha rnaca,
pasnosHasaHe Ha nuue unm nognuc.

CoblyectByBaT MHOIO cucTemMu 3a Mpexoa ayTeHTukaumsa. TACACS+ (Terminal Access
Controller Access System), Kerberos n RADIUS (Remote Access Dial In User Service) ca
NPOTOKONW 3a ayTeHTUKaums, nogabpxaHu oT Cucko.Tesn cuctemm 3a ayTeHTMKaLms
mMorat Aa 6baaT KoHUrypmpaHu ga usnossat MHOro OT NpuMepuTe 3a YCTaHOBSABaHe Ha
WMOEHTUYHOCTTa, NOCOYEHUN NO-Tope.

Bbnpekn ye ToBa e n3BbLH obcera Ha Tasu rmasa, C1cko mapLupyTnusaTopuTe Morat aa ce
ayTeHTUKUpaT eauH ApYr C uen Aa ce JoKaxe, Ye PYTUHT NpoMeHUTe uasaT OT CUrypeH
M3TOYHMK U HE Ca MPOMEHSIHM 1 noBpeaeHn. Cucko Mmoxe Aa nsnona3sa MDS5 xeww doyHKUUS
Unun gpyr anropMtbM. HAKONKO NpoTokona 3a MapLupyTusaums, KOMTo ce u3nonssaT oT
Cucko ycTpomncTBa, NnoaabpXar ayTeHTukauus:

Open Shortest Path First (OSPF)

Routing Information Protocol version 2 (RIPv2)

Enhanced Interior Gateway Routing Protocol (Enhanced IGRP)
Border Gateway Protocol (BGP)

Intermediate System-to-Intermediate System (I1S-IS)

1.3.3.2 OTopusauus

OTopusauusTa e npMBUnersiTa 4a ce paspeluaBa 4ocTbna 4o YCnyri unu nHdopmaums
camo 3a onpeaeneHn rpynu unm NMYHoCTU. 3a cuctemu, kKomTo TpsabBa aa nogabpxat
BMCOKO HMBO Ha CUrypHOCT, HUBOTO Ha AOCTbN MO NpuHUMN Tpsibea aa 6bae 3abpaHeHo 3a
BCWYKM, KaTO U3KIOYEHUsiTa ce Ao6aBAT gonbrnHuTenHo. Jopu n fobasexu
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JOMbIHUTENHO, NpaBunaTta 3a AoCTbN TpAGBa Aa ca Ha NPUHLIMNE Ha Hal-MarnkoTo, KOeTo
€ HYy)KHO Ha JageH YoBek. 3a NyGrMYHM CUCTEMM OTOPU3aLMS MOXeE [a ce Aade U Ha rocTu
WM aHOHMMHWK NoTpebuTenu. HyxHo e na ce onpeaenaT U3UCKBaAHWUATA HU 38 CUTYPHOCT,
3a [ja ce onpeaenaT NoaxoadalluTe rpaHnLM Ha oTopu3aLms.

1.3.3.3 OT14yeTHOCT

OT4YeTHOCTTa € 3an1CBaHeTOo Ha UsnaTa MpexoBa AEWHOCT Y BCUYKM OMUTU-YCMELIHN U1
HeycneLlHN 3a AOCTbN [0 MPEXOBUTE pecypch. Bbnpeku ye Tasm nHopmaums Moxe aa
ce M3nona3ea 3a CMeTKM 1 hakTypupaHe, OT rfiefHa Touka Ha CUrypHOCTTa T € Hal-BaxkHa
3a 3acvyaHe, aHanuavpaHe 1 pearmpaHe Ha MHUMOEHTM CbC CUIYpPHOCTTa B Mpexara.
CuCTeMHM noroBe, NEPUOAUNYHM NPErNEeamn 1 OLEHKN Ha CbCTOSIHUETO Ha KOMMOHEHTUTE Ha
Mpexara, KakTo 1 pasnuyHuTe codTyepy 3aeQHO MoraT a ce U3nonaeaT 3a crnefeHe
KaKBO Ce Cry4Ba Korato AafeH noTpebuten ce norHe B cuctemarta.

1.4 lecbnHupaHe Ha NONINTUKA 3a CUTYPHOCT
1.4.1 KakBo e nonuTtuka 3a CUrypHOCT 1 3aLl0 HU € HYXXHa?

PelueHusaTa no curypHocTTa, KOUTO B3EMaMe UM CbOTBETHO HE B3EMaMe, onpenensit
KOIIKO CUrypHa MUIn HECUrypHa Lie € Mpexara Hu, KakBu pyHKLUMOHANHOCTU e npearnara un
KOJTKO NIECHO AOCTbIHA Lie 6bae.

Ho npu BCYku NONoXeHMs He MoraT Aa ce B3eMaT NpaBUIHUTE peLIeHns 3a CUrypHOCTTa,
aKo He ce onpefensaT NbpBO KPUTEPMUTE 3a CUIYPHOCTTA, KOAITO Ce CTPeMUM Aa
NOCTUTHEM. ﬂOKaTO He Ca ACHU Te3u uernn, He MOXeM ereKTI/IBHO aa mn3non3samMme HATO
€dNH MHCTPYMEHT 3a CUT'YPHOCT, NMPOCTO 3all0TO HAMa Oa 3HaeM KakBu NpoOBEpPKN Aa
NpaBMM 1 KakBu OrpaHUYeHus aa npunoxuMm.

Taka Hanpumep HalmMTe Lenu ce pasnuyasaT Marko OT Lennte Ha NpoM3BoauTenmTe Ha
obypyasaHe. Te ce onuTBaT Aa HanpaBaT KoHUrypaumsaTa u pabotaTta ¢ NpoayKTUTE UM
Bb3MOXHO Hal-rnecHa, koeto 0bMKHOBEHO BOAM A0 ToBa KOHdurypaumsaTa no
nogpasbupaHe aa 6bae Bb3MOXHO Hali-OTBOpeHaTa, T.e HecurypHa.

3a fa ce ynecHAT MHCTanNMpaHeTo Ha HOBUTE CU NMPOAYKTW, NPOU3BOAUTENMTE NPBAT NECeH
OOCTbMNa U Ha HEOTOPM3NPaHN LA A0 Te3n CUCTEMM.

KoraTo ce onpegendart KputepuuTe 3a cUrypHocTTa TpsibBa Ja ce B3emat npeasu OCHOBHO
cnegHuTe Taka ga ce kaxe ,gunemn’: (RFC 2196)

(1) Ycnyrmte, KOUTO Npeanarame cpeLly MepKuTe No CUrypHOCTTa, KOUTO B3eMaMe.
Bcska ycnyra, KoaTo ce npegnara Ha notTpebutenure, Kpue cBol cobCTBEH pUCK 3a
CUrypHOCTTA. 3a HSAKOM OT YCIYrnTe PUCKBT € MO-rofnsM OTKONKOTO nofn3sarta oT
camara ycnyra — 3a TaX agMUHUCTPaTOpPbT MOXe Aa peLun No-cKopo Aa crpe Aa ce
npenocTaBsi, OTKOMNKOTO Aa Cce ONuTBa Aa A HanpaBu CUrypHa.

(2) NecHoTaTa Ha M3non3BaHe CpeLly CUrypHOCTTA.
CuctemunTe, KOMTO Ce M3NoN3BaT, Hal-NecHo 61xa No3BONMIM JOCTLN Ha BCEKM, He
M3NCKBaWiKM HUKAKBW Naposun, KOeTo 61 03Ha4aBarno HYMKaKBa CUrypHOCT.
M3anckBaHeTo 3a naponv npaeu cuctemaTa Marko Mo-CIoXHa, HO MbK U NO-CUTypHa.
M3unckBaHeTo 3a reHepypaHn OT pas3nuyHK YCTPOMCTBA Naponu, KoMTo Aa ca
BanuaHU camMo BeaHbX, S paBy OLle No-TpyaHa 3a U3Mon3BaHe, HO MbK U MHOTO
no-curypHa.

(3) LleHaTa Ha curypHoOCTTa cpeLly pucka oT 3aryba.
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CurypHocTTa MOXe [a ce U3mepBa B pasnnyHn CTOMHOCTM: NapuyHK (T.e pasxoanTe
3a 3aKynyBaHEeTO Ha xapayep 1 codTyep KaTo HanpuMep XapayepHU 3alUTHM
CTEHV UK reHepaTopy Ha Naposiv 3a eAHOKPATHO MU3MOoN3BaHe), MPOU3BOANTENHOCT
( T.€ KPUNTUPAHETO M AEKPUNTMPaAHETO U3NCKBA BpeME),n ApYru.

CoblyecTByBaT CbLLO Taka M pasnuU4yHM HUMBA Ha pucka: 3aryba Ha KoHpmaeHLmanHocTTa
(T.e [OCTBLN A0 MHopMaUMaTa OT HEOTOPU3UPAaHW NINYHOCT), 3aryba Ha AaHHu (T.e
noespega unu yHuLoXxaBaHe Ha MHdopmMaLumsaTa) u oTkas oT ycnyra (a MMEHHO 3anbfiBaHe
Ha dhannoBarta cMCTEMA, M3MOS3BaHE Ha U3YUCIIUTESNTHUTE PECYPCU U OTKA3 OT AOCTbN A0
mMpexaTa). Bcekn Bug pasxog TpsibBa ga ce npeLeHn cnpsiMo BCEKW BUA 3aryba Ha AaHHW.
PesyntatnTte, KOUTO ce CTpeMUM Aa NOCTUTHEM CBbpP3aHM CbC CUIYpHOCTTA TpsidBa aa
ObaaT 3asiBEHM Ha NOTpPebuTenuTe, agMMHUCTPATOPUTE HA cucTemMaTa U MEHUOXbPUTE
4ypes3 MHOXECTBO MpaBusa Ha CUrypHOCT, HapeyeHu ,nonnTuka 3a curypHoct . Misanonssame
TO3 TEPMUH BMECTO MO-TECHUS ,KOMMIOTbPHA CUIYPHOCT®, Thil KATO BU3UpPamMe BCUYKHN
B1AOBE UHOPMALMOHHM TEXHOIOMN 1 AaHHUTE CbOMpaHn n obpaboTBaHu Npu/oT TE3n
TEXHOIOMNN.

1.4.2 NecdnHULMA HA NONUTUKA 32 CUTYPHOCT.

MonuTuKa 3a CMrypHOCT Hapuyame hopmariHO MHOXECTBOTO OT NpaBuna, No KOUTo
Xoparta, KOMTO UMaT A0CTbMN A0 TEXHOMOrMMTE U AaHHWUTE Ha AadeHa opraHusaums Tpsatsa
[a ce pbKoBOASAT.

1.4.3 UenuTte Ha eaHa NONUTUKA 32 CUTYPHOCT.

OcHoBHaTa Len Ha eHa NONUTUKA 3a CUrYPHOCT € Aa MHdopMupa noTpebutenue,
CNYXUTENUTE U MEHUIKbPUTE 3a 3a4bIIKUTENHUTE U3UCKBAHUS 3a 3ana3BaHETo Ha
MHPOPMALMOHHUTE TEXHONUIMK U AaHHW. MonuTnkata Tpsibea Aa onpeaeny MeXaHn3bM,
ypes KOMTO Te3n U3nckBaHusa morat Aa 6baaT cnaseHun. [IpyraTa v uen e ga ce onpeaenar
HaCOKM 3a NoAObPXKaHETO, KOHPUIYPUPAHETO M OLIEHKaTa Ha KOMMIOTbLPHUTE CUCTEMU U
MpeXuTte cnpamMo Ta3m NnonnTuka.

Taka HapeveHaTa ,MonMTUKa 3a NpaBuHO uanonaseaHe“( Appropriate Use Policy - AUP)
CbLLO MOXe Aa 6bae YacT OT nonuTMKaTa 3a CUrypHocT. Ta Tpsibsa ga onpefenu KakBo
notpebutenute Tpsbsa 1 He TpsiGBa Aa NPaBAT HA Pa3fMYHUTE KOMMOHEHTU Ha
cucTemarta, BKIOYMTENHO Ha Tuna Tpaduk, paspelleH B mpexarta. AUP Tpsidsa ga 6bae
Bb3MOXHO Hal-NpeLm3Ha, 3a ga ce n3berHe asycmucnme n HepasdupaHe. Hanpumep, AUP
MOXe [a CbabpKa CMMCHK Ha BCUYKW 3abpaHeHn 3a gocTbn cantose. (,[lonMtukarta 3a
npaBuUHO N3NON3BaHe“ YeCTo ce Hapuya CbLLO 1 ,MONUTUKE 3a NPUEMIMBO U3MNOM3BaHe".)

1.4.4 Kora egHa nonuTuKa 3a CUrypHocT e gobpa?

XapakTepuUcTukmTe Ha eaHa gobpa nonuTuka 3a CUrypHocCT ca:
(1) Ta TpsibBa ga 6bae npunoxuma vpes npoueaypy 3a agMUHUCTPaUMs Ha
cucTemarta, KaTo Cbabpika npaBunaTa 3a ,npaBunHo usnonasaHe” (acceptable use

guidelines), unu 4Ypes gpyru npyuemnmem MeToau.

(2) B Hes TpabBa oa uma onvcaHve Ha pasnuMyHUTe cpeacTBa 3a CUrypHOCT, KOUTO
LLle ce M3non3Bart, KbAETO € Bb3MOXHO U paspeLLeHo.
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(3) Ts sicHo TpsibBa Aa AedmHMpa rpaHnLMTE Ha 3a4biMKeHNATa Ha
noTpebuTenuTe, aAMUHUCTPATOPUTE U YNPABMEHCKUST CbCTaB.

KomnoHeHTUTe Ha gobpaTa NonMTuKa 3a CUrypHoCT ca:

(1) MpaBunata 3a NopbYka U 3aKynyBaHe Ha KOMMOTbPHWU TEXHONOTMNN, KOUTO
onpeaensaT HyXXHUTE UMK NPeANoYUTaHN XapakTepPUCTUKN Ha curypHocTtTa. B tax
TpsibBa Oa ce BKMOYBAT U CbLUECTBYBALLMTE B MOMEHTA NOMUTUKM 32 NOPBYKU Ha
o6opyaBaHe/TeXHONOMNN.

(2) Monutuka 3a KOHUOEHUMANHOCTTA, KOSITO ONpeaens pasyMH/ OoYakBaHus 3a
KOH(pMAeHUManHoCT, No OTHOLWEHMe Ha Npobnemn oT poda Ha: crnefeHe Ha
ernekTpoHHaTa nowia, noAcnyLBaHe Ha Tpaduka unm 4oCTbN A0 NOTpeduTenckuTe
dannose.

(3) MonwnTtuka 3a gocTbLNA, KOATO ONpPeaAens npasaTa v NpuBUNerMMTe 3a 4oCTbN,
KOMTO Le 3ana3saT nHpopmaumaTa oT nsrybeaHe nnv paskprsaHe 4pes
onpefensaHeTo Ha npasuna 3a NnoTpebutennte, OTTOBOPHUAT NepcoHarn u
ynpaenssawmTe. T TpsibBa Aa onpegeny ycrnoBus 3a BbTpeLLHaTa KOMYHUKaLUus,
3a NoToKa OT AaHHK, 3a 40DaBAHETO Ha HOBM YCTPOWCTBA KbM Mpexarta unm
npunaraHeTo Ha JafeH HOB coddTyep KbM CblUeCcTByBaLUuTe cuctemn. TS CbLLO
TpsibBa Aa onpegensa HeobxoaMMuTe MHPOPMaLUMOHHN CbobLeHns. Hanpumep
cbobLleHMATa, KOMTO NpeaynpexaasaT 3a Hykaa OT ayTopm3auus n HabnogeHve
Ha Bpb3kaTa, a He 0BUKHOBEHOTO 1 No nogpasdupaHe cvobuieHne ,[lobpe gownu®.

(4) MNonwuTtuka 3a OTYETUTE N OTHETHOCTTA, KOSATO AedUHMPA OTFTOBOPHOCTUTE Ha
notpebutenute, OTFOBOPHUAT NepCoHan 1 ynpasneHCcKUaT ekun. Ta Tpsabea aa
onpefens HadMHUTE 3a OLEeHsBaHe 1 NpaBunarta 3a cnpaBsHe C UHUMAeHTU. T.e,
KakBO Aa Ce Hanpasu M KOro fa yBeJOMUM, akO OTKPUEM €BEHTYyarnHo HapyLueHne
unmn npobnemMum cBbp3aHn CbC CUrYpHOCTTA.

(5) MonuTtuka 3a ayTeHTMKaLMATa, KOATO AedmMHUpa 4OBEPEHOCTTa B MpexaTa -
ype3 edheKkTUBHA NONNTUKA 3a NaponuTe, Ypes onpenensHe Ha npasuna 3a
ayTeHTUKauus npyu noreaHe OT OTAaneyeHo MSCTO 1 Ype3 U3Non3BaHeTo Ha
ayTeHTUKMpalLm ycToncTea (T.e., Naponu 3a egHOKpaTHO MOMn3BaHe M yCTponcTBaTa,
KOWUTO 1 reHepupar).

(6) UsuckeaHusa 3a npaBUHOTO PYHKLMOHUPAHETO HA CUCTEMUTE, KOUTO
AedunHMpaT o4akBaHuATa Ha noTpebutenuTe 3a AoCTbNa A0 pecypcuTe u
cuctemute. Te Tpabea ga onuceaT pesepBMpaHOCTTa 1 npoueca Ha
Bb3CTaHOBSIBAHe Npu eBeHTyanHn CPMBOBE, KaKTO U da onpedensT yacoseTe, B
KOMTO pecypcuTe Le ce M3non3saT 1 nepuoauTe, Npes KoUTo pecypcute HaAMa Aa
6baaT B U3NpaBHOCT 3apaau NnaHupaHu AencTBns no Tax. Te cbllo Tpsbsa Aa
BKIMOYBAT KOHTaTHa MHOPMaLMS Ha xopaTa, KOUTO OTroBapsAT 3a cucTemara 3a
oTYETU N MpPEXOBUTE Npobnemu.

(7) Nonutuka 3a MHopmaumoHnTe cuctemn n OnepupaHeTo ¢ MpexaTa, KOATo
OMM1CBa Kak U BbTPELLHUTE M BLHLUHUTE XOpa Mo NoAApbXKKaTa Lie AoCTbMBaT U1
paboTaT BbpXy TexHonorunTte. EaHa BaxHa Tema, KoAaTo Tpsibsa ga 6bae
3acerHaTa TyK, e Aanu e 6be No3BoneHa oTaanedyeHara nogapbxka Ha
CMCTEMUTE U KaK LLie ce KOHTponupa noaobeH AocTbn. ChLUO Taka B Ta3n NONUTUKA
Tpa6sa Oa ce AeduHUpa Oanu Lie UMa U3HECEHU U3BBH KOMMNaHuaTa NoAApbXKa U
ekcnnoaTauus Ha cucteMuTe (outsourcing) v Kak Liie ce U3BbpLUIBa HEroBOTO
ynpasrneHue.
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(8) Monutuka 3a cbOOLLABAHETO Ha HapYLLUEHUSITA, KOSITO AeMHMPa KON BUOOBE
HapyLueHusi (Hanpumep No KoHUAeHUMAaNHOCTTa, No CUrypHocTTa, 6uro To
BbTPELLHa Ui BbHLWWHA) TpsibBa Aa 6baaT AoknaaBaHu U KbM KOMo Aa ce
agpecupat Teaun penopTu. EgHa HesannawBalla atmocgepa 1 Bb3MOXHOCTTa
TakvBa OTYETU [1a Ce NpaBsT aHOHMMHO Bvxa AOBENM 40 MO-ronsiMa BEPOATHOCT
3abensasaHuTe HapyLeHUs Aa ce AoKnaasar.

(9) OonbnHuTenHa nHpopmMaumsi, KOSTO rnomara Ha NnoTpeébuTenuTe, OTTOBOPHUAT
nepcoHan v ynpaBneHCKUAT ekunn Aa cbobLLaBaT 3a HapyLUEeHUst Ha nonuTukaTa 3a
CUrypHOCT, Aa npeanpuemMart npaBunH1UTe AeNCTBUS NPU UHUMOEHT NO CUTYPHOCTTA,
KaKTO 1 Oonpeaens Kov AaHHW MoraT fa ce cyvTaT 3a KOHbMAEeHUManHM Unm NnYHu.
CobLo Taka T8 TpsbBa Aa cbAbpika npenpaTtkv KbM NpoLeaypy no CUrypHocTTa u
ApYrM MaTepuanu no TemaTa, KaTo Hanpumep ApyrM OUPMEHN NMONUTUKM,
06LLECTBEHN 3aKOHW U NPABUITHUALMN.

ChbluecTByBaT HAKOW NpaBHM NPOGNemMmn,kouTo 6mxa MManu oTHoLLIEHME KbM eaHa
nonuTMKa 3a CUrypHOCT (HanpumMep crieieHeTo Ha Tpaduka).3aToBa cbagaTenuTe Ha eaHa
nonuTMKa 3a CUrypHOCT TpsibBa Aa umart npeasua v neranHata u ctpaHa. [Jobpe e ga ce
NOTBbPCU NpaBHa MOMOLL NPU Cb3aaBaHeTo Ha NonMTMKaTa, UNu NoHe Ta Ja ce nperneaa
OT OPUANYECKN KOHCYNTaHT.

Crep kaTo ce cb3faje TakaBa MoyiMTMKa 3a CUTypPHOCT, TS ICHO TpsibBa Aa ce npeactaBu
npea NoTpeduTennTe, OTFTOBOPHUSA NEPCOHAN U YNpPaBIEHCKUSt eKnM. VI3UCKBAHETO BCEKM
CnyXuTen aa noAnuviie Takasa NonuTuKa Liie Nokaxe, Ye s e npoden, pasdpan v e
cbrmnaceH [a ce pbKoBOAM MO HEVHWUTE NpaBuna — ToBa e Haii-BaXXHaTa 4acT OT npoueca.
MocnegHoTo, KOETo TpAbBa Aa ce Aob6aBK, e HyxxaaTa OT pedoBeH Npernea Ha nonuTukaTa
3a CUrypHOCT, 3a [la Ce BMAM [anu T BCe Taka YCMeLIHO OTroBapsi Ha HalMTe HyXau B
CMUCBNA Ha CUTypHOCTTA.
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Nnaea ll. Metoau n cpeacTBa 3a 3awWwuTa NpmM MpPeXoBu
KOMYHUKaUuun

3a ga Moxem npaBuIHO Aa M368peM noaxoodawunTe cpeacTtea 3a 3alnTa, Heobxoaumo e
NbPBO Aa 3HaeM OT KaKBO Le Cce 3allutTaBame, T.e. Ja MMaMe Bb3MOXHO HaN-MbHN
NOo3HaHUA OTHOCHO Hal7l-pa3J'IVI‘-IHVITe TUNOBE MPEXOBU aTaKu.

2.1 MpexoBu 6asnpaHu aTtaku

3a pasnuvka oT npeguLIHaTa rnaea, B KOSTO ONUCBax TeopeTMYHaTa CTpaHa Ha
nHdOpMaLMOHHaTa CUrypHOCT, B Ta3u rMnaea LLe ce Crpa Ha Ha-OCHOBHWUTE aTaku B
Mpexara, e 06sICHS LienTa UM U Kak ce M3BbpLUBaT.
BposAT Ha MpeXoBWTE aTaku B NOCINEAHUTE HAKOJKO rOAMHU HapacHa 3HaunTenHo. EgHm ot
Hali-pa3npocTpaHeHUTe aTaku ca CregHnUTe:

e ATaKku C Len HeBb3MOXHOCT 3a npegocTaBsHe Ha ycnyra (DoS)

e Pasnpeaenexn DoS (DDoS)

e ATaku BKMHOYBALLM OTBMMYAHE Ha cecusi (eQUH NpUMep e aTakaTta YoBeK-Mo-

cpepata (man-in the middle attack)

M3knoumMTenHo BaXxHo € fga ce pa36epe, Ye BCeKM MOXe [a U3BbpLLBA TE3N aTaKn Ha
Bcekn. CnegoBaTenHo Hanexallo e cneumanucTa no MpeXxoBaTta CUrypHOCT Oa pa36mpa
Hanb/MHO HAa4YMHa Ha NpoBeXaaHe Ha aTakaTa, 3a Ja MOoXe Oa 1 ce NpoTUBOMNOCTaBu.

2.1.1 Ataka ot Tmn DoS

DoS atakuTe ce n3nonseart, 3a Aa Ce HapyLuM HopMarHaTa onepaums Ha gageHa cuctema
unun mpexa. 3nogeatenat uenu ype3 DoS atakata ga npetoBapy UM crnpe goctbna 4o
cucTemarta unu gageHus pecypc Ha mpexa. TakaBa ataka Bogu 0o 100% HaToBapBaHe Ha
MPEXOBUTE YCTPONCTBA UMM CbPBBPU U TE HE MoraT Aa obpaboTBaT NnogadeHUTe UM
nakeTu, B CrieAcTBMe Ha KoeTo rv oTkassart (drop). Llenta Ha aTakyBalims e aa ce oTkaxe
(cnpe) gocTbna Ha NErMTUMHKU NOTPpebuTenu o pasnuyHuTe yenyru. To3n Bug aTakm 4ecto
ce 13nonseaT Hapej C Apyru atakuy, kaTo LenTa UM € Ja ocakaTsaT cMcTeMuTe 3a CUrypHOCT
npeav peanHarta ataka. Han-yecto npu DoS aTtaka ce uenv ga ce HapyLm MpexoBaTa
CBBbP3aHOCT, KaTo ce onuTBa Aa ce OTBOPAT MHoxecTBo danwunen TCP nnn UDP Bpb3ku.
YCTpONCTBOTO, KbM KOETO € HacodeHa aTakaTa, ce onuTea A4a 06paboTn BCUYKM 3asBKM 3a
BPB3KM M MO TO3N HAYMH CE YTUNN3NPAT BCUYKN Bb3MOXHW pecypcu. CbLiecTByBaT Tpu
DoS aTaku, KONTO LenaT HapyllaBaHe Ha MpexoBaTa CBbP3aHOCT.

TCP SYN npetoBapBaluy aTaku

Land.c aTaku

Smurf aTakn

2.1.1.1 TCP SYN npeTtoBapBalLlu aTaku

Te ca npoekTnpaHu Taka 4e ga ce Bb3non3eat ot crnaboctrta Ha TCP npoTtokona u no-
crneuunanHo oT npoleca Ha ycTaHoBsABaHe Ha Bpb3kaTta (TCP tree-way handshake).
YcTtaHoBsiBaHeTO Ha Bpb3kaTa npu TCP ce ussbpluBa OT TPOMHA pa3MsiHa Ha NakeTu KakTo
€ nokasaHo Ha durypa 2.1.

®dur. 2.1
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SYN

SYN-ACK

ACK

: Web

Client Saryar
KnueHTa ce onutea ga yctaHoBM Bpb3ka ¢ yeb cbpBbpa. [1bpBo, Ton usnpawa SYN
(CMHXpOHM3MpalLL) NakeT 4O CbpBbpa C Len Aa ce CUHXPOHU3UPpAaT nopeaHUTe HoMmepa Ha
knveHTa u cbpBbpa. SYN nakeTbT cbabpxka ISN (initial sequence numbers) Ha knneHTa.
SYN, ACK, RST u gpyru ca BcbLyHOCT GuToBe (cbrnarose) oT xeabpa Ha naketa. B To3n
nbpBu T.Hap. SYN naket, SYN=1, ACK=0. Npu BTOpUAT NakeT nogaTensT Be4e e CbpBbpa
1 TOM eQHOBPEMEHHO NoTBbpXAaBa ve e nonyymn ISN HomepaTta Ha knvMeHTa, n nsnpawia
csoute ISN Homepa (SYN=1, ACK=1). CbpBbpbT YBENUYaBa C eauHNLIa NOpeaHNss HOMeEpP
Ha KnneHTa, 1 ro usnpatia obpaTtHo Ha KnueHTa kato ceon acknowledgment Homep.
lMocnegHaTa cTbNka B TO3M NpoLec Ha 06MsiHa, e Nak OT CTpaHa Ha nHuunanuMsaTopa,
korTo nanpawa ACK nakeT Ha cbpBbpa. Bpb3kaTa Beye e ycTaHOBEHA.

dwur. 2.2
YN (Spocfed)
>
SYN-ACK
SYN (Spocten)
SYN-ACK
—
Attack . Web
acker
SYN (Spacled) Server

Mpn TCP SYN npeTtoBapBaHETO MMaMe NpPeToBapBaHe Ha MULLEHATa Ha aTakaTa 4pes
M3Mnon3BaHeTo Ha MHOXeCTBO noanpaseHy SYN nakeTu, KOUTO CUMynupaT BanvaHu
3asBKM 3a BPb3kW. Tean nakeTn 6mMBaT usnpaTteHn Ha CbpBbpa BCe eHO Ca Hayano Ha
yroBapsiHeTO Ha KoHeKLUusl, cbpBbpbT oTroBaps ¢ SYN-ACK Ho nocnegHata CTbhka oT
npoLieca HMKOra He HacTbNBa, HUKOra He ce nony4vaBa TpeTusa naket ACK. Bcekn SYN
nakeT 3aemMa onpefeneH pecypc Ha MulLLieHaTa, crnegoBaTterniHo npu MHoxecTso SYN
nakeTu nsnpateHu oT 3nodesTens, MalmHaTa KOATO € Lier Ha atakaTa ce npeToBapsa 1
cnupa fa oTroBaps Ha BCUYKW 3asBKM 3a BPb3KW, BKIHOYMTENHO U Ha peanHuTte. Mimame
oTka3 oT obcnyxBaHe. NognpassHeTo Ha SYN nakeTn Han-4ecTo ce CbCTOM B TOBA, Ye ce
NoAMeHs agpeca Ha nogaTens c uen aa ce npukpve camofnMyHOCTTa Ha aTakyBalums unm
Aa ce 3a00uKonNu gageHa s3alwmMTHa CTeHa, KaTo ce U3nornssa agpec KOMTO € B HENHUTE
CnucbLUM 3a paspelleHre Ha gocTbna. JJonbhaHMTeNnHO Tasun TexXHUKka no3Bonsea ga ce
npasu ABOVHa Bpeaa, 3al0TO OCBEH MULLEHATa U pearnHuTe MalUMHKU, KOUTO ca C
npenpaBeHUs agpec Ha nogaTens nonyyaBaT MHOXECTBO NakeTu OT caMmaTa MuLLEeHa.
Bcsika nonyoTBOpeHa Bpb3ka 3aemMa pecypc, a bpodaT Ha Te3u Bpb3kM € kpaeH. Creg
JOoCTuraHe Ha To3u 6pon, yCTPOMCTBOTO Cnnpa KOMyHMKaummMTe ¢ noTpebutenute, gokato
Te3n OTBOPEHM BPB3KN HE Ce 3aTBOPAT U U3YUCTAT OT CTeka.

SYN artakute ca NpocTu aTtaku, HO Te BCe OLLEe Ce U3MNon3BaT MacoBO U MMaT rofsiM ycnex.
Hsakoun oT dpakTopuTe 3a ToBa ca:

SYN nakeTuTe ca YacT OT HOpMarnH1Ua MPeXoB Tpaduk 1 cnegoBaTernHo e TpyaHo (no-
CKOpO Henorn4yHo) aa ce ountpupar.

3a uanpawaHeto Ha SYN nakeTu He e HeobxoaMM KaHar ¢ OrpoMHa NPOMNyCcKNBOCT, T.e.
BCEKM HOpMmaneH notpebuten nma pecypca Aa M3BbpLUM TakaBa aTaka.

INecHo ce npomeHsa agpeca Ha nogaTens nopagn dakta Yye He ce U3nMckea OTroBop OT
MuLLIeHaTa.
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2.1.1.2 Land.c aTtaku

M3knountenHocT NnpocT n edpekTuBeH npumep 3a DoS ataka. AtakyBalumaT nanpaiia
MHoxecTBO SYN nakeTu ¢ eqHakBM agpecy 1 NOPTOBE Ha nogaTtens v nonyyartens. Llenta
Ha Tasu aTaka e [ja Hakapa epTeaTa a u3npalla oTroBOp Ha TO3u NakeT cama Ha cebe
cu. MNpouechbT e LUMKINMYEH 1 CKOpO MalluHaTa XepTBa ocTaBa 6e3 pecypcu u cnvpa aa
npegocTass ycrnyrn. XuTpoTo Npu Tasu ataka e, Ye aTakyBalLMAT U3nonssa pecypcute Ha
XepTBaTa cpelly camaTa Hesl. ToBa e neceH Ha4uH 3a 3abusaHe Ha Windows 2000 (zo
Service Pack 3) n Windows XP (go Service Pack 2).

2.1.1.3 Smurf aTtaku

ATakyBalluma MOXe Aa ,M3s4e” kaHana Ha xepTBaTta U kaTto npenpawa 6esnoneseH Tpaduk
KbM MpexaTa n. ToBa e knacudecku npumep 3a Smurf ataku. [1Ba ca KOMNOHEHTUTE
nsrpaxgalim efHa TakaBa aTaka:

M3nonasaHeTo Ha dpanwwmewm Internet Control Message Protocol (ICMP) echo request
nakeTu (ping pabotu ¢ asa onpeaenexn ICMP naketn, Echo-Request u Echo-Reply)
MapLupyTnampaHeTo Ha NakeTu 4Ypes U3Non3BaHeTo Ha T.Hap. Broadcast agpecu (Toea ca
agpecu Ha 2,3 Crioi, KOUTO KapaT MPEXOBOTO YCTPOWUCTBO Aa v pasrnpatla Ha BCUYKUTE CH
noprtose)

ICMP npoTokonbsT No NpuHUUN ce n3nosna3sa 3a obpaboTBaHe Ha rpeLuky (No-CKopo Aa rm
cbobLuaBa) 1 ga KoHTponupa Bpb3kaTa Ha 3 cnow. [pyra wupoka ynotpeba e ping
ycnyraTa. (Windows nonssa ICMP 3a ping, a Unix, Linux, Cisco I0S, nsnonssat UDP
nakeTn Ha NPOM3BOSIEH BUCOK MOPT.)

Mpn Smurf atakute, ICMP echo-request naketn ce nanpawart kbm broadcast agpeca Ha
oTAaneyeHn Mpexu ¢ Len aa ce Hapywm HopMmanHaTa paboTta Ha mpexaTta. Ha ®ur.2.3 e
nokasa kKak AencTBa ejHa TakaBa aTaka.

Spoofed
Fackets

ey
Web Server

ICMP

Echc»ﬁeq (172.18.173.109)
CMP Echo
Replies to Victim

B Smurf aTtaknte 0O6MKHOBEHO MMa aTakyBall, NOCPeaHMUM, N XepTBa (B TO3M Criyvyan ToBa
e yeb cbpBbpa). Heka mpexaTa B npumepa e 192.168.1.0 ¢ macka 24 6uta. Torasa
HenHunAaT broadcast agpec we e 192.168.1.255. Ako nanpatnm ICMP echo-request naket
KbM broadcast agpeca Ha Tasu Mpexa, TO BCUYKM KOMMIOTPU OT Hesl Wwe uanpatat ICMP
echo-reply B oTroBop Ha agpeca Ha nogatensi Ha echo-request naketa. CnegoBaTenHo, 3a

Attacker

dur. 2.3
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[a e ycnellHa Tasum ataka, TyK CbLLo TpAbBa Aa M3non3same TeXHUKaTa C npenpaesiHe Ha
agpeca Ha nogatens (spoofing). Tasn ataka He NnpeToBapBa >xepTBaTa, HO 3anbriBa Lenus
n kaHan. Bapnaumsa Ha Smurf ataka e Fraggle atakata, Ho Ta usnonssa UDP (user-
datagram protocol) sBmecto ICMP. Fraggle atakute paboTtat kato usnonssatr CHARGEN wu
ECHO UDP nporpamu, kouto 3aemaT UDP noptoBe 19 1 7. Te3n aBe npunoxeHnst
aencteaT Ha npuHumna Ha ICMP ping-a. Te ca npoekTupaHu ga npoBepsiBaT Aanv AageHu
KOMNIOTpU ca BkNoyeHn B gageHa mpexa. CHARGEN n ECHO wusnpawiat oTroBop Ha
BCEKW, KOWTO NpaTu Tpaduk Ha obocobeHnTe nopToBe. ATakyBaLLUAT MOXe Aa ce
Bb3MON3Ba OT TOBa, kKaTo Cb3adade Ge3kpaeH UMKbI, KOWTO Aa npenpalia Tpadmk Mexay
Tesu nopTose.

2.1.2 PasnpepeneHu DoS ataku

To3u TUN aTaku N3UCKBAT MHOIO 3HaHME OT 3MNoAesaTens U NpeaBapuUTENHO NNaHupaHe n
noarotoBka. Mpu TAX aTakyBalLMST U3NOM3Ba pPasfMyHU CUCTEMN CBBbP3aHu kbM Internet 3a
[a aTakyBa onpeferieHa xepTea 1 TOBa 'v NpaBy MHOTO TPYAHMW 3a NpocneasiBaHe u
npotuBogencTaune. MNMoarotoBkaTa Ha aTakaTa ce CbCTOM B TOBA Ye 3r0AeAaTensTt
npeaBapuTenHo pasbuea 3alumMTaTa Ha HAKONMKO MawuHKM B Internet n ro noctaesa nog ceon
KOHTPON KaTo MHCTanupa BpeaeH kog. Te3n Beye KOMMNpoOMETUPaHM KOMMIOTPU Ce HapuyaT
areHTun, 6oToBe (0T poboTn) unu gopm 3ombuTa (3apagm ToBa Ye criegsat crnsano
KOMaHOWTe Ha aTakyBallusi). 3NoAeaTenaT non3esa Te3n areHTH 3a Aa U3BbpLIK
KoopAMHUpaHa eqHOBPEMEHHA aTaka OT BCUYKM OOTOBE KbM XepTBaTta. Tasu aTaka
n3shkaa kaHana u MpexxoBUTe PECypcu Ha aTakyBaHUS. TSl e BUCOKO edhekTMBHA 3apaau
TOBa Ye e koopauHMpaHa (obLwma pecypc Ha BCUYKM 30MOMTa € MHOrO NMo-rofsiM OT TO3M Ha
3rofesTens) N U3KMKYUTENHO TPyaHa 3a npocneasiaHe. o npaBuno 3nogeaTenaTt
KOHTponupa 3oMbuTa oT 0bLLecTBEHO 4OCTbLMNHA MalUKHA (KaTo B MHTEPHET kadhe nnm
kny0) unv npes NpoKcu Unu KaTo U3Mon3Ba TEXHMKATa Ha NoanpaBsHe Ha agpeca cu. dwur.
2.4 nosicHsABa Ta3n BUA aTaku.

“a—

dur. 2.4
JlereHga: victim = xxepTBa, attacker = anogesaten, agents = 3ombuta, 60TOBE
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2.1.3 OTtBnu4yaHeTto Ha Cecusn (Session Hijacking)

Mpun Ta3n ataka, 3No4eATENSAT Npecuya Beve OCbLLECTBEHA CECUSA UM BPb3Ka MexXay ABe
cucteMun. Han-4ecTo TakmBa aTaku ce n3nonssaTt npu Bpb3ku oT Tmn TCP (3awoTo npu Tax
nmame pearnHo uarpaxgaHe Ha Cecusi U CrefeHeTo 1 Ype3 NopeaHn 1 NOTBbpXKAaBaLln
Homepa 3a pasnuka oT UDP). Llenta Ha To3u BMA aTaka e 3nogeatensT ga ce Hambpaa no
cpefarta Ha cecusiTa U Aa Hakapa v ABaTta KpalHu noTpebuTtens ga pasroBapsT C Hero, a
He nomexay cu. Taan TexHMKa e pasnuyHa oT ip spoofing-a, 3aLoTo Npu Hero e
HeobXxoaMmMo Makap 1 C nognpaBeH agpec Aa ce ayTeHTUKMpall Npes OTCpeLlHaTa cTpaHa.
Mpu oTBNMYaHETO Ha cecust ABeTe CTpaHW B pasroBopa BeYe ca ce ayTeHTukupanu. Han-
4ecTo U TYK ce norn3ea spoofing, HO faney He ce cnupa Jo Tyk. MNpu noBevyeTo CTaHOAPTHU
KOMYHUKaLUWN BCSKAKBM 3aLUMTU KaTO CTEHWN U ayTeHTUKauus ca npeaun oa 6bae
yCTaHOBEHa fafeHa Bpb3ka, Cledl KOeTo 3anoyBarT Aa ce NpedaBar naketu B YeTNMB BUA
6e3 3almTa (ToBa ce NpeodonsiBa Ypes YacTHUTE BUPTYanHu Mpexu). Ako cecusita 6bae
OTKpadHaTa, ToraBa HAMa nosnaa OT CJIOKHUA MeTo[ Ha ayTeHTUKauna 1 16 cMmMBOnHUTE
naponw.

AMacker London Host B

®dwr. 2.5: O6wa npencraea 3a aTaka OT Tun ,40Bek-Nno-cpegarta’

M3BeCTHM ca fgBa Tuna OTBNMYaHUS Ha CECUN:;

AkTnBeH — OTBNUYaLL cecusita u S n3Nons3eall 3a ga npobuvell Hakakea 3awwmTa. Llle ce
crnpem no-nogpobHO Ha Hest 3aLLOTO TA € No-Cepro3Ha.

MacuBeH — OTBNUYaLL cecusaTa 1 3anasBall aHOHMMHOCT, AENCTBALL KaTo CKPUTO MPOKCH,
KOETO He npeyn Ha KOMyHUKaLmsaTa, a camo sl NoACyLUIBa.

TpsibBa ga NnpaBuM pasnuka Mexay ataka oT TUn ,NoBTapsaHe Ha cecuaTa” u ,,0TBNNYaHe
Ha cecusTa” BbMPEKN Ye 1 OBETE Ce cumTaT 3a ,40BeK-No-cpegata” ataku. [pu ,noBTapsiHe
Ha cecusi” HMe ynaBsMe NakeTu, npenpassmMe M 1 rm npenpawamMe KbM MuweHaTa. B egHa
WCTUHCKaTa aTaka oT Tuna ,0TBfIndYaHe Ha cecus” HME npenpaBsiMe agpeca Cu U
Harnacsime nopegHute Homepa (ISN) Taka Ye ga cbBnNagHaT € Te3n Ha MbPBUYHMS
MHMUmnanmaaTop. Yecto e HeobxoomMmo ga ce n3BbpLUM 1 ataka oT Tun DoS cpewy
MHMUManu3aTopa C Len ga ro u3saam oT CTpos, 3a ja MOXEM Ja 3aeMeM MSICTOTO MY B
pasroBopa. ®wur 2.6 u 2.7 nnocTpupaT pasnukata Mexay BeTe TEXHUKN.

®dwur.2.6. Ataka oT Tun ,NOBTapsiHE Ha cecusTa’

Data > | Modified Data >
w— =

Victim Attacker Target
(Client) (Server)

dur.2.7. ATaka oT TN ,0TBNMYaHe Ha cecusaTa’
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' Spoofed Data
DoS >
J<-———- o
—_—
Victim Attacker Target
(Client) (Server)

ATakuTe OT TMn ,0TBNNYaHE Ha cecusiTa” OT CBOSI CTpaHa ce AEeNAT Ha HAKOSKO BMAaa.
® OTKpuTO NpenpassHe
® (Cngano npenpassHe

2.1.3.1 OTKpuTO NpenpassHe

Mpun Hero HUe Bmxaame Tpaduka Mexay notpedbutens n muwieHaTta. ToBa e HaN-NECHUAT
Ha4YuMH 3a OTBNMYaHe Ha cecus. M3nckea ce caMo fa ce npuMxBaHaT HAKOMNKO nakeTta oT
pasroBopa. ToBa obaye Moxe fa ce okaxe npobnem B eaHa nepapxuyHo nogpeaeHa,
KOMyTupaHa mpexxa. Mimame Hakonko pewweHund. 3a nbpBOTO TpsibBa Aa mame JOCTbN 40
koMyTaTopa No NbTH Ha pa3roBopa u ako Ton e Cisco Tpabsa ga cu ocurypum npasa Haa
Hero 1 ga koHgurypupame Switch Port Analyzer (SPAN) port. YUpes Hero moxem aa
npenpatlame Tpaduk oT apyrn n3dpaHu noptose unu gaxe ot uenn VLAN-n. Ako HAmame
OOCTbN OO KOMyTaTop Unm HAMa Kak ga koHdurypmpame SPAN nopT, HM ocTaBa BTOPOTO
pelleHne. Ypes nsnonssaHeTo Ha nporpamata 3a Linux MACOF moxe ga reHepupame
MHOXECTBO NakeTu 1 Aa HanbNHMM TabnuuaTta Ha KoMyTaTopa Taka, 4Ye Aa ro npuHyamm
Aa broadcast-Ba Bcuyku nakeTu. (He e cbBCEM SICHO KOMKO yCMneLleH e TO3n MeTo cpeLly
Cisco komyTtaTtopu). [ipyro peweHune e aa reHepupame danwms ARP naket, upes konto ga
M3NbXKEM MULLeHaTa, Ye APYrnst Y4aCcTHUK B pa3roBopa € Ha CbLUMs NOPT KaTo Hawwms (TyK
roBopum 3a ousmyecku nopT Ha komyTaTop). B kpanHa cmeTka, cnef kaTo ce caobuem ¢
Taka LEeHHUTE HAKOMNKO BanuaHu nakeTa OT pa3roBopa, HMe NecHO MOXeM [a U3Bneyem ot
TAX NUMNCBALLOTO 3BEHO 3a YCMNELIHOTO 3aBbpLUBaHe Ha HallaTa aTtaka, a UMEHHO —
nopegHuTe N NOTBBbPXKAABALLM HOMepa (sequence, acknowledge numbers).

2.1.3.2 Cnsno npenpaBsiHe

Mpwn Hero HAMa HayMH aa ce caobuem ¢ npuxBaHaTh naketn. Tpsabsa ga oTraTHEM Kak ca
ctonHoctnte Ha SYN n ACK HomepaTa. BaxxHa npeanocTtaBka 3a yCneLwHOTO U3BbpLUBaHe
Ha TakaBa aTaka e ga ce Hammpame Ha cblumst LAN cermeHT, Ha KOWTO ce Hamupar U
MuweHuTe. CTbMNKUTE ca CrnegHnTe:
1. WN3bupame muLleHa.
2. Hamupame akTMBHa cecus, B KOSITO Tasn MULLEHA y4acTBa U A CreauM.
3. OnuTtBame ce ga otraTtHeM seq HomeparTa. [pu ycnex npuctbnsame Hatam. VHaye
onuTBame nak.
4. WNsebpwBame DoS aTaka cpelly eamHusi OT y4acTBalmTe B pa3roBopa.
5. OtBnuyame cecudara.
6. [lo mnsbop, crnepn kato cm cBbpLUMM paboTaTta C kepTBaTa MOXE Aa Bb3CTaHOBUM
cecusTa.
Han-tpyaHata dasa e Tasu ga no3HaeM seq HomepaTa. Te ce 3anuceat B 32 6utoBo none
B TCP xeabpa (cneposatenHo ca mexay 1 1 4,294,967,295). Bcekun 6anT ce cnegm, HO
camo nocregoBaTeNnHUAT HOMepP Ha MbpBUAT 6anT oT cermeHTa ce nuwe B TCP xeabpa.
OueBMaHO HEe MOXeEM Ja pasynTame camo Ha KbCMeT. 3a padocT Ha aTakyBalluTe cnopeg
RFC 793 Homepa Tpsibea aa 6bae yBenuyaBaH Ha BCeKM 4 MUKPOCEKYHAM. Hakon oT
onepauMoHHNTE CUCTEMU He ce CbobpassiBaT C TOBA U MMAT CBOW HAYMH MHKPEMEHTUPaHE
Ha To3u Homep. [Npun BSD u Linux nopegHnte Homepa ce yBenuyasaTt ¢ 128000 Ha BcsAka
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cekyHaa. (bposubT ce npeBbpTa Ha Bcekun 9:32 yaca). Olle noBeye HU yriecHsaBa ¢akta ye
Ha Hac He HK TpsibBa Aa yuenum TOYHO nopegHUs HOMep, a NPOCTO NonageHeTo HK1 aa e
B Tekywunss TCP nposopeu. MNpumep 3a TCP npo3sopey e ganeH Ha dwur.2.8.

®wur.2.8. TCP npo3sopen

SEQ:'l Win=5
y o
Seq=2 Win=5
>
Seq=3 Win=5
L >
Seg=4 Win=5
d >
5&[]:5 Wir1=5
i »  Server
Client ——

-«

Mpu cnanoTo oTBNUYaHe Ha cecust TpsibBa ycnewHo Aa oTraTHEM M NopeaHUs HoMep U
ronemMuHaTa Ha nposopeLa. Bbenpeku BeposaTHOCTHMSA XapakTep Ha Tasu onepaums,
BbOPBKEHN C TE€3U 3HAHWNS UMaMe LUaHC, BbNPOC € camo Ha Bpeme aokato ycneem. Cisco
Adaptive Security Appliance, Han-HoBoTo 0T Cucko B o6ractta Ha MpeXxoBaTa CUrypHOCT,
npeanara pelleHns 3a BCUYKM aTaku, onvcaHu B Tasu rnasa. Hanpvmep 3a nocnegHata
aTaka, 3awmTtHaTa cteHa nogmenst ISN n ACK HomepaTta (npousnusawimte oT BbTpeLuHnTe
YyCTPOMCTBa HOMepa ca 0OMKHOBEHO MCEBAONPON3BOSHN AOKOSIKOTO T€3W reHepupaHu oT
ASA ca HanbAHO NPOU3BOSHM) HA BCUYKM NAKeTW, KOUTO M3NnU3aT OT Hes, 1 MO TO3WN Ha4uH
eNMMMHUPA LLIaHCOBETE 3a CNANO OTBNMYaHe Ha cecus. Lienusa npouec octaBa npo3padeH
3a KpamHWS KIUEHT.

VIHCTpYMEHTM 3a n3BbpLUBAHE Ha aTakuTe:

MonynsipHn NHCTPYMEHTHM 3a u3BbpLluBaHe Ha DoS ataku ca: Datapool, Hgod, Jolt2
Datapool — BbpBu nog Linux n nogabpxa Hag 100 Buga DoS ataku.

®ur.2.9 nokassa eNneMeHTapHOTO MEHHO,C KOETO BCEKM MOXE [a M3BbpLUBA aTaKMu.
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B [-@pl [poet b porthigh] (=0 [T [Eogfilke] [-RD
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U B |

a; - Tl E e o

we T, T2 0T P, a5 Bomaiasas
8.1

() il mran

¢wr.'2.9

CUHTaKCUCBLT Ha KOMaHAMTE Bapupa, KaTo MUHUMarHus € Aa HanMwemM camo agpec Ha
nonyyatens (kepteara). CrnegHusa ped € nokasea TUNUYHa KOMaHAa, KOATO UMa 3a uen ga
aTakyBa notpebuten c agpec 192.168.10.10, kato ce kpuem 3ag cdanwme agpec
192.168.10.9

#./datapool.sh -d 192.168.10.10 -p 1-1024 -v results.log -I T1 -1 192.168.10.9 -c -t 100

KntoubT —v € BbBeEH, 3a A4a moraT pe3yntatuTte ga ce 3anuwart B Jior; -l onpegens
ckopocTTa (B cnydan T1); -c ykasea nporpamaTa ga He crnvpa JoKaTo MULLEeHaTa e
pa3buTta; -t ykazBa Ha nporpamMarta KOJIkO eqHOBPEMEHHU Cecumn a nonsea. 3a noeseye
Cecum ce N3MCKBAT U NOBEYE PECYPCU Ha aTaKyBallaTa MallnHa.

Jolt 2 — PaboTtu n nog Linux n nog Windows. TS cbLL0 No3BosisiBa Ha atakyBalimsa aa
cKpue agpeca cu vpes spoofing.

®ur.2.10 nokasBa CHUMKa C OnuMMUTE KOUTO JaBa To3n codTyep.

KntoyoBe:

-P : MocouBa npoTtokon, 4Ypes KOMTO Le ce npoBede aTakata (ICMP, UDP)

-p : MNMopT Ha nony4atens

-n : bpon Ha nakeTuTe, KOUTO e Ce U3npaTAaT

-d : 3aKkbCHEHNe Mexay u3npaTteHnTe nakeTu
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snDownloadssjolt2 vl 2>jolt2.exe
uzage: joltZ_exe <dest host?> <zpoof host?> [options]

Protocols to use. Either icmp, udp or hoth ddefault icmp?

Dest port Cdefault 7>

Hum of packets to send (B is continuous C(defaultl>
Delay <in ms) (default B>

C:~Downloads~joltZ_ vl _2>

dur.2.10

Hgod

Hgod e owe egHo npunoxeHne koato padotn nog Windows XP. No3sonssa nognpassiHe
Ha agpeca Ha nogartens. Mima Bb3MOXHOCT fa ce nsbmnpa NnpoToKoM, Ha KOWTO Aa ce
ocHoBaBa atakata (TCP/UDP/ICMP/IGMP) n Homep Ha nopTa (camo npu UDP). Nogabpxa
MHoxecTBO DoS artaku, HO no npuHuun Har-usnonssaHata e TCP SYN atakata. Ha
®ur.2.11 ca nokasaHu onumuTe Ha Tasun nporpama.

\WINDOWS\System3,

= == By Lion, Welcome to http: s wvwu._.cnhonker_.com =

[Usage: ]
hgod <Target? <StartPortl-EndPortliPortl.Port2.Port3...> [Optionl
{Target> Flooding Ho=st IPiHostname.
{StartPort> Flooding Host Port. FPort Num must <188.

[Option:]
—a:AttackTime The Timei{minute? of Attack. Set A for Always. Default is B.
~b:Packsize The 8ize of Packet. for UDP/ICHP/IGHF Mode. Default is 1888.
—d:Delay Delay of Send Packet. for UDP/ICHP-IGHMP Mode. Default iz 1B8ms.
—1:8peed Your Metwork Link Speed<{?M>. Default is 18BH
—m:MHode Attack Mode. Use S¥YN/DrDoS~ UDP-ICHP-IGMP. Default is SYH.
—n :Hum Only for S¥NsDrDoS Mode. Change BourcelF. Set Mum to 1-65535.
—p:SourcePort Set SourcePort. Default is Random. DrDof Mode mast be set.
—s:SourcelP Set SourcelP, Default iz Random. DrDoS Mode mast bhe =zet.
—t:Thread The Threads Hum for Flooding,. Max is 188, Default is GH.

:~Downloads>

:nDownloads >
dwr. 2.11

MpumepeH pen, Ypes KOMTO Moxe fa nposefeM ataka cpewty 192.168.10.10 Ha nopT 80
(macoBo O0TBOpEH NOPT 3apaau pasnpoctpaHeHneTo Ha HTTP) kaTo ce kpyveM 3ag agpec
192.168.10.9 e cnegHuAT:

Hgod 192.168.10.10 80 —s 192.168.10.9

Taau yacT oT rmaBaTa umalle 3a Lien Aa NoKa)ke HarneaHo Korko € eneMeHTapHo aa ce
npoeeaat DoS aTtaku (kaTo ToBa Baxu 1 3a ApyruTe TUNoBe aTaku). Bcekn MHTenuMreHTeH
4oBeK C MUHMMAaTrHU MO3HaHUSA B 0BnacTTa Ha KOMMIOTPUTE U MPEXUTE MOXe Ypes3

-27 -



M3MoNn3BaHeTO Ha Te3n NporpamMm 1 KOMMTBLP C 4OCTbN A0 Internet ga npoeege ycnewwHa
aTaka. ToBa nokasBa HEOOXOAMMOCTTa OT MPEXOBA CUTYPHOCT.

B cnepBalmsT pasgen oT HacTosiwaTa AunnoMHa paboTa We passiCHst e4uMH MeToanYeH
NOAXO0A 3a U3rpaxkaaHe Ha AoOpe 3alnTeHa Mpexa, 3anoyBaiky OTAOMNY M OBWKENKM ce
Harope B crioeBeTe Ha OS| mogena.

2.2 N360p Ha yCTpOUCTBA U uU3rpaxaaHe Ha 3aljMTeHa Mpexa

UarpaxxgaHeTo Ha HaNBbHO 3aluTeHa MHOPMaLMOHHA MpeXa € HEBBH3MOXHO nopaaun
HanM4MeTo Ha e4Ha MHOIO BaXKHa NPOMEHNMBA — YoBeLknsa daktop. Heobxoammo e obade
BCEKW CMeuuanucT no CUrypHocTTa Aa ce CTpeMn Aa OCUrypu MakcMmMarHa CUrypHocCT.
MpexoBuaTt ekcnept TpsbBa fa MOXe Ja NpeLeHn KakBn YCTPOUCTBA Ca My HYXXHM 3a Tasu
uen. YoobeH n Bucoko edeKkTuBeH noaxon e aa ce usnonasa OSI mogena n aa ce BbpBU
Harope [0 crioeBeTe My Yak 40 ceamus.

2.2.1 3awmTa Ha ¢pusnyeckus cnon ot OSI moaena

Tyk MOXe Aa ce BKIO4YM camo hmanyeckaTa 3alumTa Ha TpaceTaTta u Aa ce orpaHunym
JocTbna oo yctponcteaTta. AKO He ce M3Mnon3BaT HaeTu NIMHUK a CnogeneHn, Heobxoammo
e fa ce npuberHe Jo TEXHOMOrMK OT MO BUCOKWTE CrOEBE, 3a [ja CE OCUIypu 3alumTa,
NPMMEPHO YaCTHU BUPTYasriHW MPEXn B KOMOMHALMSA C BUPTYaTHU MPEXM Ha BTOPW CIoW
(VLAN). OT nskntoumTenHa BaXKHOCT € Aa ce orpaHnyim usnyecknsaT 4OCTbn 40
CbPBBPHOTO NomelleHre. [NpenopbyunTeENHO € Aa ce BbBeAe cuctema 3a oTopusnpaHe ¢
MOMOLLITA HA MarHUTHWU KapTn unn nogobHa. KaTto gonbnHutenHa sawmrta Tpsbea ga ce
npemaxHe BCsikakBa Bb3MOXHOCT 3a KOH30J1EH JOCTbBIM 40 YCTponcTBaTa oT
HeoTOpU3NpPaHU Nuua 1 aa ce U3NCKBa oTopu3auns 3a agMMHUCTpaTopuTe. Tpsibea aa ce
n3rpagm u nogxopgsiwa logging cncrema, KoATO TOYHO Aa 3anvcBa gaTa, Yac 1 OT KON
agMUHUCTPATOP Ca HanpaBeHW MPOMEHU, N KaKBM TOYHO ca Te.

2.2.2 3awmTa Ha KaHanHua cnomn ot OSI Mmogena

ColuecTByBaT CriegHMTE BMAOBE aTaky Ha TO3M CION:

o [lIpeckayaHe Ha VLAN (Virtual Local Area Network)
Atakun nsnonasawm Spanning Tree npoTokona
3anbneaHe Ha MAC (Media Access Control) Tabnvuarta
ARP (Address Resolution Protocol) ataku
VTP ataku

2.2.2.1 lNpeckayaHe Ha VLAN (Virtual Local Area Network)

VLAN-uTe ca meTof, KOWTO cermMeHTMpa Ha BTOPW Cron MpexarTa, Taka ce nory4yasa
pasgensiHe Ha broadcast gjomenHa. Heobxooumo e mapLupyTuanpaLlo yCTpomcTBo, 3a Aa
MoXe aa ce npeHece Tpaduk ot eamH VLAN B gpyr. ToBa obaye He e cam no cebe cu
rapaHTUpaH MeToZ 3a 3alMTa Ha Mpexara. 3roHaMepeH NoTpebuTen ¢ manko noseve
YMEHWS 1 3HaHMSA MOXe NecHo aa ,npeckoun” ot eanH VLAN B Apyr ns3nonssaniku BpaTuyku
B DTP (Dynamic Trunking Protocol), T.e aa nsnpatua Tpauvk KbM MpEXu, B KONTO HE €
OTOpPU3NpaH, a CbLLOo U ga NoacnywBa Tpadumk OT TaxX. To3n NPOTOKOM ce U3nonaea 3a ga
Ce JoroBapsaT aBTOMaTUYHO trunk Bpb3knte Mexay komytatopute. Trunk € Bpb3ka, Mo
KOSITO ce no3BongABa Aa MuHaea Tpaduka ot mHoxecTBo VLAN-u. ToBa ce npasu ypes
n3nonssaHeTo Ha 802.1Q npoTtokona.

[loroBapsiHETO Ha Bpb3kaTa Ce N3BBLPLLBA M3MOSI3BalKN CbCTOSIHMETO Ha nopTa cnopeg
DTP (Mmame 5 Bb3MOXHM CbCTOSAAHWSA, ONncaHn Ha Tabnuua 2-1).
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Tabnuya 2-1. DTP cbcmosiHusi

CiucrosiHne OnucaHue

On MopTbT e HacTpoeH ga 6bae trunk.
Off [MopTbT € HacCTPOeH KaTo NOPT 3a 4OCTbN (access port) 1 He e trunk.
Auto [MopTbT € HacTpoeH aBTOMaTMYHO Aa Aorosaps crtatyTa cu. e ctaHe trunk

ako nopTa OT ApyraTta cTpaHa ucka ga 6bae trunk.

Desirable KaTo auto, ¢ pasnuka 4ye NopTbT M3npalla akTMBHM CbOOLLIEHME Ye ucka da
obae trunk.

Nonegotiate MNMopTbT He cnywa HukakBu DTP nakeTn n e HacTpoeH ga 6bae trunk. Hama
HWKaKBW JOroBapsHWS B Cryyas.

Tabnuua 2-2 nokassa kakBu TpsabBa ga 6baaT CbCTOsSHMATA Ha ABaTa OTCPELLHM NopTa 3a
Ja Mo)e ga ce BaurHe trunk nnHus.

Tabnuuya 2-2. DTP dozoeapsiHe

Kom1/Kom2 ON OFF AUTO DESIRABLE NONEGOTIATE
ON Trunk Trunk  Trunk

OFF

AUTO Trunk Trunk

DESIRABLE Trunk Trunk  Trunk

NONEGOTIATE Trunk

Mo NpuHLMN NoBEYETO MPEXOBU YCTPOMCTBA Ca HAaCTPOEHU a NPeHacHaT npes3 TexHuTe
trunk Bpb3ku Bcuukn VLAN-n. Mpun 802.1Q npoTokona, KOWTo ce uanonsea ot DTP, yetnpu
banTa ce pobaeart kbM Ethernet (frame, BTOpm crnoii) xeabpa v B TAX €4HO OT nonetarta
nokassa To3u openm kbM ko VLAN npuHagnexu (opyrute noneta ce u3nonssar 3a
NpUoOpuUTET, Taka HapedeHns QoS Ha BTOpW CrOK, 3a KOHTPOJSTHA HOPMaUMs 1 Apyrn).
ToBa e npouenyparta, Korato (ppenmbT BNnsa B AafeH trunk. Korato dpenma Hanycka
trunk n Bnn3a B apyr komytaTtop, 802.1Q xeabpa ce npemaxea, CRC cymata Ha kpas Ha
dperima ce npecmsiTa nak, u pperMbT ce Bpblua 0bpaTHO B HOpManHus cn doopmar.
.[peckadyaHeTo” oT VLAN Ha gpyr VLAN ce Bb3nona3sa TOYHO OT OMMCaHUA MEXaHU3bM Ha
paboTa Ha DTP. Npwu Hero cb3gaBame cdanwmeu DTP naketn ¢ kouTo uenum ga 3abnygum
OTCpeLLHMSA KOMYTaTop, KOUTO B3emMa KOMMNIOTbpa HY 3a koMmyTaTop. U3npawame DTP
cbobLLieHMe, KOeTOo Ka3Ba Ye Hue (NpenpaBeHn KaTto KoMyTaTop) NcKkame Tasu NUHUS aa e
trunk. Korato MCTUHCKMSI KOMYyTaTOp BUMAW TOBA CbOOLLEHME, NPY BKIIOYEHO aBTOMATUYHO
yroBapsiHe Ha trunk, Bpb3kaTa OT HopMarnHa ctaBa trunk u atakata e ocbLLeCcTBeHa
ycnewHo. dwur. 2.12 unioctpupa To3un npoLec

®wur.2.12. lpeckayaHe” Ha VLAN
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Send Crafted

DTP Frame
> i
»>
Trunk Is @
Established

[pyr HaunH 3a M3BBLPLLBAHE Ha Ta3n aTaka e Ypes ABOWMHA eHKancynauus Ha naketa (T.e
ypes gBa 802.1Q xeabpa), HO TS € NO-CNOXHAa M HAMa Aa 6bae pasrnexaaHa Tyk.
3awumTarta OT TO3M BN aTtaku He € CrnoXHa 1 BuHaru TpsioBa ga ce npasu. INpu Cisco
Catalyst cepuute komyTaTopy TOBa MOXe Aa CTaHe Ypes CreaHuTe KOMaHau:

AKO Uckame nopTa [a e access:

Switch(config-ifj#switchport mode access

KoHdurypnpame gageH nopt kaTto access port, cnegosatenHs Bcsikaksn DTP nakeTu nonyyeHu ot
TakbB NOpPT LWWe 6'b):|,aT C4YeTeHn 3a aHopMalltH1 1N NopTa Cce NoCTaBA B cneunaneH N3Krn4vYeH pexnm.
Ako ganeH nopt Tpsibea aa e trunk:

Switch(config-iff#switchport mode nonegotiate

Switch(config-ifj#switchport trunk allowed vlans [vlan range]

C nbpBarta komaHga cnupame DTP npotokona n npasum nopta trunk 6e3 yroBapsiHe.
BTopaTa komaHga e npenopbumTenHa u onpegensa no trunk spb3kuTe kaksu VLAN-u ga
npemMuHaBar.

2.2.2.2 Spanning-tree ataku

Spanning Tree Protocol (STP) cb3gasa Tononorus Ha crnon 2 ot OSI mogena, B KosTO Aa
HAMa UmKnu. Ton npekbcBa 6eskpariHuTe 3aUMKISHUS Ha NakeTn Npu pesepsupaHm (c
noeeye OT eQHO Tpace 4O pasnMyHU TOYKM) MpeXxu, KaTto BriokMpa onpeaeneHn nopTose.
TakbB NOAXOA 3a U3rpaxkgaHe Ha MpexnTe e abComnMTHO 3a4bIPKMTENEH B CbBPEMEHHUTE
KOMYHMKaLMK, KbAeTo BU3HECHT He TPy Aa MMa NpeKkbCBaHus. Ho 3auuKNaHeTo Ha
nakeTn BOAM 0O NpeToBapBaHe Ha MPEXOBUTE YCTPOMCTBA U A0 U3shKAAaHe Ha KanauuTteTa
Ha Bpb3KaTa.

STP npoTokonbT € 3aabimKUTENEH BbB BCSIka MpeXa C pe3epBupaHm Bpb3ku. Ypes Hero
ycTpouncTBaTa cn obMmeHaT cbobuieHnsa (BPDU) Ha Bceku aBe cekyHaun. Becekn komytaTop
n3npawa BPDU cbobLieHne, kaTo B e4HO OT nosietaTa BKto4vBa cBos bridge 1D
(npuopuTeT Ha komyTaTopa + Hau-ronemust MAC agpec Ha nopT). KomytatopbT ¢ Han-
mankus bridge ID ce onpenens 3a kopeH Ha obpBoTo (root bridge). Llenta e B egHa Harneg
nnocka CTpyKTypa fa ce cb3fafe nepapxusa oT Tin “abpBo” u aa ce nsbepe HeMHMS KOPEH,
[0 KOUTO BCUYKM YCTPOMCTBA, ydacTBaLLM B TOMOMOrvsaTa ga MMma caMmo eHa gencreaila
Bpb3ka. (Ta ce onpeaens oT pasnuyHy hakTopu, Ha MbPBO MACTO € KanauuTeTa Ha
Bpb3kaTa, nocne MAC agpeca Ha nopTa). [1o TO31 HaYuH cTaBa HEBB3MOXHO 3aLMKIIAHETO
Ha nakeTu. 1o 3abpaHeHnTe Bpb3KN HE ce ABWMXM NoTpedbuTtenckn Tpaduk Ho Tekat BPDU
nakeTu, Taka Ye akO aKkTMBHaTa Bpb3Ka OTNagHe, Aa MOXE Aa Ce akTUBMpa MoyTu
MOMeHTanHo pesepaupaHara (3-50 cek B 3aBMCMMOCT OT peanusaumsita Ha NpoToKona).
[aneH snoHamepeH noTpebuten Moxe ga ce Bb3non3ea OT HauMHa Ha paboTa Ha STP
NpoToKona 1 ga Nnpu4nHun ataka ot Tun DoS. Toea cTaBa Ypes cb3gaBaHEToO U
n3npawlaHeTo Ha danwuen BPDU nakeTu, TBbpASALLN Ye NOTPedbuTenaT KONTo npea
peanHuTe YCTPONCTBA Ce onpunuyaBa KaTto KoMyTaTop, uma Hav-Hucek bridge ID, B
CNeACTBME Ha KOETO MOXeE Aa Ce U3NbXaT UCTUHCKUTE YCTPOMCTBA Ye 3MIOCTOPHUKBLT €
kopeHa Ha STP gbpBoTo. Taka ce pasBans ceraliHaTta CTPyKTypa 1 ce Cb3faBa HOBa, B
KOSTO Ca Bb3MOXHW 3aLMKIIAHNS, KOWTO MOraT a CpuHaT Mpexara.

3awmTa oT TO3M TUM aTaku:
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EdekTnBHa 3awmTa e nsnonasaHeto Ha BPDU Guard dyHkumaTa npu Cisco Catalyst
cepuute. BPDU Guard 3aTtBaps Bceku nopT npeasaputenHo koHdurypupaH ¢ PortFast
KOMaHgaTa, KoraTo rnosy4um kakeoto 1 ga e BPDU cbobueHune oT Hero. KomaHgaTa e
crnepgHara:

Switch(config)#spanning-tree portfast bpduguard

2.2.2.3 3anbnBaHe Ha MAC (Media Access Control) Tabnuuata

ATaku OT TO3M TUN He MoraT Aa CpuHaT JaeHa Mpexa, HO MoraT [ja cnyxaT KaTo
Heobxoauma npeanocTaBka 3a ToBa (M3NoN3BaT Npy BeYe CNOMeHaTUTe aTaku OT Tun
,OTBNN4aHe Ha cecuqa”). Te ce Bb3NoOM3BaT OT OCHOBHaTa naes Ha paboTa Ha BCeku
HopmaneH komyTaTtop. KakTto 3Haem, pa3nukaTta Mexay KoMyTaTop 1M NOBTOpPUTEN € B TOBa
Ye 3a pasnuka OT NOBTOPUTENS, KOMYTATOPbT HE M3MpaLla BCSKO NOMy4YeHO CboOLLEHNE Ha
BCUYKMTE (OCBEH TO3M OT KOMTO o € Nofy4un) nopToBe, a AMPEKTHO Ha NopTa Ha
nonyyatens. ToBa € Bb3MOXHO 4pe3 ynotpebara Ha T.Hap. MAC tabnuua, B KOATO ce
CcbxpaHsiBaT Bpb3kaTa mexay MAC agpec n ousmyecku nopr.

MexaHn3MbT Ha nonbnBaHe Ha TabnuuaTa e enemeHTapeH, NpoBepsiBa ce agpeca Ha
nogaTens Ha BCEKM NonyyeH naket, U ako ro Hama B MAC TtabnuuaTta, Ton ce nonbnsa
KaTo ce acouumpa C nopTa, Ha KOMTO e nony4eH naketa. Nocne ce npoBepsiBa agpeca Ha
nonyyartensi cnpsmMo Tabnuuarta 1 nakeTa ce usnpatila Ha CbOTBETHUSA NOPT. AKO NUMCBa
3anuc 3a TO3M afpec Ce NpuBexaa B AeUCTBME MeXaHM3MbT Ha broadcast-a. MNpu Hero
NakeTbT Ce pasnpalla Ha BCUYKM NOPTOBE, OCBEH TO3M OT KOWTO € AOLbI.

MAC TabnuuaTa ce nasum B nameTt oT Tun kew (Cache), Tyk ce Hapuya CAM (content
addressable memory). HopmanHata ronemuHa Ha nameTTa e 128 KB 1 e Bb3MOXHO aa
O6bae npenbnHeHa. ToraBa KOMyTaTOPBT LLE CE ObPXKU KaTo NoBTOpUTEn. ToBa necHo ce
npaeu, KaTo 3a uenTta e HeobxoaMMo fageH NoTpeduTen ga n3npaTu KakBUTO U Aa ca
MHOXECTBO NakeTu, BCEKU C pa3nunyeH agpec Ha nogaten. [locTbnHa nporpama 3a uenra e
macof. Bbnpekn 4ye TakbB BMA aTtaka He MOXe Aa b6riokupa gageHa mpexa, T MoXe
3HAYUTENHO Aa YNEeCHU NOoACIYLUBAHETO B Hesl.

3awuTa oT To3u TUN aTaKu:

Heobxoauma e ynotpe6ara Ha port security (curypHocT Ha nopTtoseTe). Upes Tasu
(byHKUMOHAMNHOCT MoraT Aa ce orpaHuyaT 6posT, KakTo 1 TouHo Aa ce cneunduumpat MAC
afgpecuTe, KOMTO Ce AonyckaT Ao AafdeH NopT. AKO TakbB MOPT NOMy4Yun NakeT ¢ agpec Ha
nodaTensi pasnmyeH oT pa3peLleHusi, nopTa aBTOMaTUYHO Ce racu.

KoHcpurypaumsaTa € Ha ABe CTbNKW:

1) Switch(config)#mac address-table static 0900.0D31.005F vian 4

interface fastethernet 0/0
CratuyHo onpefensHe paspelwenus agpec n VLAN-a. Tasn komaHga 3agaBsa Ye camo
notpebuten ¢ MAC agpec 09-00-0D-31-00-5F, konto npuHaanenun Ha VLAN 4, moxe ga ce
Bbp3Ba kbM nopT fastethernet0/0 .
2) Switch(config)#switchport port-security violation shutdown
B Tasn cTbnka ce onpegens KakBo Aa € AeNcTBMETO ako 6bae 3aceveHo TakoBa
HapylweHue. B cnydas nsknoysame nopra.

2.2.2.4 ARP aTtaku

ARP aTakuTe CbLL0 HE Ce M3Mon3BaT CaMOCTOATENHO ,a ca YeCTo YacT OT Apyra aTaka.
ARP npoTtokonbT AeduHMpa Bpb3KkaTa Mexay agpeca Ha mpexosus crion (IP) n Tosm ot
kaHanHmna (MAC). ARP sanutBaHus (requests) ce ,broadcast-sat”, korato gageH
notpebuten 3Hae IP agpeca, Ho He n MAC agpeca Ha TbpceHusa host. 3noHamepeH
notpebuten moxe ga npenpasn ARP otrosopa (reply) ¢ uen ga Hacoun Tpaguka KbM
onpeaeH host ga mvHaBa npes Hero. MNoHexe 0OMKHOBEHO NEMMTUMHM NOTPEOUTENN CbLLO
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oTBpbLiat Ha ARP 3anntBaHug, 3a Aa e ycnellHa aTakata TpsibBa npenpaBeHus OTroBOp
JAa CTUrHe MbpBY A0 3anuTBaLLUS.
Ha ®wur.2.13 e nokasaH npoueca Ha ARP aTakara.

®wur.2.13. ARP artaka

@ ARFP Request
“What's the MAC Address
of 10.0.0.5657

. @ Both the Legitln_’late .
Evil Jimmy User and Evil Jimmy Legitimate User
Respond to ARP Request IP- 10.0.0 55

MAC: 05-1C-32-00-A1-93

3awmTtaTa oT TO3M TUMN aTakn e KaTo MHOro Jobpe 1 ACHO ce AeddUHMpAT 3a BCUYKU
noTpebuTeny n kKOMyTaTopu, TOYHO KOW NOPT KbM KON aapec ce acouunpa. Komangute 3a
TOBa M Nokasaxme nNpu npeauvwHaTta ataka (Ataka ot Tun 3anbnsaHe Ha MAC Tabnuuara)

2.2.2.5VTP artaku

VLAN Trunking Protocol (VTP) e ynpaBnsiBaLy, NpOTOKOS, YMATO Lien € Aa Hamarnm
NMOBTOPEHMETO NPU KOHUIYPUPAHETO HA rofieMun Mpexu. ToM CRyKU 3a CUHXPOHMU3aLUUS Ha
Opos n umeHaTta Ha VLAN-Te B gageHa mpexa. Vigedra e Tesm napameTpu ga 6vaat
BbBELEHM CamMO Ha eMH KOMyTaTop 1 T€ aBTOMAaTU4YHO Npe3 TO3M NPOTOKOM Aa Ce MosBAT
B KOH(purypauuuTe Ha Bcu4dkm komyTtaTtopm B mpexata (VTP domain). MNpun VTP npotokona
KOMyTaTopuTe mMorat ga paboTsT B Tpu pexuma — Transparent (npo3payeH), Server
(cvpBbp), Client (notpebuTen). Npomenn, HaHecenn B VLAN koHurypaumsita Ha
KOMyTaTop B PEXMM CbPBbpP, MOMEHTAITHO Ce pasnpoCTpaHsiBaT Mo BCUYKN OpYrn
KOMyTaTopu OT TUMN CbPBBP M NOTPEOMTEN, HO HE 1 B NPO3payvyHMTE KoMyTaTopu. 3a ga ce
cnegu kosa e Han-nocnegHata Bepcusa Ha VLAN koHdurypaumsaTta, nsnonsea ce T.Hap.
»configuration revision number”. Npu BCsika n3BbpLUEHA NPOMSIHA TO3U HOMEp ce
yBenu4yaBea ¢ efHo.
3noHamepeH noTpebuTten Moxe Aa ce Bb3nos3sa OT TO3U NPOTOKOf, Aa ce 0b6aBu 3a
CbpBbpP U a pas3npocTpaHu B Mpexata koHdurypaums Ha VLAN-u ¢ peBU3noHeH Homep
Mo-BMCOK OT CerallHuns, B CNeACTBUE OT KOETO Aa 3anuyy BanugHarta goceraliHa
KOHurypauma. ToBa aBTOMaTUYHO Kapa BCUYKKM nopTose Aa ce acoummpat ¢ VLAN 1 u
Taka [Ja paspyLuum Tasu 3awuTa. Tasm ataka 4ecTo ce M3Moi3Ba 3aegHo C ataka oT Tvn
»npeckadaHe” Ha VLAN, 3awoto e HeobxogMmo 3nogeaTensaT ga ce NnpeacTaBy KaTo
KomyTaTop 1 ga mnarpagu trunk nuHms.
3awmTa oT TO3M TUMN aTaku:
[1Be ca Bb3MOXHOCTUTE:

1) [a ce cnpe VTP npoTokona, KOETO € HENPUITOXKMMO 3a FofieMn MPEXU

2) [a ce cb3gagat naponu Ypes KonTo da ce 3awmtn VTP onepauuara.
[Mpy NMbpPBUAT HAYMH BCUYKN KOMYTATOPWU CE KOHGUIypmpaT KaTo Npo3paYvyHu U PbYHO B TAX
ce onuceat VLAN nHdpopmauusaTa.
Switch#vlan database
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Switch(vlan)#vtp transparent
Switch(vlan)#vlan 2 name SU

BTopusT HaunH e foa ce BbBeAe napona 1 BCUYkM vip CbobLLLEHUSA KOUTO He ca C Tasu
napona Aa 6vaaT npeHebpersaHu.

Switch(vlan)#vtp password su-s0fia

Tyk naponaTa e su-s0Ofia ¢ Hyna BMecTo “0” 3a No ronsgma CUrypHocT.

Bcuukum pasrnegaHun 4o TyK AynKW B CUTYPHOCTTa ca UN CBbp3aHu ¢ Npobrnemu ¢
HeOou3nMnaHy NPOTOKOMM UMK C MPOTOKOMNM YMATO EIMHCTBEHA Lien e yrecHeHue Ha
afMUHUCTPATOPUTE NpU U3rpaxxaaHeTo Ha AageHa Mpexa. CriefoBaTtenHo Tpsibea
BbLTPELLUHO Ja ce OTHacsAMe C NoAo3peHUE U BHUMaHMWE KbM BCUYKO KOETO YNecHsBa
Hellara.

Mpobnemu cbe curypHocTTa cBbp3ann ¢ CDP

CDP npoTtokonsT € yacTteH npotokosn Ha Cisco Systems, konTo BbpBU camo mexay Cucko
YyCTpOWCTBa (MapLupyT1satopu n komytatopwu). Ton ce nsnonsea, 3a ga ce crbupa
nHopMaLmMsa OTHOCHO aapecK Ha TPEeTKM Criow - NnaTtgopma, onepaLmoHHa cucteMa u
apyrm. CDP He nogabpka KpuntMpaHe M HAMa MEeToau 3a 0TOpu3aumnsi Ha ydacTBallmTe B
pasroBopa yCcTpomncTBa. 3rnogeaten moxe Aa ce npectopu vye e Cisco yCTporcTBo v aa
nony4m MHcpopmaumsa 3a gpyruTe neranHu ycTponctea B MpexaTta. CbLLyo Taka B MNo-
ctapuTte Bepcun Ha Cisco 10S (onepaumoHHaTa cuctema) uma rpetuka (6br — bug), koaTo
Kapa yCcTOpNCTBOTO Aa Grokupa npu MHOXECTBO NOJSydeHM 3a KpaTbK NEpMoL OT BpeEME
CDP naketn. ToBa MoXe fa ce na3nonsea OT BCeKM 3rnogedaTen, Konto nog Linux,
n3nonaeariku nporpamarta IRPAS, we 6bnBa naketn ¢ T031 oopmat 4ype3 KomaHgaTa.
Linux#./cdp -i ethO -n 100000 -1 -1480 -r
-i : HTepdpenc; -n - Bpon Ha nakeTuTe; -| : MTU ronemuHa; -r — ¢ To3u KoY ce ykasea
CDP naketuTe ga nmat Npou3BOSiHM NOEHTUUKALMOHHN HOMEpa.
To3u npobnem cbC CUrypHocTTa MoXe Aa Obae pelleH no ABa HavmHa:

1) Axko He Hu e Heobxoanm CDP npoTokona MoXeM U3Usano ga ro Crpem c:

Router(config)#no cdp run

2) MoxeMm ga orpaHnynm nHTepdencute, no komto ga ce nyckat CDP nakeTure:
Router(config-if)#no cdp enable

3) Moxxem ga obHOBMM onepaunoHHaTa cuctema Ha yctpomnctsoTo(Cisco 10S) ¢ no-
HOBA,B KOATO € U3YNCTEH CbOTBETHUAT bug

2.2.3 NMpobnemu cbC CUTYPHOCTTa Ha MPEXOBUSA CIION CBbP3aHuU C
MapLupyTM3aTopu

I'Ipo6neM|/|Te Ha CUN'ypHOCTTa 3a MpPexXoBud CInou ca MHOro nopaau d)aKTa 4ye nvame
YCNnoXHABaHe Ha NPOTOKONUNTE. YNnbTHABAHETO Ha CUTYPHOCTTa Ha MpeXoBOTO HUBO € OT
M3KNYMTENHA BaXXHOCT 3a obluaTta 3awmTta Ha MpeXxXarTta.

2.2.3.1 Npobnemun cBbP3aHM C CUrypHOCTTa Ha MeToAa 3a KoHUrypupaHe Ha
ycTpoucTeaTa

[MoBe4eTo MpEXOBM YCTPOMCTBA MMAT HAKOMKO HavMHa 3a KoHurypupaHe. Han-yecto
M3non3BaHnTE ca: oTh4aneyYeHn TepmuHanHa Bpbaka (Telnet, SSH), npes koH3onaTta,
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otpaneyveHo 4pe3 SNMP (simple network management protocol), n npes yeb nHtepdgeinc
n3nonasavikn HTTP (Hanocneabk ce usnonssa rmasHo HTTPS, secure HTTP, ypes SSL).
ManonssaHeTo Ha unct HTTP (a kakTo u Ha telnet) He ce npenopbyBa NO ABE NPUYMHU.
MbpBata e ve ce otBapsa nopt 80 KbM YCTPOMCTBOTO, KOMTO € NpeanoyYnTaH NnopT 3a aTaku
nopagu ToBa Ye MacoBO € OTBOPEH, a BTopaTa € Ye HAKOW OT No-CTapute onepaumoHHN
cuctemun Ha Cisco nmat bug, KOMTO NO3BOMsIBa Aa ce BMAM OT HEOTOPU3NPAHO Nnue
cMcTeMHaTa koHdurypaums. ToBa e CblLLEeCTBEH HEAOCTATHK, 3aLL0TO BbOPBXEH C XeLla oT
naponara MoXxem Aa BUAMM camaTa naporia ypes onpeaeneHo npuroxeHue.
CnepHuaT pen nokassa KoHdurypaumsaTa

http://ip address/level/99/exec/show/config

durypu 2.14, 2.15, 2.16 gasat npeacrasa 3a http goctbna.
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Address| httpe i 10,0.00 1 level/o9/exec/show/ config v|Go Links >
4_\_.

Router

Using 1023 out of 32762 bytes
!

version 12.0

service timestamps debug uptime
gervice timestamps log uptime
service password-encryption

!

enable password 7 070C285F4D06
!

!
!

ip subnet-zero
interface Ethernetd

ip address 10.0.0.1 255.255.255.0
no ip directed-broadcast
!

interface Serial0

@ Done :i Iy Computer

|

Ha ®wur.2.16 cme usnonseanu bug-a B OC Ha maplupyTnsatopa un cme ce caobwnm c
KoHurypaumsTa. Buxgame, 4ye e nsnonssaH MD5 xew anropntbm (0T koOMaHauTe enable
password, enable password-encryption) n camus xew kog. MD5 He moxem ga
paskogupaHe necHo, Ho bnarogapeHue Ha Tosa yYe Cisco nonssa (B no-ctapute |OSn)
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eH1 1 CbLUn NpomeHnmBK 3a MD5 anropuTbMa, € Bb3MOXHO Aa ce Hanpasu Tabnuvua Ha
CbOTBETCTBUATA MEXAy naponute u xewa um. lNMogobHa nporpama e Boson GetPass! n Ha
®ur.2.17 ce BMXAa KOMKO FIECHO Ce Hamupa naponarTa.

dur.2.17

The decrypted passwoard is
Cisco

Reszetl GetHelpl GetOut!

Toan npobnem necHo ce peluaea, kato ce 3abpaHsiBa nanonssaHeTo Ha Telnet u HTTP
Router(config)#no ip http server

Wnn ypes orpaHMyaBaHe Ha NOTPeOMTENNTE KOUTO MMAT AOCTbM OO HErO:
Router(config)#access-list 1 permit host 10.0.0.5

Router(config)#ip http server 1

TpsibBa CbLLO BUHArK ga ce nosnsea nocrnegHarta onepaumoHHa cuctema.

Bb3MOXHO e Ja nsnonssame CbLUO U BbHLLUEH CbpBbP 3a aBTeHTukaumsa (RADIUS vnm
TACACSH+). lNMpumepHa KoHUrypaums moxe aa e:

Router(config)#aaa new-model

Router(config)#aaa authentication login default tacacs+
Router(config)#tacacs-server host 10.0.0.5

Cob3gaBame AAA (authorization, authentication, accounting) mogen,koTo ce nonsea
ycnyrute Ha TACACS+ cbpBbp Ha agpec 10.0.0.5 koMTO NpoBepsi BaNnngHoOCTTa Ha
notTpedutensa un ro gonycka unn He 4o YCTPOMCTBOTO.

2.2.3.2 Npobnemu cBbpP3aHn C MHXEKTUPAHETO Ha 3M0BPESHN MapLUpPYyTU

Hsakown oT no-ctapute mappyTtusnpawm npotokonu (RIP v1) He nogabpxaT oTopumsauns
Ha CbOOLLEeHMsATA, Ype3 KOMUTO Ce pa3MeHAT MapLLPYTK U ce noaabpxa
MapLipyTmavpallaTta Tabnuua. ToBa e noteHumManeH npobnem, 3aoTo 3rI0HaMepeH
BbTPELLEH NOTPEBUTEN MOXE Aa MHXEKTUPA HEMPaBUITHM MapLUPyTX 1 TOBa O AoBeAe A0
HEBBb3MOXXHOCT 3a JOCTbMN A0 onpeaenenn mpexu. MNMporpama, koATo MoOXe Aa ,,0TpoBKu”
MapLpyTmaupawata Tabnuua 3a RIP v1, e nokasa Ha dwur.2.18.
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0 Route Generator
About

Network Metric -
i = | RIP versionl

route generator

dur.2.18

Bcunukm npotokonu morat ga 6baaT MbraHn No To3u HauvH, 3a TOBA BUHArK ce npenopbysa
KaTo 3awuMTa OT ToBa ga 6bae uanonassaHa ayteHTukauus. MNMpu RIP v2 ToBa cTaBa cbe
cnegHuTe KoMaHaw.

MbpBO € HeobxoouMo Aa cb3gageH knodvoabpxarten” (key-chain) n ga nocounm napona.

Router(config)#key chain MYCHAIN
Router(config-keychain)#key 1
Router(config-keychain-key)#key-string cisco

Cnep ToBa TpsibBa ga acoummMpame BeYve Cb3dafdeHuns KnovoabpkaTten ¢ uHTepdenc Ha
konTo pabotn RIP n ga Bkntoumm MD5 aBTeHTUKauusTa.

Router(config)#interface fastethernet 0/0
Router(config-if)#ip rip authentication key-chain MYCHAIN
Router(config-if)#ip rip authentication mode MD5
Router(config)#interface serial 0/0

Router(config-if)#ip rip authentication key-chain MYCHAIN
Router(config-if)#ip rip authentication mode MD5

2.2.4 NMpobnemu cbC CUTYPHOCTTA Ha CnoeBe OT TPAHCNOPTHUSA A0
NPUNOXHUSA

KbM Tasu nogToyka ce oTHAcAT BCUYKM ONMMUcaHU Jocera BUAOBE aTaku.
2.2.4.1 3awuTta ot DoS artaku
McTnHCKuAT kntod kbM 3awmTtaTa oT DoS ataku e npegnasnmeoctta. OnNuTbT Nokasea, Ye

KaTo HamansiBame ,NfowTa”, KOSTO € NoAaTNMBa Ha aTaka, HamarnsiBa M LiaHca 3a
YCNEeLWHOTO NpoBexaaHe Ha TakaBa. Kato npaBmno obave Hama HambHO 3aluTeHa
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cuctema. B peanHoCTTa HUWe Cb3gaBamMe efHa nogpeneHa u ﬁepapXMqHa cucrtema ot
3aWuUTK U ce HagsaBame T4 Aa e goctatbyHa. OCHOBEH CMUCHK OT HeLla, KOUTO CUCTEMHUTE
N MpeXoBu agMUHUCTPaTOpU Tpﬂ6Ba 0a HanpaeAT, 3a Aa HaManAaT WaHCca 3a ycnellHa
aTaka e crnegHuA.

o Cuctemute BMHarm TpsabBa Aa ca c nocnegHute Hagrpaxganus (upgrades -
bArpenan) n Han-HoB codptyep

« BuHaru npegnaran camo ycnyrute, KOUTO ca HeoBXoAUMU N HULLLO NoBeYe
e V3nonsean 3aWuUTHU CTEHU

e V3nonsBaw cuctemu 3a 3acuyaHe Ha HeOTOpU3MpaH 4OCTbN

e WHcTanupan aHTUBMpPYCHM Nporpamm

e Cnupan ICMP npoTtokona mexay mapLupytu3aTopuTe 1 3aluTHUTE CTEHN

2.2.4.1.1 MNoBuwasaHe Ha yCTOMYMBOCTTA Ha MpexaTa crnpsimo DoS aTaku
(Hardening)

Upes noBuLLaBaHe Ha yCTOMYMBOCTTA Ha MPEXOBUTE YCTPOUCTBA U NPUNOXEHUS Cce
HamarnsiBa LWaHca Aa CTaHeM XepTBa Ha ataka. Ta3n 3agadva Moxe Aa ce pasgenu
YCNOBHO Ha ABEe YacTu:

e MpexoBa yCTON4YNBOCT

e [lporpamHa ycTon4mMBOCT

MpexoBa yctTonumBocTt

MpexoBu yCcTponcTBa KaTo 3alNTHUTE CTEHM NpeaoTBpaTaABaT NPOHUKBAHETO Ha HeXenaH
Tpaduk B MpexaTa 1 TaXHaTa UHCTanaums e oT rofisma BaXXHOCT. 3aluMTHUTE CTEHM ca
cb3gageHn 3a ga 6baaT CUrypHu 1 BUHaru nomarar, HO BbNPEKM TOBA BCEKM MPEXOBU
agMuHUcTpaTop TpsibBa BUHArK 4a e B TeYEHME C HAN-HOBUTE TEXHWKM 3a NOBMLUABaHE Ha
YCTOMUMBOCTTA Ha Mpexara.

[MbpBUYHaTa 3agaya Ha MapLUpyTU3aTopuTe € Aa NpokapBaT Tpaduka npes mpexara, Ho
N3MbIHABANKM Ta3n 3agava Te MoraT Hecb3HaTenHo ga nognomarat DoS n gopyn DDoS
aTaku ako He r'm KoHurypmpame npasmnHo. Camo yCTPONCTBO KOETO MapLUpyTuaunpa
Tpaduk He e 4OCTaTbYHO 3a 3alMTaTa Ha JafeHa Mpexa, HeobxXxoaumMm ca 3alUnUTHU
cTeHun. Kato Hai-OCHOBHO npaBuiio, BUHarn TpsibBa da 3anodYBame [a uarpaxxgave
CUTYPHOCTTa B MpeXaTa H/ Ype3 npunaraHeTo Ha CNMCbLM 3a KOHTPOS Ha AOCTbNa Ha
BBbHLIHUSA HWN NHTepdelic, 3a Aa cnpeM Bb3MOXXHO NpenpaBsiHe Ha agpecu, KoeTo e MacoBa
npakTvka npu Bcsika ataka. Heobxogumo e ga ce KOHTponupart He caMo BbHWwHuTte IP
agpecu, KOUToO umart AOoCThN A0 MpexaTa, Ho u IP agpecuTte Ha nogaTenuTe, KOUTO
n3nuaaT oT Hed. AKO TOBa NpaBuIio ce cnassalle MacoBo, DoS atakute Lwisixa rnaBosIOMHO
[a HamanesT, nopaan dakTa Ye MHOro 6bpP30 BCEKM MPEXKOB aaMUHUCTPATOP Liie 3aceve
OT KbJ€E MaBa atakara, e Crnpe N3TOYHUKA U e YBEAOMU TaMOLUHUS agMUHUCTPaTop.
CbLo Taka e HeobxoAuMO aa ce crnvpat OT uanuasaHe B Internet nakeTn cbe 3anaseHu
agpecu o1 Tvn multicast (mpexa D) unu agpecu gecpmHmpanm B RFC1918 (yactHu
agpecu). EQHa npumepeH CnMchbk 3a KOHTPOS Ha JOCTbMA, KOSTO TpsibBa Aa NocTasu Ha
BCEKM n3xogsal uHTepdenc B nocoka HaBbH 3a Copmmncknat YHmBepcuTteT Tpsibea ga e:

access-list 100 deny ip 0.0.0.0 0.255.255.255 any
access-list 100 deny ip 10.0.0.0 0.255.255.255 any
access-list 100 deny ip 127.0.0.0 0.255.255.255 any
access-list 100 deny ip 169.254.0.0  0.0.255.255  any
access-list 100 deny ip 172.16.0.0 0.15.255.255 any
access-list 100 deny ip 192.0.2.0 0.0.0.255 any
access-list 100 deny ip 192.168.0.0  0.0.255.255  any
access-list 100 deny ip 224.0.0.0 15.255.255.255 any
access-list 100 deny ip 240.0.0.0 7.255.255.255 any
access-list 100 deny ip 248.0.0.0 7.255.255.255 any
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access-list 100 deny ip 255.255.255.255 0.0.0.0 any
1[oTyk Gelue cTaHaapTHaTa 4acT, cera e onvwem mpexuTe Ha CY

access-list 100 permit ip 62.44.96.0 0.0.224.255

IMNo3BonaBame nsxogawmTe naketn ot mpexata aa CY ga Hanyckat uHtepcderica CAMO ako ca ¢
nyénuyHute cn agpecu 62.44.96.0/19, ToBa npemaxBa LuaHca Hsiko aa n3sbplumn DoS ataka ot
Tasu Mpexa.

B napgeHuns npymep ToBa € CNMCHK 3a KOHTPOI Ha A0CThMa B 3aluTHa CTEHa,
KOHurypmpaHa Ha mapLupyTusaTop, 1 3atoBa ca usnonssanum wildcard macku. NMpu
XapAayepHaTa 3almMTHa CTeHa ce u3nonssaT HopMarnHu macku. NogobeH cnmcebk 3a
KOHTPON Ha 4OCTbNAa, HO TO3U MbT C KpaeH pea permit ip any any, e Heobxoammo aa 6bae
CMNOXeH Ha N3XoAsaLWUNAT nHTepdenc n B NoCoKka HaBbTpE.

3awmTa ot atakm ot land.c Tun

Tasu ataka, KaKkTo Beye CMOMeHax B rfaBarta onvcBalla MpexoBuTe aTaku, npeacraBnssa
ping c egHakBKM agpec 1 NOpPToBe B NOMETO 3a nogaTen u nonyyaTten (agpeca € To3u Ha
XepTBaTa pasbupa ce). 3a npumepa usnona3same NOCTAHOBKA MPU KOATO UMamMe agpec Ha
BBHLUHMA MHTEpdENC X.X.X.X. ToraBa CMMCHKBLT 3a KOHTPON Ha AocTbna TpAbBa Aa
n3rnexaga taka:

access-list 101 deny host ip 10.0.0.1 any

access-list 101 permit ip any any
interface fastethernet 0/0

ip access-group 101 in

CnepgpawaTta cTbnka e ga 3abpaHum HacoyeHuTe broadcast-u (directed broadcast) npes
MpexaTa HU. ToBa npegoTBpaTtaea ataku ot Tmun Smurf n Fraggle. Ha Cisco
MapLLpyTM3aTOp TOBa Ce NpaBu CbC criegHaTa KomaHaa:

no ip directed-broadcast

EOuvH OT curypHnTe HaunHa ga noBULIMM YCTOMYMBOCTTA Ha HawaTta mpexa cnpsmo DoS
aTtakm e ga cnpem nsusano ICMP tpaduka. lNoHsikora obade ToBa He € Bb3MOXHO. Toraesa
€ HeobxoaMmMo Aa orpaHuyYMM Taka 4Ye [a He 3anbfHMM KanauuTeTa u pecypcuTe Ha
mMpexaTa. Cbc crnefBalumMTe KOMaHaM Nokassam Kak Moxe ga orpaHmdmm ICMP Tpaduka
Taka 4Ye Aa He 3aema nosede oT 128 kunobuTa. ToBa ce npasu Ye nsnonasaHeTo Ha QoS.

interface fastethernet 0/0
service-policy input ICMP-RATE-LIMIT
ip access-list extended ICMP-ACL
permit icmp any any
class-map match-all ICMP-CLASS
match access-group name ICMP-ACL
policy-map ICMP-RATE-LIMIT
class ICMP-CLASS
police cir 128000 bc 1000 be 1000 //rpannua 128000k, mapx Harope/Hagony 1000k
conform-action transmit
exceed-action drop

B 1031 npumep cb3gaBame CNUCHK 3a KOHTPOS Ha A0CTbMNa, KONTO AedMHUPa XKenaHus
Tpaduk 3a JafeH Krac, Cred KoeTo npunarame knaca Kbm gageH policy-map. NocnegHaTta
CTbNKa e ga npunoxum policy-map KbM gafeH nHtepdenc Yypes nsnonssaHe Ha service-
policy komaHgara.
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Tpabsa na mame npeasua, Ye He Bcudkn DoS ataku nsnonaeat ICMP, yecto nsnonssaH
e n TCP. B cnegpalumsi npumep L€ onuvula Kak Aa Hamanum Bb3gencteueTo Ha TCP
SYN aTakaTta 4ype3 n3non3BaHeTO Ha MapLpPyTU3aTOpHM (3a 3aLUUTHU CTEHU NMaMe
BrpafeH Opyr U3KMIYNTENHO MHTEPECEH MEXaHN3BbM).

ip tcp intercept mode intercept
ip tcp intercept list 100

access-list 100 permit ip any 10.0.0.0 0.255.255.255

I KOHTPOMHMAT CNMCHK Ce M3non3Ba 3a Aa AeduHupa 3a Ko Mpexa a ce BKIoYBa To3u
PeXyM Ha npuxsallaHe.

MporpamHa yctonumBocTt

B T0O31 TepMuH ce BKMHOYBAT HE CaMO HOpMarnHuTe NoTpebmTenckM Nporpamu, Ho ChbLLO U
onepauvoHHUTE CUCTEMM, NOA KOUTO Te BbPBAT. Bcska nporpama nma bug-ose. 3aToBa
HenpekbcHaTo BuBaT u3kapsaHu 06HoBsBaHWA (updates — bNAenTH), C KOUTO ce LensT
,3aKbpnBaHe” Ha AynkuTe B curypHocTTa. ToBa, koeTo TpabBa fa uma npeasus BCeku
notpebuten, e, Ye BMHarM TpabBa Aa non3ea NporpamMy OT CUrypHU OUpMK 1 Nporpamm ¢
OoTBOpeH koA. [a cu rn Habassa oT curypHu mecta (Han-xy6aBo oT oduumnanHia camT), aa
n3bsarea nsnonssaHeTo Ha shareware nporpamu (NoBe4eTO CbAbpXaT CKPUNTOBE 3a
LWwnNMoHupaHe), u 3agbmkmutenHo OC ga My e ¢ BCUYKM nocneaHn bnaenitn. Boue Bpb3ka
DoS artakuTe TpabBa oa nmame npeasua, Ye e gobpe ga AbpxKUM B paboTeH pexnm
KOMKOTO Ce MOe MOo-Marsiko Nporpamm NoOBeYeTo OT TAX Cb3daBaT cokeTu (ToBa e
koMbuHaumsa ot IP agpec Ha nogaaen v NoOpT) U M obpXKaT OTBOPEHM, KOETO Cb3aaBa
»OQYMKn” B 3aliMTHaTa CTEHa, OCBEH TOBA KOJIKO MO-Marnko obuwy, Ha 6por nporpamu, TOnkoBa
no-marnko noTeHumanHm npobrnemu CbC CUrypHOCTTa B crneacTeue Ha bug-ose moxe aa
uma.

3a 6opba c DoS aTaknTe e NpenopbyYNTENHO OCBEH BeYe B3eTUTE MEPKU 3a NoBULLaBaHe
Ha yCTOMYMBOCTTa Ha cucTemarta Aa ce peanuaunpaT 1 CUCTeMM 3a fa 3acuMdaHe Ha
HeoTopuanpaH goctbn (IDS/IPS).

2.2.4.1.2 Cuctemu 3a 3acmnyaHe / npegnasBaHe OT HeoTopuanpaH goctbn (Intrusion
Detection / Prevention Systems)

Upes Tsx BepoaATHOCTTa 3a 3acudaHe Ha DoS/DDoS atakv HapacTBa 3HA4YMTESHO.
3acnyaHeTOo Ha aTtakaTa e npeafnocTaBka 3a MOMEHTasHO B3MMaHe Ha MepKU u
HaBpeMEHHa peakuusi ¢ Luen npegoTepaTaBaHe Ha atakata. OcBeH ToBa 4pes
N3Mon3BaHETO Ha TakMBa CUCTEMM MOraT NIeCHO Aa ce usonupart cnabuTte mecTta B
MpexaTa 1 ce NPUCTBINM KbM TAXHOTO nogcuneaHe. CuctemuTe 3a npegnassaHe oT
HeoTOpU3NpaH JOCTbMN MoraTt U caMmu a B3vMaTt aBToMaTu3npaHy peLleHnst OTHOCHO
MOMEHTanNHOTO NPOTMBOAENCTBME Ha aTtaknTe. ToBa cTaBa KaTo Te u3npawaT onpeaeneHn
(oBmkHOBEHO BrnokMpalLm) KoMaHaM KbM AadeHO npeasapuTenHo AeMHNPaHO MPEXOBO
YCTPONCTBO (Han-4eCcTo XapAyepHa 3alluTHa CTeHa Unn 3alMTHa CTEHa MHTErprpaHa B
MapLLpyTM3aTop).
YecTto DoS atakuTe ca CbNpoOBOAEHN C XapaKTepHN 0CoBEHOCTH, KOUTO nomarar 3a
TAXHOTO HAaBPEMEHHO OTKpmBaHe. Toea ca:

e HeHopmanHo HaToBapBaHe Ha Mpexarta
Bucoko HaToBapBaHe Ha LeHTpanHuTe NpoLecopu Ha cUcTeMmnTe B MpexaTta
JluncaTa Ha oTroBop OT AadeHa cucrema
YecToTO 1 HeoBsACHMMO 3abrBaHe Ha cucTeMu
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MoHsikora obave pasnuyHuTe DOS aTaku TpygHO MoraT fa ce yCeTsiT Ha BpeMe 1 moraT ga
AoBedart oo 3HauMTenHu 3arybu. ToBa He 6GuBa a ce gonycka 1 BCsika KOMMaHUsi KOSiTO
paboTu ¢ noBepuTenHa nHoOpMauus, NpeBoan Ha napy No MpexaTta, unv npegnara
KpUTWUYHa ycnyra TpsibBa Aa u3nonsea MNoHe eAvH U Harn-gobpe BCUMYKKU OT CriegHnTe
TEXHUWKM 33 NOBMLUABaHE Ha YCTOMYMBOCTTA U HaBpeMeHHO OTKpmBaHe Ha DoS ataku.

e 3alUNTHM CTEHU

e Cucrtemu 3a 3acmyaHe Ha HEOTOPU3NPaH AOCTbN Npu NoTpeduTens

e CucTtemu 3a 3acmyaHe Ha HEOTOPU3NPaH AOCTbLMN BLB MpexaTa — 4pes

M3MNoN3BaHeTo Ha CMrHaTypu U aHOManuu

2.2.4.1.2.1 Cuctemu 3a 3acn4yaHe Ha HeOTOpM3npaH AOCTbN Npu NoTpedbutens

TakbB TMN CUCTEMM KaKTO U MepPCOHAaNHUTE 3alMTHM CTEHN NnoanomMaraT 3acnyaHeTo Ha
pasnuyeH BuA aTaku, kKato Habnogasat u bnokupat HexxenaHute nakeTtu. [Npobnema npu
TAX e ckanupyemocTTa. [Jopu B efHa cpegHo ronama mpexa ot 100-1000 komnioTbpa e
HeobXoaMM ronsM ekun agMUHUCTPaTOPM 3a Aa MOXe Teau cucTemun aa 6bvaar
MHCTanupaHu 1 nogabpXKaHu NpaBunHo. 3a ToBa TaAxHaTa ynoTpeba e orpaHuyeHa
nNpeavMHO 40 CbPBbPU B AeMunvpaTtuanpaHaTa 30Ha.

2.2.4.1.2.2 Cuctemu 3a 3acmyaHe Ha HeOTOpM3MpaH AOCTHN BbB MpexaTa
OCHOBaBally Ce Ha curHatypu.

Upes Tax HME MMame Bb3MOXHOCTTa Aa aHanmanpame Tpaduka no mpexaTa u ga ro
npernexagamMe 3a KakBuTo M fa ca aTaku. Xakepu OoT Tvna ,HOBaum CbC ckpunToBe” (script
newbie’s) HAMAT LWIAHC CpeLly TakMBa CUCTEMM, 3aLL0TO TE€ M3MNON3BaT LUMPOKO AOCTHLMHU U
N3BECTHU (KaKTO WU Ha MPOU3BOAMTENUTE HA CUCTEMM 32 CUTYPHOCT) NPOrpamm 3a KOUTo
necHo 6u morna ga ce cb3gage curHatypa. Cisco IDS 4200 cepusTta ceH3opu umaTt
BrpageHn MHOXECTBO CUrHaTypu 3a pasnuyHu Tunose ataku. Ha ®ur.2.19 e nokasa
anapmaTta KosiTO ce MoKasBa KoraTo Hsikon nsnonasaviku Hgod ce onuta fa oCbLLEeCTBM
TCP SYN aTtaka.

dwur. 2.19

[%] Cisco IDS Event Yiewer : Realtime Dashboard g [ |
Signature Hame Sig D Severity Level Device Hame Src Address Dst Address

[P— 80 EEL_,E - 152185200100 "f’(ﬁé‘t |

&l I 2

Recunnect

Pause

B cnepgpalumsa npumep 3noHamepeHuaT noTpebuten nanonaea nporpama, Ypes KosTo
npenpaes naketute n n3sbplusa ICMP Smurf aTaka anpekTHo kbM broadcast agpeca Ha
OageHa mpexa (192.168.200.255). IDS, nsnonasaviku gse curHaTtypu, 3acnya ICMP Flood
1 Smurf aTakuTe, KakTo € nokasaHo Ha ®dwur.2.20.

®ur.2.20. ICMP Smurf, Flood aTakn
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4 | i

pause | Resume | Recomnect

CnegBawuaTt npumep nokassa anapmaTta, KOSATo ce nonyyasa npu 3acnyaHeTo Ha land.c
ataka. IDS cuctemata BegHara ynaes naketa ypes curHatypa 1102 ,HeBb3amoxkeH naket”.
dwur.2.21 nokassa ToOBa.

dur.2.21

[ Cisco IDS Event ¥iewer : Realtime Dashboard

Sypsrotame | — S| sovrtytove

| | 2

Pause | Resume

B TO3M npumep LLe NoKaxka 3acu4aHeTo Ha aTaka U3BbpLUEHa C e0HN OT HaNn-U3BECTHUTE
nporpamu 3a ns3sbpBaHe Ha DDoS artaku: Stacheldraht, Tribe Flood Network, n Trinoo.

Upes Te3un nporpamu npeam Bpeme 6sixa ,cbb0peHn” HAKOMKo roremu yeb ctpaHuum. Ha

Pur.2.22 e nokasaHa KOMyHMKaUNATa MEXAY aTakyBalMAT 1 Heropute 3ombuta (onuncax
nogbopHO TO3U BUA aTtaka B NpeauLLHnUTE rmnasn).

Cisco IDS Event Yiewer : Realtime Dashboard

Pause | Resume || Recomnect

dur.2.22

[ob6bp HauMH Ha NpegoTBpaTsaBaHe Ha ataka DDoS e aa npoBepsiBaMe peoBHO MpexaTa
cu 3a 3ombuTta. ToBa e NecHo Aa ce Hanpasu nopagn dakta Yye nosBeyeTo 3oMbuTa cnywat
Ha onpegeneHy NOpToBe 3a MHCTPYKLMKU OT atakysalms. lNporpama upes KoAaTo ce
oTKkpmBaT 3oMbuta e DDoSPing oT Foundstone. Ha ®ur.2.23 e nokasaH ynpasnaBawuar
nposopey Ha DDoSPing 1 kak ToOn ckaHnpa MpexaTa NpoBepsiBanky 3a TUMUYHUTE YepTu
Ha KoMMITpyK 3oMbuTa.
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IP: 192.168.200.21

=101 ]

DDaSPing 2.00

Target IP address range

Start [P address |1 92 162,200, Shart
EndIP addess  [152.168.200.254 Sip

Tranzmizzion speed control

Ty 11
Speed [pktz/zec] J

o

bl

Madern -5 Cable e T1 sy ocees AN

Infected Hosts

Program starked: Sun Apr 10 20:40:45 2005 ;I
Waiting B seconds for final results. .
Program stopped: Sundpr 10 20:40:54 2005

=
| | ¥

Statusz

Current | 192168 200,254 Bl e |
Packetz zent FB2

Tirme elapsed 00:00:02 CorTa et |
Zombies detected ] g

Frerrdsione fee At A s il

dur.2.23

2.2.4.1.2.3 Cuctemu 3a 3acmyaHe Ha HeOTOpPU3MpPaH AOCTbMN BbB MpexaTa
OCHOBaBalLM ce Ha aHoManuun

Bbnpekn Yye cuctemuTe Ha OCHOBA Ha curHaTypa ca ehekTUBHU cpeLly Jobpe n3BecTHU
TUMNOBE aTakn U NporpamMuTe N3NoN3BaHM 3a TAXHOTO U3BBbPLUBAHE, TE HAMAT LUAHC CpeLLy
Han-HOBUTE aTaku (zero-day attacks). TOYHO 3a TakbB TMMN aTtaka ca Cb3dageHn cucTemmTe
Ha NpuHUMNa Ha aHoManunte. Cb3gageHn e Manko cuinHa gyma, 3awoTo Te Olle ca B
npouec Ha obpaboTka HO ngesTa e Ha nuue, a Bede nma u nanbnHeHua (Cisco Traffic
Anomaly Detector XT). MNpyHUMNBT Ha 4ENCTBME HA CUCTEMM OT TO3M TUM € 3aCMYaHeTo Ha
MpeXoBUS TpaduK, KOMTO PSA3KO Ce OTKIOHSIBa OT HOpMarnHud. Hanpumep, ako 3HauuTenex
6pon UDP 3anuTtBaHMa ngeat oT eauvH noTpebuten, ToBa € aHomanus 1 ce BKIOYBa
anapwma.

OB6uKHOBEHO Te3n cMCTEMU BbPBAT pbKa 3a pbka ¢ Cisco Guard XT. Vgedrta e npu
OTKPMBAHETO Ha aHOManusa LenuaTt Tpaduk ce npeHacoysa kbm Guard XT ycTponcTBOTO,
KOETO Ype3 U3MNOI3BAHETO Ha CIIOXHM anropuTMK ce OnuMTBa ga OTAENM 1 NPOrMyCHE camo
CTaHgapTHUS TpadmK, BCUYKO MOAO3PUTENHO Ce cnvpa.

OnuvcaHnTe yCcTpoOMCTBa Ca MHOIO CKbMNK, TPYAHW 3a MHCTanauusa n nanckeart
kBanuduumpaH obcnykeall nepcoHar, Ho NMOHsAKora BpedaTa oT AajdeHa aTaka Moxe fa
n3nese MHOro no-ckbna. 3aToBa BCsika koMnaHus TpsbBa Aa e HasgCHO C TOBa KOJIKO LE UM
CTpyBa peanusauusita Ha fafeHa cuctema 3a CUrypHoOCT, a CbLLO M KOJIKO Le CTpyBa, ako
JafeHa ycnyra cnpe ga paboTtu, mpexarta ce CpyMHE Uim YyBCTBUTENHA MHopmaums
(Hanpumep KaTo NMYHa MHdopMauusa Ha NoTpeduTenun, Homepa Ha KPeAUTHU KapTu, Unn
TEXHOMOINYEH LWNNoHax) 6bae oTkpagHata. CHabaeHn ¢ Te3n JaHHM KOMMaHUUTE U
opraHusauumnTe TpsbBa camu ga NpeLeHsT.
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naea lll. OguT Ha curypHocTTa B Mpexarta Ha CY

3.1 Llenu Ha oguTa 1 3a KOro e npegHasHa4yeH Toun

OcCHOBHUWTE Lienn Ha ognTa Ha curypHocTTa Ha MpexaTta Ha CVY ca:
1. [a ce npoBepu Aanu ca cnaseHu CbllecTByBaLLMTe MNONNUTUKM 3@ CUFYPHOCT,
cTaHZapTW, NPENOPbKM 1 NpoLenypw;
2. [a ce onpenenu ebekTMBHOCTTa Ha TEKYLLMTE NONUTMKM U A Ce NOMbIHAT
HETOYHOCTUTE B THAX;,
3. [a ce OTKpUST BCAKAKBM CbLLECTBYBALLM YS3BUMOCTU, KOUTO MoraTt Aa obaaT
M3Non3BaHn KakTo OT BbHLUHW LA, Taka U OT OTOPU3NPaHN BbTPELLHU C NMpaBo Ha
JOCTbI;
4. [a ce npoBepu ganu U3BbPLUEHMAT KOHTPOS Ha CUIypHOCTTa NpU PasnnyHu
Bb3HMKHaNM Npobnemu e CboTBETCTBAS NOHE C MUHMMYMa M3NCKBAHUS NO
CUTYPHOCTTa;
5. [a ce gagaT npenopbku 1 NNaH 3a npuraraHe Ha eBeHTyanHW NPOMeHN 1
nogobpeHus.

To3n JOKYMEHT,KaKTO U pedynTaTtuTe 1 NPenopbKUTE OT Hero buxa Gunu nonesHu Ha:
o  OTroBopHMAT 3a MpexaTa nepcoHarn Ha CopuncknaT YHMBEPCUTET - KAaKTO 3a
BbTPELLHATAa, Taka 1 3a OrnopHaTa Mpexa;

e Bcuykn notpeburenn, Konto nmaTt unu we umaTt 4OCTbN A0 Mpexara;

e YNpaBneHCKUAT eKkur, KOUTO ogobpsiBa eBEHTyanHUTE NPOMEHM MO NonMTMKaTa 3a

CUTYPHOCT, KaKTO U1 CIie[in 3@ HEMHOTO PasnpoCTpaHsiBaHe 1 criassaHe.

I'Ipe,qm [a 3ano4vyHem m3BbpPLUBAHETO Ha oAuUTa, NpnemMame,ve 3a ognTopuTe BaxkaTt
cneagHnTe npasuna:

1. lMputexasBaT HeOGXOONMUTE 3HAHNS 3@ U3BBLPLUBAHETO MY;

2. Pasbupat MHoro gobpe BrMAHMETO N OENCTBMETO Ha BCEKN MHCTPYMEHT, KOUTO
M3Mon3BarT, KaKTo N eBEeHTYarnHOTO My Bb3[4eNCTBUE BbPXY noTpedbutenute n
cucremuTe;

3. TMonyyunu ca NnCMEHO paspeLleHne 3a U3BbpPLUBAHETO Ha TO3W OAMWT;

4. Le pokymeHTUpaT BCEKN TECT, KOWTO € NpoBedeH, He3aBMCMMO OT TOBa Janu e
ycreLleH Unm He;

5. CurypHu ca, 4e TecToBeTe, KOMTO NPOBEXAAT Cca B CbOTBETCTBME C NOCTaBeHaTa
3ajava.

3.2 OCHOBHM CTBMNKK

OCHOBHUTE CTbIKKM, NO KOUTO LLe Ce U3BBbPLUM oauTa, ca: (Pur 3.1)
[naHnpaHe

CvbupaHe Ha gaHHM 3a oguTa

M3BbpLuBaHe Ha oguT TecToBeTe

MaroTBsiHe Ha OTYeT 3a pe3ynTatuTe OT oauTa
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e 3anasBaHe Ha gaHHuTe, BBbPXY KOUTO € N3BbpLUEHA OLEeHKaTa U cpeacTearta,
Mn3non3BaHn 3a ToBa.
° |/|3B'prLIBaHe Ha no,q06peHm;|Ta N gonbJ/IHUTEITHa pa60Ta.

Planmning

I

C allecting
A uwudit Data

l

Perform ing
A udit Tests
Reporting for
A udit R esults

l

Protecting A udit
Data & Tools

I

M aking
Enhancem ents &
Follew -up

®ur.3.1 OCHOBHUTE CTBNKM Npu oguta

3.3. O6xBaT Ha oguTa

ObxBaTa Ha oguTa TpsibBa oa 6bae AcHO onpederneH (B cryyas oT nocTaBeHaTa 3agada):

O6La curypHoCT Ha BbTpeLLHaTa Mpexa;

CurypHocT npu Bpb3kuTe ¢ MIHTEpHET;

CI/IprHOCT Ha MPEeXOoBUAT O0CTHbMN A0 Han-BaKHUTE MpeXoBu CUCTEMUN, CbOTBETHO U
ycnyruTe, KouTo Te npegoctaeaT (e-mail, web, file servers);

3awmTta Ha MpEeXOoBUTE KOMMOHEHTU — 3ALLUUTHN CTEHU, MApLLUPYTU3aTOPKX, KOMYTaTopU;
ObLwa cUrypHoCT Ha TEXHUYECKMTE NOMELLIEHUS

U3ebH yenume u KomnemeHmH{ocmma Ha mo3u odum ca:

o CueypHocmma ripu KpaliHume ycmpoticmea — pabomHu cmaHuyuu,lP meneghoHu u
Opyau nompebumersicku ycmpolicmea, cebp3aHu 8 Mpexama

o CueypHocmma Ha Hali-eaXHUme CbpP8bPU U yCllyaume, Koumo me ripedocmassm
camu o cebe cu;

o [IpedocmassHemo Ha Mpexo8u ycrlyau Kamo akmugHa dupekmopus (Active
directory), noweHcku ycnyau,omdane4yeH docmsi (RAS)
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3.4 lMocnenpaliy OeUCTBUSA crief U3BbPLLUBAHETO Ha oauTa.

Cnen n3BbpLlUBaHETO Ha OAMTaA HaW-rongmarta rnorsa oT HEro € He B caMuTe Npenopbku,
KOMWTO LLie Ce HanpaBeaT, a B e(peKTMBHOTO MM npunaraHe. HyxHo e ga ce cnassa cregHust
UMKBIT C Lien NpaBuMIHOTO NpunaraHe Ha npenopbkute: (Pur 4.1)

Erpsteninim n
BB L AD B
NEHNTEEN |

HaBmgeHms | npoghmsnaie

HA LIRME HERIED Hantnnmmae i

Apnarass

F s

®dur.4.1 HyxxHuTe genctems 3a e(pekTVBHO NpunaraHe Ha NpenopbKMTE OT O4uTa.

3.5 O6Lwo onncaHne Ha Mpexarta 1 fIorM4yeckn an3anH

Mpwn n3rpaxxgaHeTo Ha MpexaTta Ha CoUNCKNS YHUBEPCUTET € U3MOoN3BaHO MaBHO
KOMYHMKaLMOHHO obopyaBaHe Ha CuCKo, OCBEH TaX Hskonko HP ycTtpowncTtea m Linux
(CentOs 6asnpaHmn) CbpBbPU, KOUTO UrpasiT ponaTa Ha maplpyTtusaTopu. Ethernet
MpexaTa npeacTaBrsiBa CMeceHa CTpPyKTypa, TMn 3Be3fa, uarpageHa ot 5 6pos Cisco
MapLupyTmsaTopu, Linux 6asupann cepebpu, 20 Cisco (HP) komyTaTopa, 4 To4kmM 3a
Be3xnyeH goctbn (wireless access point), KOMTO ca pa3noNoXeHW B cnegHuTe Tpy Bb3ena
(PoP - Point of Presence): JloseHeu, Pektopat u IV-Tn kunometsp. (3a ygobcTteo 3a
Hanpeq e rm Hapndyame cboTBeTHO Loz, Rec u IV).

duanyeckaTa TONOMOrNS Ha YacTTa oT Mpexarta Ha CoMNCKNSA YHNBEPCUTET, BbPXY KOATO
e ce CbCpemoTouM oauTa, € TUM 3Be3fa, B LEeHTbpa Ha KOSATO MOXEM [a NOCTaBUM
BucokockopoctHaTta MAN mpexa (rpagcka mpexa, 6asupaHa Ha TexHonornsata ETtepHer,
peanusapaHa Bbpxy oOnTuyecka npeHocHa cpepa) Ha ,Codma KomwoHukenwwHC”. Ha
®ur.3.2 e gageHa nornyeckaTa TONoOMOrMst Ha Mpexara:

dur. 3.2.Jlornyecka Tononoruda Ha CY
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3.6 [leTannHo pasrnexgaHe Ha oTaernHnuTe MpeXoBKn yCTporcTBa
B ponHata Tabnuua ca onucaHM BepcusiTa Ha copTyepa Ha komyTaTopuTe

(MapLupyTU3aTopuTe) 3a BCEKU Bb3esN OT MpexaTa, KOMTO ce M3Mon3Ba B MOMEHTA.
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PoP

NUme Ha Bb3en

IP address

Platform

I0S

Loz

Border2

62.44.127.2

cisco7204VXR

7200 Software (C7200-IS-
M), Version 12.3(2)T

Loz

loz-gw

62.44.96.238

cisco7204VXR

7200 Software (C7200-IS-
M), Version 12.3(2)T

Loz

loz-13sw

62.44.127.10

Catalyst 3550-24

C3550 Software (C3550-
I5Q3L2-M), Version
12.1(14)EA1

Loz

swi_008

62.44.96.19

Catalyst 2950-24

C2950 Software (C2950-
16K21.2Q4-M), Version
12.1(22)EA7

Loz

su-backbone-sw

62.44.96.8

Catalyst 2950-24

C2950 Software (C2950-
16K21.2Q4-M), Version
12.1(22)EA7

Loz

ucc-sw

62.44.109.6

Catalyst 2950-24

C2950 Software (C2950-
16K21.2Q4-M), Version
12.1(22)EA7

Rec

middle2-sw

62.44.110.251

Catalyst 2950-24

C2950 Software (C2950-
16Q4L2-M), Version
12.1(22)EA1

Rec

middle4-sw

62.44.110.250

Catalyst 2950-24

C2950 Software (C2950-
16Q4L2-M), Version
12.1(22)EA1

Rec

middleS-sw

62.44.110.249

Catalyst 2950-24

C2950 Software (C2950-
16Q4L.2-M), Version
12.1(22)EA1

Rec

mixednl-sw

62.44.110.244

Catalyst 2950-24

C2950 Software (C2950-
16Q4L.2-M), Version
12.1(22)EA1

Rec

northl-sw

62.44.110.248

Catalyst 2950-24

C2950 Software (C2950-
16Q4L.2-M), Version
12.1(22)EA1

Rec

north2-sw

62.44.110.247

Catalyst 2950-24

C2950 Software (C2950-
16Q4L2-M), Version
12.1(22)EA1

Rec

north3-sw

62.44.110.246

Catalyst 2950-24

C2950 Software (C2950-
16Q4L2-M), Version
12.1(22)EA1

Rec

north4-sw

62.44.110.245

Catalyst 2950-24

C2950 Software (C2950-
16Q4L2-M), Version
12.1(22)EA1

Rec

rector-sw

62.44.112.121

Catalyst 2950-24

C2950 Software (C2950-
16Q4L2-M), Version
12.1(22)EA1

Rec

south2-sw

62.44.110.254

Catalyst 2950-24

C2950 Software (C2950-
16Q4L2-M), Version
12.1(22)EA1
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62.44.110.253 | Catalyst 2950-24 | C2950 Software (C2950-
16Q4L2-M), Version
Rec south3-sw 12.1(22)EA1

62.44.110.252 | Catalyst 2950-24 | C2950 Software (C2950-
16Q4L2-M), Version

Rec south4-sw 12.1(22)EA1
62.44.110.2 Cisco 2500 2500 Software (C2500-1-L),
Rec rec-gw Version 12.0(14)
62.44.110.3 Catalyst 3550-24 | C3550 Software (C3550-
I5Q3L2-M), Version
Rec rec-13sw 12.1(14)EA1

62.44.112.125 | ciscoAIRAP1210 | C1200 Software (C1200-
K9W7-M), Version

Rec wap4 12.2(15)JA

62.44.120.3 Catalyst 3550-24 | C3550 Software (C3550-

I5Q3L2-M), Version

IVKm iv-13sw 12.1(14)EA1

62.44.120.2 Cisco 4500 4500 Software (C4500-P-
IVKm iv-gw M), Version 11.1(18.1)

62.44.120.241 HP J4900B HP J4900B ,

ProCurve Switch | revision H.08.60

IVKm IV-bll_sw 2626

ToBa ca kaTo uano obekTuTe B Mpexara, BbpXy KOUTO Lie Ce U3BBbPLUM oguTa.

CnepnBawaTa cTbnka e M3BbPLUBAHETO Ha O QNT TectoBeTe.Te e ce U3MbMNHAT C NoMOoLUTa
Ha HSKOIKO web 6a3mpaHm NPUNOXEeHUA:

1. NeDi (Network Discovery tool) http://nedi.sourceforge.net

2. CSA (Cisco Security Auditor)
http://www.cisco.com/en/US/products/ps6263/index.html

Ha ®wr. 3.3 ca nokaszaHu gaHHute cbbparn ot NeDi, konTo we na3nonssame no-
HaTaTbK:
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®ur.3.3. O6L M3rnen Ha cnucbka oT ycToncTea,creaeHn oT NeDi

Bcuukn cbbpaHu aaHHKM 32 MpeXoBUTE YCTPOMCTBA B MpexaTa Ha CY moraT ga ce
pasrnegar Ha agpec:

https://pc-audit.ucc.uni-sofia.bg:1217/nedi/ , pasbupa ce,cbc CbOTBETHUTE akayHTU 3a
OOCTbI.

3a pabotara Ha Cisco Security Auditor He € Heo6xooumo Aa Mmame JoCTbN 4O
yCTpoWcTBaTa OT MpexaTa KakTo 1 [a pasnorarame ¢ akayHT 3a KOH30M€eH JOCTbN
(telnet/ssh).3a Ta3u Len Ha BCAKO €0HO YCTPOWMCTBO OT MpexaTta Ao0aBsiMe HOB
notpebuTten c eAMHCTBEHO Bb3MOXHM Npaea Aa rneja koHdurypauusita. ToBa cTasa
CTbMKa MO CTbMKa Mo CNEegHUAT HaYMH:

1) Cbv3gaBame privilege level 14, Ha KOeTO eAMHCTBEHO pa3pellaBamMe U3NbIHEHWETO Ha
komaHpaTa ,sh conf*

2) Cb3gaBame NOTpedbuTEN Ha TOBA HUBO Ha AOCTHIM, 06BBbP3aH CbC CNUCHK 32 KOHTPOI Ha
poctbna (access-list), 3abpaHsiBaLy 4OCTHMN OT BCUYKM MALLUHK C U3KITIOYEHNE Ha Tasu, Ha
KOATO CMe MHCTanupanu codTyepa 3a oauT.

3) Kbm cblyecTByBawmte “access-list-n” Ha ycTponcTteaTa gobassme agpeca Ha
MalLMHaTa, KOSTO e usnonssame, 1 g npunarame Ha nuHuATa 3a TenHer (line vty).

4) MNMpaBuMm gpyr CAUCHK 3a 4OCTHN OT SNMP CbpPBbLPA.

Mo-gony ca gageHun Hakornko ekpaHa (screenshot-a) ot Cisco Security Auditor
npunoxexueto (Pwur.3.4, dur.3.5, Pur.3.6):
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®ur.3.4 OtueT 3a ycTporcTeoTo Border2
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®ur.3.5 Cnucbk ¢ npaBunaTa, OT KOUTO Ca CbCTaBEHU NONUTUKUTE 3a oauT
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®ur.3.6 Cnucsbk OT ycTponcTearta, KOUTo Le ce aHanuMampar.

Cnep kaTo cMe BbBenu AaHHUTE Ha BCSIKO e4HO OT YCTPoWCTBaHa B 6a3nTe OT AaHHU Ha
Nedi n CSA, Bpeme e fa nycHeMm Oa ce U3NbIHSABA eHa aBTOMaTu3vpaHa npoBepka Ha
curypHoctTa. B Hes ce BkntouBaT npegeduHnpanu 87 npasuna, KOMTO ce cMATaT 3a
OCHOBHW U3UCKBaHWS 1 KpUTEPUM 3a curypHocT. Pasbupa ce moxeM ga nobasum n ceou
cobCTBEHU KbM TSIX.

ToBa ca npasuna oT Buga:

1. Nposepka ganu e paspeweH CDP npotokona (Cisco Discovery Protocol) nssecteH cbc
ceouTe yassumocTy. ( http://nsa2.www.conxion.com/cisco/download.htm )

2. lNposepka ganu ce nanonssa AAA MexaHu3ma 3a ayTeHTuKaums, otopusauus u
OTYETHOCT.
... MHOrO gpyru

ToBa e pe3yntarta OT NpoBepKaTa Ha CUrypHOCTTa Ha ycTponcTeoTo Border2. MbnHuaT
CMUCBK 3a BCUYKM YCTpowcTBa € fobaseH kato lMpunoxeHue1

Yctp
oucT PesyntaT
Monutnka O3sHaueHne BO IP appec " MogpobHocTn
Use Defined access-list Instanceld: Access
SNMP Access SNMP_ACL permit List:9
Control List SNMP_ACL_BLOC Border2 62.44.127.2 Failed Policy Detail: ace
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Bind Trap Service
to Loopback
Interface

Forbid BOOTP
Server

Use Defined AAA
Methods for User
Login
Authentication
Bind NTP Service
to Loopback
Interface

Use Authenticated
NTP

Forbid Gratuitous
ARP

Use Defined VTY
Access Control
List

Use Defined
Severity Level for
Console Logging
Forbid IP Source
Routing

Bind FTP Service
to Loopback
Interface

Forbid IP Redirect
Message

Forbid IP Redirect
Message

Forbid IP Redirect
Message

Forbid IP Redirect
Message

Use Defined
Authentication
Failure Rate

Use Defined
Timeout for Login
Sessions

Use Defined
Timeout for Login
Sessions

Use Defined SSH
Timeout and
Authentication
Retries

Require Encrypted
Password for
Local Users

Forbid Proxy ARP

K_WITH_MASK

snmp-server trap-
source Loopback

no ip bootp server
aaa authentication
login

ntp source

Loopback

ntp authenticate
no ip gratuitous-
arps

access-list
VTY_ACL permit
VTY_ACL_BLOCK
_WITH_MASK

logging console
no ip source-route

ip ftp source-
interface Loopback

no ip redirects
no ip redirects
no ip redirects

no ip redirects

security
authentication
failure rate

exec-timeout

exec-timeout

ip ssh {time-out |
authentication-
retries}

username xyz
password 7

no ip proxy-arp

Border2

Border2

Border2

Border2

Border2

Border2

Border2

Border2

Border2

Border2

Border2

Border2

Border2

Border2

Border2

Border2

Border2

Border2

Border2

Border2

62.44.127.2

62.44.127.2

62.44.127.2

62.44.127.2

62.44.127.2

62.44.127.2

62.44.127.2

62.44.127.2

62.44.127.2

62.44.127.2

62.44.127.2

62.44.127.2

62.44.127.2

62.44.127.2

62.44.127.2

62.44.127.2

62.44.127.2

62.44.127.2

62.44.127.2

62.44.127.2
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Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

:=user-input;

The device is not
configured with NTP
authentication.

Instanceld: Access
List:10

Policy Detail: ace
:=user-input;

Device Detail:
Severity=debugging;
Policy Detail:
Severity=emergencies;

Instanceld:
FastEthernet1/1.200
Instanceld:
FastEthernet1/0.961
Instanceld:
FastEthernet1/0.291
Instanceld:
FastEthernet0/1.127
Device Detail:
Authentication failure
rate=Not Configured,;
Policy Detail:
Authentication failure
rate=10;

Instanceld: line vty 0 4

Instanceld: line vty 0 4
Device Detail: time-
out=;retries=;

Policy Detail: time-
out=60;retries=2;

Instanceld: ach get
clear g0l

Instanceld:
FastEthernet1/1.200



Forbid Proxy ARP  no ip proxy-arp Border2 62.44.127.2 Failed FastEthernet1/0.961
Instanceld:

Forbid Proxy ARP  no ip proxy-arp Border2 62.44.127.2 Failed FastEthernet1/0.291
Instanceld:

Forbid Proxy ARP  no ip proxy-arp Border2 62.44.127.2 Failed FastEthernet0/1.127
Device Detail:

Use Defined Severity=debugging;

Severity Level for Policy Detail:

Console Logging logging console Border2 62.44.127 .2 Failed Severity=critical;

Use Defined SSH

and Telnet Access

Control access-class Border2 62.44.127 .2 Failed Instanceld: line con 0

Use Defined SSH

and Telnet Access

Control access-class Border2 62.44.127 .2 Failed Instanceld: line vty 0 4

Forbid Summer no clock summer-

Time Clock time Border2 62.44.127.2 Failed

Require Sequence

Numbers in Log service sequence-

Messages numbers Border2 62.44.127.2 Failed
Device Detail:
Timezone
name=GMT+2;Timezo
ne offset=2;
Policy Detail: Timezone

Use Defined Time name=UTC;Timezone

Zone clock timezone Border2 62.44.127.2 Failed offset=0;

Use Unicast ip verify source

Reverse Path unicast reachable- Instanceld:

Forwarding via Border2 62.44.127 .2 Failed FastEthernet1/1.200

Use Unicast ip verify source

Reverse Path unicast reachable- Instanceld:

Forwarding via Border2 62.44.127 .2 Failed FastEthernet1/0.961

Use Unicast ip verify source

Reverse Path unicast reachable- Instanceld:

Forwarding via Border2 62.44.127 .2 Failed FastEthernet1/0.291

Use Unicast ip verify source

Reverse Path unicast reachable- Instanceld:

Forwarding via Border2 62.44.127 .2 Failed FastEthernet0/1.127

Use Defined AAA

Servers and

Protocols tacacs-server host  Border2 62.44.127.2 Failed

Use Defined AAA

Methods for User

Login aaa authentication

Authentication login Border2 62.44.127.2 Failed

access-list Instanceld: Access

Use Defined SNMP_ACL permit List:9

SNMP Access SNMP_ACL_BLOC Policy Detail: ace

Control List K_WITH_MASK Border2 62.44.127.2 Failed :=user-input;

Use AAA-Based

Accounting aaa accounting Border2 62.44.127.2 Failed

Use Defined AAA

Methods for User

Login aaa authentication

Authentication login Border2 62.44.127 .2 Failed

Forbid NTP Server Instanceld:

service ntp disable Border2 62.44.127 .2 Failed FastEthernet1/1.200

Forbid NTP Server ntp disable Border2 62.44.127 .2 Failed Instanceld:
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service
Forbid NTP Server
service
Forbid NTP Server
service

Use Defined TCP
Synwait Time

Use Defined
Syslog Servers
Forbid Auxiliary
Port

Use AAA Service
Require SSH for
Remote Device
Access

Use Defined AAA
Methods for
Enable Mode
Authentication
Use Defined AAA
Methods for
Enable Mode
Authentication
Forbid PAD
Service

Use Defined Time
Zone

Use Defined Trap
Servers

Bind TACACS+
Service to
Loopback
Interface

Require TCP-
Keepalives-In
Service

Use Defined
Logging Buffer
Size

Require Encrypted
Line Password

Use Defined
SNMP Community
Strings and
Access Control
Use Defined AAA
Methods for
Enable Mode

ntp disable

ntp disable

ip tcp synwait-time

logging server

no exec
aaa new-model

transport input ssh

aaa authentication
enable

aaa authentication
enable

no service pad

clock timezone
snmp-server host
trap server

ip tacacs source-
interface Loopback

service tcp-
keepalives-in

logging buffered
(config-
line)#password 7

snmp-server
community

aaa authentication
enable

Border2

Border2

Border2

Border2
Border2
Border2

Border2

Border2

Border2

Border2

Border2

Border2

Border2

Border2

Border2

Border2

Border2

Border2

62.44.127.2

62.44.127.2

62.44.127.2

62.44.127.2
62.44.127.2
62.44.127.2

62.44.127.2

62.44.127.2

62.44.127.2

62.44.127.2

62.44.127.2

62.44.127.2

62.44.127.2

62.44.127.2

62.44.127.2

62.44.127.2

62.44.127.2

62.44.127.2
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Failed

Failed

Failed

Failed
Failed
Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

FastEthernet1/0.961
Instanceld:
FastEthernet1/0.291
Instanceld:
FastEthernet0/1.127
Device Detail: Synwait
Time=30;

Policy Detail: Synwait
Time=10;

Device Detail: Log
Servers=Not defined;
Policy Detail: Log
Servers=Any is ok;

Instanceld: line vty 0 4

Device Detail:
Timezone
name=GMT+2;Timezo
ne offset=2;

Policy Detail: Timezone
name=UTC;Timezone
offset=0;

Device Detail:
Size=empty;
Policy Detail:
Size=16000;

Instanceld: line con 0
Required community
string(s) not found
Device Detail:
ro=Unive***** bio****;
Policy Detail:
ro=myr<**;



Authentication
Require Encrypted
Line Password
Use Defined
Loopback
Interface

Forbid IP
Unreachable
Messages for Null
Interface

Use Defined VTY
Access Control
List

Use Defined
Minimum
Password Length
Forbid IP
Unreachable
Message
Forbid IP
Unreachable
Message
Forbid IP
Unreachable
Message
Forbid IP
Unreachable
Message
Bind Logging
Service to
Loopback
Interface
Require TCP-
Keepalives-Out
Service

(config-
line)#password 7

interface Loopback

no ip unreachables
access-list
VTY_ACL permit
VTY_ACL_BLOCK
_WITH_MASK

security passwords
min-length

no ip unreachables

no ip unreachables

no ip unreachables

no ip unreachables

logging source-

interface Loopback

service tcp-
keepalives-out

Border2

Border2

Border2

Border2

Border2

Border2

Border2

Border2

Border2

Border2

Border2

62.44.127.2

62.44.127.2

62.44.127.2

62.44.127.2

62.44.127.2

62.44.127.2

62.44.127.2

62.44.127.2

62.44.127.2

62.44.127.2

62.44.127.2

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Instanceld: line vty 0 4

Loopback interface
mismatched or missed.

Instanceld: Access
List:10

Policy Detail: ace
:=user-input;

Device Detail: Min
length=Not Configured;
Policy Detail: Min
length=6;

Instanceld:
FastEthernet1/1.200

Instanceld:
FastEthernet1/0.961

Instanceld:
FastEthernet1/0.291

Instanceld:
FastEthernet0/1.127

Border2 yctpowncteoTo e ¢ onepaumoHHa cuctema Cisco 10S 12.3(2)T , koeTo camo no
cebe cu CblUOo e NpeanocTaBka 3a U3BECTEH OPOI YA3BUMOCTM, NO-BaXKHUTE OT KOMTO ca:

Fixed-in .

Bug ID version Status Severity
CSCee35379 12.2(27)SBA  Fixed 1
AAA memory leak after open/close GGSN PPP 12.3(8)T1
context 12.3(9.3)T

12.3(9a)M

12.3(9.3)M

12.2(27)SBB

12.3(7)XM
CSCed95087 122(15)BC2 Fixed 1
username reset by login command even if login is }ggg;g{i
unsuccessful 1238, )M
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CSCsb12598
Router forced crash on receiving fragmented TLS
ClientHello

CSCef50650
A 7200 router crashes when it attempt to access a
TACACS+ server.

CSCedl18557
AS5400 memory leak in Dead Process

CSCsd85587
7200 Router crashes with ISAKMP Codenomicon
test suite

CSCsd92405
router crashed by repeated SSL connection with
malformed finished messag
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12.3(8.2)T
12.3(8)T1
12.3(7)XI1
12.3(4)T8
12.3(4)XD3
12.3(11)JA1
12.2(8)TPC10b
12.2(44.3)S
12.2(42.5M
12.2(40a)M
12.2(37)SG
12.2(18)SXF8
12.2(15)ZR
12.2(13)ZT
12.1(26)E8
12.1(22)EA10
12.1(22)EA9
12.3(7)X12
12.3(7)X11a
12.3(11.3)T
12.3(11.3)M
12.3(8)YH
12.3(8)Y1
12.3(7.2)T
12.3(7.2M
12.3(7)XI13
12.3(7)X12
12.3(7)X11a
12.3(7)T6
12.3(6)M
12.2(27)SBB
12.2(31)SGA1 Open
12.4(9)T3
12.4(7d)M
12.4(6)XT
12.4(6)T7
12.4(4)XD6
12.4(4)XC6
12.4(9.17)M
12.2(31)SB3¢
12.2(25)SEE3
12.2(18.7.15)S
XF
12.2(18)ZY
12.2(18)SXF8
12.2(31)SB2
12.2(31)SB1b
12.2(292)SV1
12.2(25)SEE3
12.2(25)S13
12.2(25)EWA9
12.2(18.7.8)SX
F

12.2(18)ZY1
12.2(18)SXE6b
12.2(14)S18
12.1(27b)E2

Fixed

Fixed

Fixed

Fixed



CSCec25430
IOS may reload from specific packet

CSCee78300
bus error crash (address 0x0) in radius_timers
(Router crashes when user tries to authenticate via

auth-proxy)

CSCsd44593
On error, auto-generated SSL cert is regenerated
with same serial number

12.1(22)EA10
12.1(22)EA9
12.1(19)EA1  Fixed
12.1(14)AY2
12.1(14)AX2
12.1(13)E14
12.0(5)WC11
12.2(15)XR
12.2(15)T14
12.2(15)MC2a
12.2(15)JK1
12.2(14)SUI
12.2(14)S10
12.2(13)ZH8
12.2(13)T14
12.2(12)DA7
12.3(7)XI
12.3(5b)M
12.3(5.7)T
12.2(27)SBA  Fixed
12.3(14)YQ4
12.3(95)M
12.3(8)T4
12.4(1a)M
12.4(1.8)T2
12.3(14)YM2
12.2(27)SBB
12.3(10.2)M
12.3(10.2)T
12.3(10)M

124(7.17)T  Fixed
12.4(7.17)M
12.3(18.8)M

3
Workaround
Exists

Cnuckbk ot oTkpuTUTE Npobriemn no Tekywmte codptyepHn Bepcun (I0S) Ha ocTaHanuTe

yCTpoiicTBa Lie 006GaBs Cbllo KbM MPUMoXeHue 2.
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MnaBa IV. OueHka,aHann3 1 NnpenopbLKU 3a 6bAELWOTO
pasBuTue

AHanM3bT Ha pe3ynTaTuTe OT oguTa MOXEeM Aa 3anoyHem ¢ dakTa, Ye nonvMTuka 3a
CUrypHOCT B MpexaTa Ha CY He CcblUecTBYBa, HATO NPOLEAYPU UIMN HAKAKBU HACOKM MO
3anasBaHeTo Ha CUrypHOCTTa (3acera NoHe, MOXe ToBa [a e TeMa Ha 6baeLla AMnnomMHa
paborta )

ToBa aBTOMaTU4HO [aBa OTrOBOPA M HA HSKOMKO APYrM BbNPOCU:

1.Hama nMcmeHo ycTaHOBEHM npaBunia 3a TOBa KOe € pa3peLleHo 1 Koe He €;

2.lNpean ga ce gagat npaea 3a JOCTbIM, HA NOTpedbUTennTe U NnepcoHana He e 06siCHEHO
KakBW ca 3a4bJPKEHNSTA UM BbB BPb3Ka CbC ONa3BaHETO Ha CUIYPHOCTTA;

3.He ce npaBu nperneq, koMeHTap 1 0OHOBsIBaHE Ha Te3W MONIMTUKM 3@ CUIYPHOCT Npes3
onpeaeneH nHTepsar OT BPEME;

4 Hama nMcmeHu npouenypu 3a ToBa kak ce 3BbpLuBa 0TOpM3aLmaTa, Ha KOro 1 Kak ce
JaBaT npaea 3a paboTa C onpeaeneHn cuctemn/ MpexoBu YyCTPOKCTBA /0oCcTbi 4O
MpeaTa, a CbLLO Taka 1 Kak ce NpekpaTaBa 4OCTbNa Ha OMBLUM CAYXUTENN U
notpebuteny;

5.Hsama sicHo onpeaeneHo ycnosue VIHTepHeT AOCTaBYMKBT Aa 3aliMTaBa NnpeMyMHaBalmaT
OT N KbM Hero Hero Tpadguk Ha CY.

Cnep kaTo ycTaHOBMXME fMrncaTta Ha Te3n OCHOBHU M3UCKBaHMWS!, MOXXEM Aa HanpaeBum
OLEeHKa Ha MpexoBaTa CUrypHOCT OTAony Harope no cnoeseTe ot OS| mogena.

4.1 dusmnyecka 3awmTa

KakTo cnomeHax no-rope, HaMa npoueaypv 3a hmusanyeckn gOCTbN 40 yCTponcTBaTa B
MpexaTa. [danu o tax ga uma otganevyeH AoCTbM, Aany ToOW Aa € AEHOHOLLEH UM caMo B
pamMkuTe Ha paboTHUSA OEH UMK Mo HsIKakBa Apyra YacoBa CXeMma, KoM Aa nma Bb3MOXHOCT
[0a ro npasu, KOW da pearvpa npu eBeHTyaneH MHUMAEHT, NPy KOWTO Ce Hanara puanyecku
Ja ce JOCTUrHe 4O YCTPOMCTBOTO. Taka HapeyeHaTta YyBCTBUTENHA 30Ha, KbAEeTo ce
HamMpaT MPEXOBUTE YCTPOMCTBA HAaNpuUMeEp € cTasita, B KOATO Ce NomellaBa 1 nepcoHana
Ha N3uncnutenHuaT LleHTbp B MoMeHTa. (o npuHUMn ycTpoicTBaTa MMat pasnnyHu
N3NCKBaHWS 3a TEMMNEpaTypa 1 BNaXKHOCT OT XxopaTta 1 € NPenopbYnTENHO aa ca
oTaeneHn.) floctbn Ao ctasTa umat nepcoHana Ha YWL. 3a ga ce Bnese, e HyHO fa ce
M3KMYM CbOTBETHaTa anapma, KoeTo ce nNpaBu OT oxpaHaTta. ToBa camo no cebe cu e
MHOro fobpe, kato ce U3KMYKn dakTa, Ye NMncBaT YyCTPONCTBa 3a EHOHOLLHO
HabrogeHne (HanpuMep kKamepu), KakTo U AaTyuum 3a noxap, Temnepartypa, BNaxHOCT U
ap.

[pyroTto, KoeTo 61 BuUno NoNesHo, € MPEXoBUTE aAMUHUCTPATOPKN A HOCAT HAKaKbB
OTNNYMTENEH 3HaK, KapTa, 3a Aa MOXe OxpaHaTa Aa rm ugeHtnduumpa.

4.2 3awmTa Ha cnoun 2 ot OSI| mogena

KbM Hes Mokem ga OTHECEM MbPBO 3aluTaTa OT TOBA HEOTOPM3MPAHU KpanHu
yCTpoKcTBa (paboTHM 1 MOOWHM CTaHUUK) Aa ce CBbP3BaT KbM MpexaTa U Aa nssbpLiat
MHOrobporHu ataku (BMX rnmaBa 2). ToBa MOXe Ja cTaHe, kKaTo ce KOHUrypupaT onuum 3a
curypHocr (port security) Ha NOpTOBETE Ha KparlHUTE MPEXOBU YCTPONCTBA (KOMyTaTopK),
KoeTo obaye He e HanpaBeHo. TpsbBa ga MMame npeasug, Ye KOMNpoMeTUpaHeTo Ha
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MpexaTa Ha TO3U CINov aBTOMaTUYHO 03Ha4YaBa, Ye U FOPHUTE CII0EBE BEYEe Ca U3MOXKEHM
Ha PU1CK.

MoxeMm fa KaxxeM, Ye HAKOM OT OCHOBHUTE M3MCKBAHMWSA 3a CUIYPHOCTTA, Taka HapeyeHnTe
,000pn NpakTukn 3a curypHocT” (security best practises) He ca cnaseHun Ha TO3u Cron:

1. HensnonasaHuTe nopToBe He ce cnupart u He ce KoHdurypmpat B VLAN, KkonTo He ce
n3nonasgea.

Hsakomn oT Te3n M3nckBaHus ca Hanmue:

2. VLAN 1 He ce uanonsea 3a HULLO 1 Ce Cnupa;

3. YroBapsHeTo Ha trunk ce 3abpaHsiBa. DTP npoTokonbT ce cnvpa C UsKrnoyeHme Ha
ycTponcTBaTa rec-13sw, loz-13sw, iv-I3sw. ToBa ca ycTponicTBaTa 3a Bpb3ka kbM MAN
MpexaTta Ha Codust KOMIOHUKENLLBHC, HAN-BEPOSTHO TOBA € TSIXHO N3MCKBaHE.

4. N3pu4dHoO ce KoHurypupa trunking Ha HYXXHUTE BPBH3KU.

5. Nanonaea ce 802.1q Tar Ha BCU4kKM trunk Bpb3KK.
--MepK1Te CNOMeHaTun A0 TyK ce NpaBsAT ¢ Len npegorBpaTtaBaHe Ha atakata VLAN

Hopping

6. Jluncea o6aye koHdurypauudata Ha port security Ha nHTepdericute 1 onpegensiHe 6posaT
Ha mawwunHuTe (cboTBeTHO MAC agpecute), KOMTO MoraT Aa Ce HayyYaBaT Ha JageH nopT
Ha KoMyTaTopa 1 AeMCTBUETO, KOETO Ada ce npeanpueme, korato Tasm 6ponka 6bae
JocTurHata. 3a npenopbyBaHe e usknyBaHe Ha nopta - shutdown. KoHdurypupaHeTo Ha
TO3M JeTann Moxe Aa npeanasv mpexara Ha CY ot aTaka Bbpxy CAM Tabnuuara v T.Hap.
aTaka ,m3sxgaHe Ha DHCP pecypen”.

7. He TO4YHO KbM TO3M CMNOW, HO B KOHTEKCTA Ha HANmMcaHoTO TyK, MOXeM Aa OTHECEM
nmMncaTta Ha MOHUTOPUHI cUCTeMa, KOSTO Aa yBeaoMsiBa 3a Npobnemu B peanHo Bpeme:
npu Npobrnem Aa vanpalla Ha agMUHUCTpaTopuTe CbobLLEeHMEe Mo eNeKkTPOHHa noLLa unm
sms. (3Haem Beye,4e npum noeseyveto DoS aTaku pecypcuTe Ha kKoMyTaTopute, Hak-BeYve
npouecopa (CPU), ce 3aemat Ha no4tn 100%. Taka 4ye egHo cbobLieHne, anapMmpallo 3a
MHOI0O BMCOK NpPOLEHT Ha usnonasaHe Ha CPU-To, MoXe Aa roBopwu 3a eBeHTyanHo
Hannyue Ha TakaBa aTaka.)

8. Iluncea koHdurypaums Ha ,DHCP snooping”:

Mo nogpasbupaHe DHCP nakeTu Morat ga ce noriydaBaTt Ha BCEKM NOPT Ha KoMyTaTtopa.
3a ga cTtaBa ToBa caMO Ha MOPTOBEeTe, KbM KOUTO ca 3akavyeHn DHCP cbpsbpy,
koMyTaTopuTe TpsibBa Aa ce KoHurypmpaT no crnegHns HauuH:

Interface Commands

ip dhep snooping trust

Global Commands

ip dhep snooping vlan 4,104

offer, ack, nak

no ip dhep snooping information option
ip dhcp snooping

9. CvnHO NpenopbYMTENHO € Aa ce HanpaBu cTaTnyHo o6Bbp3BaHe (binding) Ha
nHTepdenc c MAC agpec Ha MallMHaTa, KOSITO Ce BKIMoYBa KbM Hero. Taka ce nu3bsarear
ARP aTtaku, npuxsawiaHe Ha ARP 3asiBku 1 oTroBopu:

Switch#conf't
Switch(config)#ip source binding 0000.0000.0001 vlan 4 10.0.10.200 interface fastethernet 3/1

-60 -



CobLuo Taka e npenopbyYnUTENHO Aa 3a Hanpasu ctatudeH ARP 3anuc 3a BaxHUTe pytepu u
XOCTOBE:
Switch(config)# arp interface name ip_address mac_address

10. MHoro BaxkeH Nponyck e nuncarta Ha koHdurypupanun bpduguard u root guard
PYHKLMOHANHOCTN Ha nHTepdpencuTe: Te NpegnassaT MpexaTa OT ToBa HEOTOpPU3npaH
koMyTaTop Aa 6bae 3akayeH Ha HSIKOM MOPT OT MpeXxaTa M Aa CTaHe KOPeH Ha
,pasnepeHoTo AbpBO~ (Spanning-tree), kKaTo NO TO3N HAYMH NPOMEHN MO HENpPeACcKasyeM
HauMH nornyeckaTa TONoOMorna Ha usnaTta Mpexa.

11. KaTo nonoxutenHo Tyk moxe fa otbenexum 3abpaHsasaHeTo Ha CDP (Cisco Discovery
Protocol). Upes Hero eBeHTyaneH HanagaTten 6u nonyyun nHgopmaums 3a yctponcteara B
MpexaTa, TAXHOTO Pas3norioXKeHMEe N KOHUrypauus.

12. MNo-ckopo kaTo Npenopbka 3a yrecHeHWe, a He OT rfnefHa To4ka Ha CUrypHoCTTa
npenopbynTenHo € aa ce koHgurypupa VTP npotokona ¢ MD5 ayteHTukauus ¢ uen
noBuwaBaHe Ha curypHocTTa. (Mima HacTpoeH VTP camo Ha su-backbone-sw
YCTPONCTBOTO, KOETO camo no cebe cu e 6escmmncneHo)

4.3 3awmTa Ha L3 ot OSI| mopgena

[MbpBOTO HELLO, KOETO MCKaM Aa nocoya Tyk, e dakta, Ye CY pasnonara ¢ agpecHo
npocTpaHcTBo 62.44.96.0 — 62.44.127.255, koeTo € gocta MHoro. ToBa obaye He
0O3HavaBa, Ye e gobpa npakTuka 06MKHOBEHNTE PaboTHM M MOBUIHU CTaHUMN B MpexaTa
Ha CY pa ca c nybnuyHm agpecu. [NpenopbkaTta Mu € NoHe 3a Tax Aa ce nanonssa NAT
dyHKUManHocTTa, a nybnuyHu IP agpecu aa ce 3agensT camo 3a CbpBbpUTE 3a
pasnuyHuTe ycnyru, KOMTo ce AOCTbNBAT OTBLH.

Opyrnte npenopbky 3a L3 moxem ga BMAMM AMPEKTHO B oTyeTa Ha codpTyepa Ha Cucko:

Ha pasnunyHute ycTponicTtsa:

no ip source-route --global

deny ip RFC2827 --interface

no ip gratuitous-arps --global

no ip redirects --Ha routed interface

no ip proxy-arp --Ha routed interface

ip tcp synwait-time --global

no ip unreachables —global & L3 interface
mode

...\ oLe,NbITHNAT CMIUCBK MOXe Aa ce Buan
B [NpunoxeHue 1

4.3 3awmTa Ha L4-L7

YnpaBneHue Ha kKomyTaTopa:

Becunyku Te3n 3awmti, kKouTto 6sixa onmMcaHn No-rope, HaMa Aa CTpyBaT HULLO, ako
€BEeHTyarHo HanagaTtensit Moxe Aa OCbLLEeCTBU TeNIHET CECUs KbM YCTPOWCTBOTO U '
3abpaHn. TouHo 3aToBa HabnaeHMeTo 1 ynpaBneHWeTo Ha kKomyTaTtopa 6u ce
npeBbpHAarno B eaHa OT Haw-ronemuTe My crabocTu. MoBeyeTo OT NpoTOKONMUTE 3a
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yrnpaeneHue ca HecurypHu (syslog, SNMP, TFTP, Telnet, FTP un 1.H). A e Taka, 3aLo0To
MHpopmaLumaTa ce Npegasa B ,OTKPUT TEKCT - HEKPUNTUPAH BMA. ToBa 03Ha4aBa, 4Ye ako
HSIKOW 3nodesTer ce BbpXe KbM Mpexara 1 ,oAacnywa” Tpaduka, we Moxe necHo aa
yrnoBM naponuTe 3a AocTbn. 3a npenopbyBaHe € 4a ce M3MNoM3BaT CUrypHUTE UM BapuaHTu
(SSH, SCP, SSL, OTP u T.H), a KbAeTO € Bb3MOXHO - 1 Out- of-Band (OOB) management
(MeHaXxMpaHeTO Ha yCcTponcTBaTa 4a Cce U3BbpLLUBa MO OTAENEeH OT NyOnnyHNS KaHan
(nHTEpdenc nnu nnaTka), HesaBuceLL OT TOBa [anu YCTPOMCTBOTO € paboTeLo B MOMEHTa
M ganu e AOCTbMHO MO HOPMAaIHUS Ha4rH.)

IpyroTo nanckeaHe, koeto 6ux gobasmna, € MawnHUTE, KOMTO U3BbPLUBAT HAbMIOAEHNETO,
na 6vaat B otgened VLAN - management VLAN, pasnuyeH oT cTaHgapTHUTE
noTpebuTtenckn, Kb4eTo Aa He MMHaBa HULLIO APYro OCBEH TpaduK, CBbp3aH C
yrnpaBneHneTo 1 HabnwaeHMeTo Ha ycTporcTBaTa.

3a cbxxaneHue camo Ha 3 OT ycTponcTBaTa B MpexaTa Ha CY nma nycHata SSH ycnyra.
HyxHo e crnea nyckaHeTo Ha i B AeiCTBME Mo KOMyTaToOpUTE Aa ce paspeLun forsaHeTo
KbM YCTPOWNCTBOTO €AMHCTBEHO M CamO NO TO3U MPOTOKON:

Switch(config)#line vty 0 15

Switch(config-line)#transport input ssh

KaTo ce nma npensug, 4ye He ce NonsBa, NpenopbynTeNHO e ycnyrata ,http server” Ha
YCTPOMCTBOTO Ssu-backbone-sw ga ce cnpe: (nycHata e caMo Ha Hero, Han-BeposiTHO €
OCTaHano OT nNpeauLleH TecT)

su-backbone-sw(config)# no ip http server

lMoxBaneH e cTpemexa Ha BCMYKW YCTPONCTBA Aa ce KOHUrypmpaTt CnMcbLmM 3a A0CTbIN
camo oT 2 onpefeneHn MmawmnHu ady.uni-sofia.bg (62.44.96.7) u ns.uni-sofia.bg
(62.44.96.1), cBbP3BAHETO KbM KOMTO CTaBa Nno ssh npotokona. 3a cbxanexHve ,nbTAT” oT
Te3n 2 MaLUWHKM 0 HAKOW OT yCTpomncTBaTa MnHaea oTHOBO npe3 MAN mMpexaTa Ha
,Coduna KomoHmkenwbHE”. To To3n nbT naponuTe Ha telnet npoTokona npemnHasaT B
»4UCT BUA", KOETO Aarney He HU rapaHTupa CUrypHoCT.

Mo MOe MHeHWe CUIHO HaNOoXUTENHO € B MpexaTa Aa ce nycHe RADIUS cbpBbp, KOWTO Aa
npeanara kakto AAA ycnyrute — Authentication, Authorization, Accounting, Taka 1 ga
cbbrpa cucTeMHUTE NOroBE Ha yCTponcTBaTa. TOBa € NOYTU 3a4bIHKUTENHO KaTo ce nMa
npensva, 4Ye noeeve oT eanH YOBEK MMa JOCTBIM 40 yCTponcTBaTa. Hy)XHO e Bceku oT
nepcoHana fa e ¢ pasfnuyeH akayHT, koeTo 61 cnomorHano 3a no-gobpa oTYETHOCT.

A TOBa MHOro TpygHo 61 ctaHano 6e3 ueHTpanuaMpaH CbpBbp, HAa KOWTO da ce cb3gaBaT
N MeHugXKMpaT Te3n akayHTu, 1, KbM KOWTO a ce CBbp3BaT yCTponcTBaTa, korato nma
Hykga oT ayTeHTMKaums. KoHdurypaunusita Moxe ga CTaHe eBEHTYasHo No cregHus
HaunH:

aaa new-model

aaa authentication login default group radius local

aaa authentication enable default group radius none

aaa authorization exec default group radius none

aaa authorization commands 15 default group radius none
aaa accounting commands 15 default start-stop group radius

4.4 MNpenopbkn 3a camMnTe yCTponucTea
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KakTo Beue MHOro NbTu CroMeHax, onepauMoHHaTa cuctema Ha ycTpoucTeaTta € oT
ronsiMo 3Ha4yeHve 3a CUrypHoOCTTa Ha uanarta mpexosa uHdpacTtpyktypa. OT Bepcusata Ha
Cisco 10S 3aBucK KakTo Bb3MOXHOCTUTE U YCIyrMTe, KOUTO MPEXOBOTO YCTPONCTBO
npegnara, Taka v curypHoctta Hu. KonkoTo no-ctapa e onepauvoHHaTa cuctema no
NPUHLMN, TOMKOBA NOBEYe OTKPUTU YSA3BMMOCTU 1 Npobremun nva B Hesl. 3aToBa e BaXKHO
BMHarn ga ce U3nornassa nocrnegHata uansasna crabunHa takaea, Ha KOATO Aa ca
NPUIOXeHN CbOTBETHUTE ,KPBMKM” N0 CUrypHOCTTa (security patches). 3a cbxaneHue, Kkato
usano B Mpexata Ha CY onepaunoHHuTe cuctemm Ha CUCKO yCTporcTBaTa He ce
obHOBSIBAT Nnepmoamnyecku. ViaBaaka 3a ToBa kakBu ysi3BUMOCTM Ca OTKpUTK Jocera B
Tekywute Bepcuun Ha I0S-Te B CY , KakTo 1 CNMCHK Ha BEpCUMMTE, B KOUTO Ce paspeLlasa
JajeHaTa ya3BMMOCT, MOXe Aa HamepuTe B NpunoxeHue 1.

[Mpunaram cnucbk ¢ NpenopbyYNTENHUTE BEPCUMM HA ONEPALMOHHMNTE CUCTEMM Ha
yCTpoKncTBaTa, KbM KOUTO TpsibBa Aa ce npeMuHe:

Border2,loz-gw:
current boot image: ¢c7200-1s-mz.123-2.T.bin

Platform: 7200
File name :\:\I,:rI;)Memory wg)FlaSh Date Released
¢7200-is-mz.123-14.T7.bin 128 48 27-MAR-2006

su-backbone-sw, ucc-sw, swi-008:
current boot image: c2950-16k212g4-mz.121-22.EA7.bin

Platform: CAT2950

Release: 12.1.22-EA10 ( ED - Early Deployment)

Software Feature Sets: C2950 EI AND SI I0S IMAGE AND WEB BASED DEVICE
MANAGER

BCUYKM ocTaHanu komyTtaTtopm Catalyst 2950: (middle2-sw, middle4-sw, middle5-sw,
mixednl-sw, northl-sw, north2-sw, north3-sw, northd4-sw, rector-sw, south2-

sw, south3-sw, south4-sw)
current boot image: c2950-i6g412-mz.121-22.EALl.bin

Platform: CAT2950

Release: 12.1(22)EA1b (ED - Early Deployment)

Software Feature Sets: C2950 EI AND SI 10S IMAGE AND WEB BASED DEVICE
MANAGER

rec-I13sw, iv-13sw n loz-13sw:
current boot image: ¢3550-i15g312-mz.121-14.EAl.bin

Platform: CAT3550

Release: 12.1.22-EA10 ( ED - Early Deployment)

Software Feature Sets: C3550 EMI 10S IMAGE AND WEB BASED DEVICE
MANAGER

iv-gw:

current boot image: c4500-p-mz.111-18.1.bin
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Platform: 4500

Release: 12.1.27b (GD - General Deployment )

Software Feature Sets: SERVICE PROVIDER

¢4500-p-mz.121-27b.bin 32 8 24-AUG-2005
rec-gw:

current boot image: c2500-i-1.120-14.bin ToBa e Bepcusa ot 2000 rognHa. CodpTyepsnT,
C KOWTO paboTmxme, CbLLO He MOXa Aa pa3no3Hae yCTPONCTBOTO 3apaju ctapaTta Bepcus
Ha onepaumoHHaTa cuctema. ToBa yCTPOMUCTBO ce knacudumumpa ot Cucko B nepuog End-
of-Sales, koeTo 03Ha4aBa, e B MOMEHTa BeYe He ce NpoAaBa, a CKopo HAMa 1 aa ce
nogabpxa — 3aToBa TYK NpenopbkaTa € Nno-cKopo camoTo TO Aa ce 3aMeHW, OTKONKOTO Aa
ce nogHoBsABa copTyepa My.

Platform: 2501-2525

Release: 12.0.28d (GD - General Deployment )

Software Feature Sets: 1P

¢2500--1.120-28d.bin 6 8 25-AUG-2005

4.5 00w NnpenopbKn

1. LLle 3ano4Ha ¢ ToBa BMHAaru ga ce uanonaea nuueHaupaH codtyep, 6uno Ton nnaTteH
mnn nog GPL nuueHs!

ToBa BaXv eAHOBPEMEHHO U 33 MPEXOBUTE YCTPOWCTBA, U 3a KpanHuTe paboTHM cTaHuum
N CbpBEPU, KOMTO N3BBPLUBAT YNpaBrieHNeTo 1 HabngeHneTo Hag Tax. Manonasariku ro,
CMe CUTypHM, Ye HAMa [a AOHEeCeM B MpexaTta BUPYCU, TPOSIHCKM KOHE U BCSIKaKbB ApYyr
BWA 3MOBpEEH Kop,.

2. C Han-ronsm NprMopuTeT crnopes MeH, OCBEH NonuTMkaTa 3a CUrypHOCT, € Cb3aBaHETO
Ha MbilHa N aKTyanHa JOKYMEHTaumsl, KOSATO 4a BKIO4YBa:

e Jlornmyeckata TONosiorMs Ha Mpexarta — Kak ca CBbp3aHu ycTponcTtearta, B kon PoP
ca pasnorioKeHn N KakBu CErMEHTM MMa 3ag TAX; (MOYTK NbJIHA TakaBa MOXe fa ce
Buan Ha ®wur 3.2 ot 3-ta (haea)

o  ®duanyeckara TONOMOMMS Ha MpexaTa — KoM TOYHO UHTepdpencu ce n3nonsear 3a
Bpb3Kka Mexay YCTPOMCTBaTa, KakbB € TUMna Ha MogynnTe 3a CBbP3BaHE MeXay TaX
(GBIC/SFP,SX/LX/ZX), kakbB e Tvna v Buga Ha kabenute (Fibre Optic,Single/Multi
Mode,LC/SC). B MomeHTa cbLyecTByBa €QMHCTBEHA CXEMA, KOATO € HEeLLO CpeaHo
Mexay ABeTe, HO NO-NOWWOTO €, Ye € A0CTa HeakTyarHa.

¢ KVHdopmauumsa 3a VLAN-Te — kol 0o Kbe ce pa3npocTupa, kakeu notpebuTtenu ce
BKITHOYBAT B HErO, KOM NOPTOBE Ca B HEMO Ha Pa3NUYHUTE KOMYTaToOPU N KakBa €
agpecHaTa cxema B HEro Ha TpeTu crioi. (B MOMeHTa CbLUECTBYBaA HEMbIIEH
cnuncbK, korTto onucea eanHcteeHo VLAN-Te, kouto muHaeat npe3 MAN-a Ha
,Copnst KOMIOHUKENLLTBHC.)

e JlokyMeHT CbC CnUCbLUM OT YCTpOMCTBATa, XapayepHaTta um nnartgopma, BepcumTe
Ha onepaunoHHaTta cuctema (OC), kKakTO 1 Kora ca npaBeHU NPOMEHM NO TAX —
XapayepHu unm codpTyepHu — obHoBsABaHMs Ha OC, npunaraHe Ha pasnuyHu
Kpbnku (patch) no Hero, fo6aBsiHe 1 NogMsiHA Ha MOAYNK, NNATKU, NHTepdencu.
(ToBa Beye Moxe ga ce Bnam ypes npunoxeHneto NeDi, koeTo nHCTanupaxme, 3a
[a HY NMOMOrHe fa M3BbPLUMM oguTa.)
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e JloOKyMEHT C 0OCOBEHHOCTUTE Ha MpeXoBaTa KOHUIypaums — Kbae UMa HAKakBa
crneunduka n Ha Kou 4acTu oT KoOHpurypaummTe TpsibBa ga ce o6bpHe ocobeHHO
BHMMaHWe Npu Hyxaa oT 6bp30 pa3pellaBaHe Ha Bb3HWKHANM npobnemu
(troubleshouting).

e JlokyMeHT Kak e pasaeneHo IP agpecHoTo npocTpaHcTBO Ha CY no Bb3nu (PoPs),
Kak ca pasgageHu IP agpecute, Kom Ha kosi paboTHa CTaHUMs € 3a4afeH, KOSKo 1
KOM OT TsIX ca CTaTUYHM U kou ce pasagasaT no DHCP.

e Cnuncebk ¢ ycnyruTe, KOUTO ce npegnarat B pasnuyHute PoPs. (B obwnat cnyyan
TOBa O3Ha4aBa Aanv HaBCsAKbAe ce pa3npocTpaHsasaT gageHute VLAN-u), ganu
BbB BCMYKM TsX ce npegnarat LAN goctbn, goctbn 4o VIHTEpHET, MEHUIKMBHT Ha
MpeXXoBUTE yCTponcTBa, paboTa Ha IP TenedoHun n T.H

e [lokyMeHT KoM noTpedbuTenu n cuctemm 4o Kom CbOTBETHO TpsibBa Aa Mmat 40CTb.
(T.e scHO onucaHmne 1 0BOCHOBKA Ha TEKYLLUMTE CMMCHLU 3a KOHTPOM Ha JOoCTbNa 1
KOHOUTYPUPaHUS PYTUHI MEXAY MpeXuTe.)

e [1naH 3a eBeHTyanHu 6bOELLM MPOMEHN MO MpexaTa — NOAMSsIHA Ha YCTPOWCTBA,
Moaynu, oGHOBsIBaHe Ha onepauMoHHM CUCTEMM, BKIIOYBALL TOYHOTO BpEME U
npoueaypa, No KOMTO LLE CE U3BBbPLUM U BITUSIHAETO, KOETO LLIE MMa BbPXY
CUCTEMUTE N NOTPEDBUTENNTE, KAKTO U CMIMCBHK OT TECTOBETE, KOUTO LUE Ce
n3BbpLUAT crieq ToBa 3a NpOBepKa Aanu nnaHupaHaTa npomMsiHa € 6vuna ycnewuHa.

3. [Ja ce HanpaBwu sicHa npoLeaypa no apxmBMpaHe u Bb3CTaHOBSABaHe Ha AaHHUTE
(backup u restore). B momeHTa 3a apxvBMpaHe Ha KOHGUrypauumte Ha MpexxoBuTe
yCTpoWcTBa ce u3nonsea cuctemara Trac : (hitps://62.44.109.56:1217/trac/netdiv ). 3a
CbXXarneHne apxMBUpaHETO Ce NpaBu caMo pbyHo, 6e3 Aa MMa onpedeneH nepuog ot
BpeMe, Npe3 KONTO Aa ce M3BbpLuBa, Unu 6e3 ga nma cuctema, KosTo Aa crnegu 3a
NpoMsiHa No KoHdurypaumaTa n ga u3Terns Hoeara aBTomMmaTtuyHo. Jluncea n cuctema 3a
apxmMBMpaHe Ha CUCTEMHMTE JIOroBe OT YCTponcTBaTa, KOeTo 61 6uno gocta BaXHO, ako
Nnpv €BEHTYyasrHW aTakuM No MpexaTa nckame Aa OTKpMEM npuymHaTa 3a TA9X U U3TOYHUKBT
um. [pyroTo Hello, 3a koeTo TpsibBa ga ce NoMUCHK, € NePUOANYHOTO apXUBMpPaHe Ha
JaHHUTE OT MalumHaTa ¢ agpec 62.44.109.56. 3a ga ce 3anassT, ako eBEHTYarHoO ce Crny4u
HsIKakakbB Npobnem c Hes. Pa3bupa ce, TpssbBa ga ce ma NpeaBua v 3anasBaHeTo Ha
CUTrypHOCTTa Ha apxmBupaHuTe gaHHu. (AKo 3rnogeaTen nma AocTbn OO THX, TOBa e
O3Ha4aBa M Ye MMa AOCTbN A0 KOHyrypaumsita u NIoroBeTe Ha LanaTta mpexa.)

4. [la ce opraHuamnpat pasnu4yHu BMAoBe 00y4YeHMs, CEMUHAPKU U KypcoBe 3a nogobpsiBaHe
KBanudukauusaTa Ha nepcoHana, 3a 4a cMe CUrypHu, 4Ye Te Morart 1 Wwe morat ga paboTsT
N nogaobpXaT afekBaTHO CMCTEMUTE N MpexoBaTa UHdpacTpykTypa Ha CY. CobLyo Taka ga
ce npoBexaa u KpaTko oby4eHne Ha noTpeduTenuTe BbTPE B MpexaTa 3a ToBa Kak Aa
paboTAT B HES M KaK Aga nosiaraT yCUnus 3a 3anas3BaHeTo Ha CUIypHoCcTTa M.

ToBa MOXe [a CTaHe CbLUO U OHManH. B MOMeHTa 3a nopTan n MACTO KbAETO ce AbpPXNn
nonesHa JOKYMeEHTaUns CryXu canTa http://ucc.uni-sofia.bg/ .

5. Tblh KaTo B MOMEHTA 3alyutaTa OT BMPYCU, BCAKaKbB APYr 3N0BpeAeH KOA, KakTo U1
BbHLWHKU DOS, doparmeHTMpaHn nnu ¢ NnpenpaBeHn NakeTn aTtakm € U3HeCeHa Ha BbHLUHA
mMawmHa (Border 1), k0ATO MMa MapLupyTusmpaLLm yHKUMN, HO He e cneumanmanpaHo
MPEKOBO YCTPOMCTO, BUX NpenopbYana eBeHTyarHoTO N3Non3BaHe Ha xapayepHa
3aluTHa CTEHA Ha Bxoda Ha mpexata Ha CVY - Hanpumep Cisco PIX 515E Security
Appliance nnn no-HoBOTO kKOMBMHMpaHOo peleHne Ha Cucko - Cisco ASA 5500 Series
Adaptive Security Appliances. KoeTo, pasbupa ce, 3aBucu 1 ot biogxeTa, KOUTO e oTaeneH
3a CMIYpHOCT B Mpexara.
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4.6 O606LLeHne 1 KparHa oueHKa

KaTto usno mora ga kaxa, 4e B Mpexarta Ha CY uma ronsm cTpemex 3a 3ana3BaHeTo Ha
CUIypHOCTTa, KakTo 1 pa3bupa ce, Tpabsa 1 ga 6bvae. [loBeyeTo OT U3NCKBaHMATaA 3a Taka
HapeueHuTe ,security best practices” ca cnaseHu ,6e3 U3knOYeHNsITa 3a KOMTO CbM
cnomeHana no-rope. OcHOBHaTa Hacoka, B KOATO TpsibBa Aa ce paboTu, e Han-Beve
Cb3[aBaHeTO Ha MONUTMKa 3a CUrYPHOCT U peanuanpaHeTo N. CbLLo Taka AOKYyMEHTUpaHe
Ha TEKYLLOTO CbCTOSIHME Ha MpexaTta, NPOMeHWUTe, KOUTO ce NpaBaT Mo Hes 1 npobnemuTe
Mo CUrypHOCTTa, Bb3HMKaBalLW OT TOBA.

OpyroTo HeLo, KOeTo KaTo usano Tpsabsa Aa ce NPOMEHU, € CTPeMEX KbM N0-4eCTo
oBHOBSAIBaHE Ha ONepauNoOHHUTE CMCTEMM HA MPEXOBUTE YCTPONCTBA M U306LLIO
BbBEXJaHe Ha NoBeYe HOBU TeXHOMNoruun 1 ycnyrn B mpexata Ha CY. (3a cbxaneHue ToBa
Moxe Ou CbLLO 3aBMCK OT BlogkeTa, OTNyCHAT 3a NOAAPBXKKA M pa3BMTME Ha MpexaTta U
3anasBaHe Ha CUrypHoCTTa B Hesl. )
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3aknoyeHue

Crnen karo cera Beue 3HAEM KakK C€ IUINE MOJMTHKA 3a CUTYPHOCT, €
BpEMeE JIa Ce HallpaBH TakaBa U 3a Mpexkata Ha CouiickusaT yHuBepcuTeT.B Hest
MoraT fa ObJaT BKIIOYCHU KaKTO PE3yATaTUTE OT OJWTAa M IMPEOPHKHUTE OT
HaCTOsIIaTa AWIIOMHA paboTa, Taka U MHOXKECTBOTO IPaBHWIa M MPOOJIEMHU
MOMEHTH, KOWTO ChC CUTYPHOCT CBbM IpOITyCHaja. BakHO € ja 3armoMHUM, 4ye
¢/IHa TOJIUTHKA 3a CUTYPHOCT M W3001110 BCHYKH ITPaBHJIa IO CUTYPHOCTTA HE ca
Hello (GUKCHpaHo, T¢ TPIOBa MEPHOAMUCSCKH Ja Ce IpepasrieKaaT, T0IbaBaT U
OoOHOBSIBAaT, 3a Ja ca TOTOBM Ja IMOCPEIIAT HOBUTE MPEAU3BUKATEIICTBA TIPS
CUTYPHOCTTA.

B 3aknrodueHne 0THOBO I1ie M3ThKHA (DaKTa, Ye riaBHATA I Ha
MPEKOBUS CIIEITUAIKCT € J1a MMOBUIIIM YCTOWYMBOCTTA HA MpeKaTa,
HEBBH3MOXHO € TS JIa € 3alIUTeHa Ha CTO MPOIleHTa. BuHaru chinecTByBa
YJOBEIIKHsI (PaKTOp 3a TpeliKa, KaKTo ¥ ObroBe B cOPTyepa U XapIyepHU
nedexTu.

[{enTa Ha BCEKH €IMH CIICIIMATUCT 110 CUTYPHOCTTA € Jla HalpaBU Taka,
Ye cHCcTeMaTa BUHATH Jia € 3alllUTeHA Ha HMBO C €IHA KpayKa I10 HaIlpex OT
BB3MOYKHOCTHUTE Ha XOpaTa KOUTO MCKAT Ja IPOHUKBAT B Hesl.
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MU3non3BaHa nuTepartypa.

1. Government of the Hong Kong Special Administrative Region,Security Risk
Assessment & Audit Guidelines

2. Jazib Frahim, Cisco Press Cisco ASA All-in-One Firewall IPS and VPN Adaptive
Security Appliance

3. Dave Hucaby, Cisco ASA and PIX Firewall Handbook

4. Duane De Capite, Self-Defending Networks: The next generation of network
security

Andrew Whitaker, Penetration Testing and Network Defense

Cisco Certified Network Professional curriculum

Cisco Certified Network Security curriculum

Gert De Laet, Network Security Fundamentals

Cisco Connection Online (CCO) http://cco.cisco.com

10 NSA Router Security Configuration Guide:
http://www.nsa.gov/snac/downloads_cisco.cfm?MenulD=scg10.3.1

11. http://www.cisco.com/warp/public/778/security/vuln_stats_02-03-00.html

12. http://www.cisco.com/web/learning/le31/le29/configuring_asa_pix_security appli
ances.html
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Jannu 3a yctpoicTBo: loz-gw

Policy Name

Use Defined SNMP
Access Control List
Bind Trap Service to
Loopback Interface
Forbid BOOTP
Server

Use Defined AAA
Methods for User
Login Authentication
Bind NTP Service to
Loopback Interface
Use Authenticated
NTP

Forbid Gratuitous
ARP

Use Defined VTY
Access Control List

Use Defined
Severity Level for
Console Logging
Forbid IP Source
Routing

Forbid External
Source Addresses
on Outbound Traffic
Forbid External
Source Addresses
on Outbound Traffic
Forbid External
Source Addresses
on Outbound Traffic

Forbid External
Source Addresses
on Outbound Traffic

Forbid External
Source Addresses
on Outbound Traffic

Forbid External
Source Addresses
on Outbound Traffic

Alias

access-list
SNMP_ACL permit
SNMP_ACL_BLOC
K_WITH_MASK
snmp-server trap-
source Loopback

no ip bootp server
aaa authentication
login

ntp source
Loopback

ntp authenticate

no ip gratuitous-arps
access-list
VTY_ACL permit

VTY_ACL_BLOCK_
WITH_MASK

logging console

no ip source-route

deny ip RFC2827

deny ip RFC2827

deny ip RFC2827

deny ip RFC2827

deny ip RFC2827

deny ip RFC2827

MpunoxeHne 1

Device
Name

loz-gw
loz-gw

loz-gw

loz-gw
loz-gw
loz-gw

loz-gw

loz-gw

loz-gw

loz-gw

loz-gw

loz-gw

loz-gw

loz-gw

loz-gw

loz-gw

IP Address

62.44.96.23
8
62.44.96.23
8
62.44.96.23
8

62.44.96.23
6852.44.96.23
6852.44.96.23
§2.44.96.23

62.44.96.23
8

62.44.96.23
8
62.44.96.23
8

62.44.96.23
8

62.44.96.23
8

62.44.96.23
8

62.44.96.23
8

62.44.96.23
8

62.44.96.23
8
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Results

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Details

Instanceld: Access List:9
Policy Detail: ace :=user-
input;

The device is not configured
with NTP authentication.

Instanceld: Access List:10
Policy Detail: ace :=user-
input;

Device Detail:
Severity=debugging;
Policy Detail:
Severity=emergencies;

Instanceld: Serial2/3
Policy Detail: ace =user-
input;

Instanceld: Serial2/2
Policy Detail: ace =user-
input;

Instanceld: Serial2/1
Policy Detail: ace =user-
input;

Instanceld:
FastEthernet0/0.232
Policy Detail: ace =user-
input;

Instanceld:
FastEthernet0/0.3
Policy Detail: ace =user-
input;

Instanceld:
FastEthernet0/0.1

Policy Detail: ace =user-
input;



Forbid IP Redirect
Message
Forbid IP Redirect
Message
Forbid IP Redirect
Message
Forbid IP Redirect
Message

Use Defined
Authentication
Failure Rate

Use Defined SSH
Timeout and
Authentication
Retries

Require Encrypted
Password for Local
Users

Forbid Proxy ARP
Forbid Proxy ARP

Forbid Proxy ARP
Bind FTP Service to
Loopback Interface

Forbid Proxy ARP
Forbid Proxy ARP
Forbid Proxy ARP
Forbid Proxy ARP

Forbid Proxy ARP
Require MOTD
Banner

Use Defined
Severity Level for
Console Logging
Use Defined SSH
and Telnet Access
Control

Use Defined SSH
and Telnet Access
Control

Forbid Summer
Time Clock
Require Sequence
Numbers in Log
Messages

Use Defined Time
Zone

no ip redirects

no ip redirects

no ip redirects

no ip redirects
security
authentication failure
rate

ip ssh {time-out |
authentication-

retries}

username Xxyz
password 7

no ip proxy-arp

no ip proxy-arp

no ip proxy-arp

ip ftp source-
interface Loopback
no ip proxy-arp

no ip proxy-arp

no ip proxy-arp

no ip proxy-arp

no ip proxy-arp

banner motd

logging console

access-class

access-class
no clock summer-
time

service sequence-
numbers

clock timezone

loz-gw
loz-gw
loz-gw

loz-gw

loz-gw

loz-gw

loz-gw
loz-gw
loz-gw
loz-gw
loz-gw
loz-gw
loz-gw
loz-gw
loz-gw
loz-gw

loz-gw

loz-gw

loz-gw

loz-gw

loz-gw

loz-gw

loz-gw

62.44.96.23
22.44.96.23
22.44.96.23
§2.44.96.23

62.44.96.23
8

62.44.96.23
8

62.44.96.23
6852.44.96.23
6852.44.96.23
6852.44.96.23
22.44.96.23
6852.44.96.23
22.44.96.23
22.44.96.23
22.44.96.23
22.44.96.23
§2.44.96.23

62.44.96.23
8

62.44.96.23
8

62.44.96.23
8
62.44.96.23
8

62.44.96.23
8

62.44.96.23
8
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Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Instanceld: Serial2/1
Instanceld:
FastEthernet0/1.161
Instanceld:
FastEthernet0/0.232
Instanceld:
FastEthernet0/0.130

Device Detail: Authentication
failure rate=Not Configured;
Policy Detail: Authentication
failure rate=10;

Device Detail: time-
out=;retries=;

Policy Detail: time-
out=60;retries=2;

Instanceld: ach get clear arp
gol

Instanceld: Serial2/1
Instanceld:
FastEthernet0/1.161
Instanceld:
FastEthernet0/0.232

Instanceld:
FastEthernet0/0.130
Instanceld:
FastEthernet0/0.4
Instanceld:
FastEthernet0/0.3
Instanceld:
FastEthernet0/0.2
Instanceld:
FastEthernet0/0.1

Device Detail:
Severity=debugging;
Policy Detail:
Severity=critical;

Instanceld: line con 0

Instanceld: line vty 0 4

Device Detail: Timezone
name=GMT+2;Timezone
offset=2;

Policy Detail: Timezone
name=UTC;Timezone
offset=0;



Use Unicast
Reverse Path
Forwarding

Use Unicast
Reverse Path
Forwarding

Use Unicast
Reverse Path
Forwarding

Use Unicast
Reverse Path
Forwarding

Use Unicast
Reverse Path
Forwarding

Use Unicast
Reverse Path
Forwarding

Use Unicast
Reverse Path
Forwarding

Use Unicast
Reverse Path
Forwarding

Use Defined AAA
Servers and
Protocols

Use Defined AAA
Methods for User

Login Authentication

Use Defined SNMP
Access Control List
Use AAA-Based
Accounting

Use Defined AAA
Methods for User

Login Authentication

Forbid NTP Server
service
Forbid NTP Server
service
Forbid NTP Server
service
Forbid NTP Server
service
Forbid NTP Server
service
Forbid NTP Server
service
Forbid NTP Server
service
Forbid NTP Server
service

Use Defined TCP
Synwait Time

Use Defined Syslog

ip verify source
unicast reachable-
via

ip verify source
unicast reachable-
via

ip verify source
unicast reachable-
via

ip verify source
unicast reachable-
via

ip verify source
unicast reachable-
via

ip verify source
unicast reachable-
via

ip verify source
unicast reachable-
via

ip verify source
unicast reachable-
via

tacacs-server host
aaa authentication
login

access-list
SNMP_ACL permit
SNMP_ACL_BLOC
K_WITH_MASK

aaa accounting

aaa authentication
login

ntp disable
ntp disable
ntp disable
ntp disable
ntp disable
ntp disable
ntp disable

ntp disable

ip tcp synwait-time
logging server

loz-gw

loz-gw

loz-gw

loz-gw

loz-gw

loz-gw

loz-gw

loz-gw

loz-gw

loz-gw

loz-gw

loz-gw

loz-gw
loz-gw
loz-gw
loz-gw
loz-gw
loz-gw
loz-gw
loz-gw

loz-gw

loz-gw
loz-gw

62.44.96.23
8

62.44.96.23
8

62.44.96.23
8

62.44.96.23
8

62.44.96.23
8

62.44.96.23
8

62.44.96.23
8

62.44.96.23
8

62.44.96.23
8

62.44.96.23
8

62.44.96.23
8
62.44.96.23
8

62.44.96.23
22.44.96.23
22.44.96.23
22.44.96.23
22.44.96.23
22.44.96.23
22.44.96.23
22.44.96.23
§2.44.96.23

62.44.96.23
8
62.44.96.23
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Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed
Failed

Instanceld: Serial2/1

Instanceld:
FastEthernet0/1.161

Instanceld:
FastEthernet0/0.232

Instanceld:
FastEthernet0/0.130

Instanceld:
FastEthernet0/0.4

Instanceld:
FastEthernet0/0.3

Instanceld:
FastEthernet0/0.2

Instanceld:
FastEthernet0/0.1

Instanceld: Access List:9
Policy Detail: ace :=user-
input;

Instanceld: Serial2/1
Instanceld:
FastEthernet0/1.161
Instanceld:
FastEthernet0/0.232
Instanceld:
FastEthernet0/0.130
Instanceld:
FastEthernet0/0.4
Instanceld:
FastEthernet0/0.3
Instanceld:
FastEthernet0/0.2
Instanceld:
FastEthernet0/0.1
Device Detail: Synwait
Time=30;

Policy Detail: Synwait
Time=10;

Device Detail: Log



Servers

Forbid Auxiliary Port

Use AAA Service
Require SSH for
Remote Device
Access

Forbid Private
Source Addresses
on Inbound Traffic

Forbid Private
Source Addresses
on Inbound Traffic

Forbid Private
Source Addresses
on Inbound Traffic
Use Defined AAA
Methods for Enable

Mode Authentication

Use Defined AAA
Methods for Enable

Mode Authentication

Forbid PAD Service

Use Defined Time
Zone

Use Defined Trap
Servers

Bind TACACS+

Service to Loopback

Interface

Require TCP-
Keepalives-In
Service

Use Defined AAA

no exec

aaa new-model

transport input ssh

deny ip RFC 1918

deny ip RFC 1918

deny ip RFC 1918

aaa authentication
enable

aaa authentication
enable

no service pad

clock timezone
snmp-server host
trap server

ip tacacs source-
interface Loopback

service tcp-
keepalives-in
aaa authentication

loz-gw

loz-gw

loz-gw

loz-gw

loz-gw

loz-gw

loz-gw

loz-gw

loz-gw

loz-gw

loz-gw

loz-gw

loz-gw
loz-gw

62.44.96.23
8
62.44.96.23
8

62.44.96.23
8

62.44.96.23
8

62.44.96.23
8

62.44.96.23
8

62.44.96.23
8

62.44.96.23
8
62.44.96.23
8

62.44.96.23
8
62.44.96.23
8

62.44.96.23
8

62.44.96.23
8
62.44.96.23
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Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed
Failed

Servers=Not defined;
Policy Detail: Log
Servers=Any is ok;

Instanceld: line vty 0 4
Instanceld:
FastEthernet0/0.4

Policy Detail: ace =10.0.0.0
0.255.255.255;ace
=172.16.0.0
0.15.255.255;ace
=192.168.0.0
0.0.255.255;ace =127.0.0.0
0.255.255.255;

Instanceld:
FastEthernet0/0.3

Policy Detail: ace =10.0.0.0
0.255.255.255;ace
=172.16.0.0
0.15.255.255;ace
=192.168.0.0
0.0.255.255;ace =127.0.0.0
0.255.255.255;

Instanceld:
FastEthernet0/0.1

Policy Detail: ace =10.0.0.0
0.255.255.255;ace
=172.16.0.0
0.15.255.255;ace
=192.168.0.0
0.0.255.255;ace =127.0.0.0
0.255.255.255;

Device Detail: Timezone
name=GMT+2;Timezone
offset=2;

Policy Detail: Timezone
name=UTC;Timezone
offset=0;



Methods for Enable
Mode Authentication
Use Defined
Logging Buffer Size
Require Encrypted
Line Password
Require Encrypted
Line Password

Use Defined SNMP
Community Strings
and Access Control
Use Defined
Loopback Interface
Forbid IP
Unreachable
Messages for Null
Interface

Use Defined VTY
Access Control List
Use Defined
Minimum Password
Length

Forbid IP
Unreachable
Message

Forbid IP
Unreachable
Message

Forbid IP
Unreachable
Message

Forbid IP
Unreachable
Message

Forbid IP
Unreachable
Message

Forbid IP
Unreachable
Message

Forbid IP
Unreachable
Message

Forbid IP
Unreachable
Message

Bind Logging
Service to Loopback
Interface

Require TCP-
Keepalives-Out
Service

enable

logging buffered
(config-
line)#password 7
(config-
line)#password 7

snmp-server
community

interface Loopback

no ip unreachables
access-list
VTY_ACL permit
VTY_ACL_BLOCK _
WITH_MASK
security passwords
min-length

no ip unreachables
no ip unreachables
no ip unreachables
no ip unreachables
no ip unreachables
no ip unreachables

no ip unreachables

no ip unreachables

logging source-
interface Loopback

service tcp-
keepalives-out

loz-gw
loz-gw

loz-gw

loz-gw

loz-gw

loz-gw

loz-gw

loz-gw

loz-gw

loz-gw

loz-gw

loz-gw

loz-gw

loz-gw

loz-gw

loz-gw

loz-gw

loz-gw

8

62.44.96.23
8
62.44.96.23
8
62.44.96.23
8

62.44.96.23
8
62.44.96.23
8

62.44.96.23
8

62.44.96.23

8

62.44.96.23
8

62.44.96.23
8

62.44.96.23
8

62.44.96.23
8

62.44.96.23
8

62.44.96.23
8

62.44.96.23
8

62.44.96.23
8

62.44.96.23
8

62.44.96.23
8

62.44.96.23
8
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Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Device Detail: Size=empty;
Policy Detail: Size=16000;

Instanceld: line vty 0 4

Instanceld: line con 0
Required community
string(s) not found

Device Detail: ro=EXTt****
bio****;

Policy Detail: ro=myr***;
Loopback interface
mismatched or missed.

Instanceld: Access List:10
Policy Detail: ace :=user-
input;

Device Detail: Min
length=Not Configured;
Policy Detail: Min length=6;

Instanceld: Serial2/1

Instanceld:
FastEthernet0/1.161

Instanceld:
FastEthernet0/0.232

Instanceld:
FastEthernet0/0.130

Instanceld:
FastEthernet0/0.4

Instanceld:
FastEthernet0/0.3

Instanceld:
FastEthernet0/0.2

Instanceld:
FastEthernet0/0.1



Hannu 3a yctpoiictBo: loz- 13sw

Policy Name

Use Cisco Express
Forwarding

Use Defined AAA
Methods for Enable
Mode Authentication

Use Defined Logging
Buffer Size

Use Time Stamps for
Debugging Messages
Forbid Gratuitous
ARP

Forbid HTTP Service
Require TCP-
Keepalives-Out
Service

Require MOTD
Banner

Use Defined Trap
Servers

Require Local Users

Use Defined VTY
Access Control List
Require Sequence
Numbers in Log
Messages

Use Defined AAA
Methods for User
Login Authentication

Use Defined SNMP
Access Control List

Require Local Users
Use AAA-Based
Accounting

Forbid CDP

Bind NTP Service to
Loopback Interface

Use Defined NTP
Server

Bind FTP Service to
Loopback Interface
Use AAA Service
Forbid PAD Service
Require Enable

Alias

ip cef

aaa authentication enable

logging buffered
service timestamps debug

no ip gratuitous-arps
no ip http server

service tcp-keepalives-out

banner motd
snmp-server host trap
server

username xyz password 7
access-list VTY_ACL
permit
VTY_ACL_BLOCK_WITH
_MASK

service sequence-
numbers

aaa authentication login
access-list SNMP_ACL
permit
SNMP_ACL_BLOCK_WIT
H_MASK

username xyz password 7

aaa accounting
no cdp run

ntp source Loopback

ntp server

ip ftp source-interface
Loopback

aaa new-model

no service pad
enable password

Device
Name

loz-I13sw

loz-I3sw

loz-13sw
loz-13sw
loz-13sw
loz-13sw
loz-13sw
loz-13sw
loz-13sw

loz-I13sw

loz-I13sw

loz-I13sw

loz-I3sw

loz-I13sw
loz-I13sw

loz-I13sw
loz-I13sw

loz-I13sw

loz-13sw

loz-13sw
loz-13sw
loz-13sw
loz-13sw
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IP Address

62.44.127.10

62.44.127.10

62.44.127.10

62.44.127.10

62.44.127.10

62.44.127.10

62.44.127.10

62.44.127.10

62.44.127.10

62.44.127.10

62.44.127.10

62.44.127.10

62.44.127.10

62.44.127.10

62.44.127.10

62.44.127.10
62.44.127.10

62.44.127.10

62.44.127.10

62.44.127.10
62.44.127.10
62.44.127.10
62.44.127.10

Results

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed
Failed

Failed

Failed

Failed
Failed
Failed
Failed

Details

Device Detail:
Size=empty;
Policy Detail:
Size=16000;

Instanceld: No Local
user specified
Instanceld: Access
List:10

Policy Detail: ace
:=user-input;

Instanceld: Access
List:9

Policy Detail: ace
:=user-input;
Instanceld: No Local
user specified

Device Detail: NTP
Servers=;
Policy Detail: NTP
Servers=;



Password

Use Defined SNMP
Access Control List

Use Defined Severity
Level for Console
Logging

Forbid BOOTP
Server

Use Defined Severity
Level for Console
Logging

Use Defined AAA
Servers and
Protocols

Forbid IP Source
Routing

Use Defined SNMP
Community Strings
and Access Control
Use Defined AAA
Methods for User
Login Authentication
Use Defined AAA
Methods for User
Login Authentication
Use Time Stamps for
Logging

Bind TACACS+
Service to Loopback
Interface

Bind Trap Service to
Loopback Interface

Use Defined TCP
Synwait Time

Forbid IP
Unreachable
Messages for Null
Interface

Use Defined AAA
Methods for Enable
Mode Authentication
Use Unicast Reverse
Path Forwarding

Use Defined

Loopback Interface
Require Password
Encryption Service

Use Defined Syslog
Servers

access-list SNMP_ACL
permit
SNMP_ACL_BLOCK _WIT
H_MASK

logging console

no ip bootp server

logging console

tacacs-server host

no ip source-route

snmp-server community

aaa authentication login

aaa authentication login
service timestamps log

ip tacacs source-interface
Loopback

snmp-server trap-source
Loopback

ip tcp synwait-time

no ip unreachables

aaa authentication enable
ip verify source unicast
reachable-via

interface Loopback
service password-
encryption

logging server

loz-I13sw

loz-I13sw

loz-I13sw

loz-I13sw

loz-I13sw

loz-I13sw

loz-I13sw

loz-I3sw

loz-I13sw

loz-I13sw

loz-I13sw

loz-I13sw

loz-I13sw

loz-I13sw

loz-I3sw

loz-I13sw

loz-I13sw

loz-I13sw

loz-I13sw
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62.44.127.10

62.44.127.10

62.44.127.10

62.44.127.10

62.44.127.10

62.44.127.10

62.44.127.10

62.44.127.10

62.44.127.10

62.44.127.10

62.44.127.10

62.44.127.10

62.44.127.10

62.44.127.10

62.44.127.10

62.44.127.10

62.44.127.10

62.44.127.10

62.44.127.10

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Instanceld: Access
List:9

Policy Detail: ace
:=user-input;
Device Detail:
Severity=disable;
Policy Detail:
Severity=emergenci
es;

Device Detail:
Severity=disable;
Policy Detail:
Severity=critical;

Required community
string(s) not found
Device Detail: ro=;
Policy Detail:
ro=myr***;

Device Detail:
Synwait Time=30;
Policy Detail:
Synwait Time=10;

Instanceld: CEF not
enabled in device
Loopback interface
mismatched or
missed.

Device Detail: Log
Servers=Not
defined;



Bind Logging Service
to Loopback Interface

Use Defined VTY
Access Control List

Use Authenticated
NTP

Use Defined AAA
Methods for Enable
Mode Authentication
Require TCP-
Keepalives-In Service

logging source-interface

Loopback
access-list VTY_ACL
permit

loz-13sw

VTY_ACL_BLOCK_WITH

_MASK

ntp authenticate

aaa authentication enable

service tcp-keepalives-in

Jannu 3a ycrpoiictso: swi_008

Policy Name

Use Defined SNMP
Access Control List
Bind Trap Service
to Loopback
Interface

Forbid BOOTP
Server

Use Defined AAA
Methods for User
Login
Authentication

Bind NTP Service
to Loopback
Interface

Use Authenticated
NTP

Forbid Gratuitous
ARP

Use Defined VTY
Access Control List

Use Defined
Severity Level for
Console Logging
Forbid IP Source
Routing

Require Password

I

i

a

]

access-list SNMP_ACL
permit
SNMP_ACL_BLOCK_WI
TH_MASK

snmp-server trap-source
Loopback

no ip bootp server

aaa authentication login
ntp source Loopback

ntp authenticate

no ip gratuitous-arps
access-list VTY_ACL
permit
VTY_ACL_BLOCK_WIT
H_MASK

logging console

no ip source-route
service password-

loz-I13sw

loz-I13sw

loz-I13sw

loz-I13sw

Device Name

swi_008

swi_008

swi_008

swi_008

swi_008

swi_008

swi_008

swi_008

swi_008

swi_008
swi_008
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62.44.127.10

62.44.127.10

62.44.127.10

62.44.127.10

62.44.127.10

IP Address

62.44.96.19

62.44.96.19

62.44.96.19

62.44.96.19

62.44.96.19

62.44.96.19

62.44.96.19

62.44.96.19

62.44.96.19

62.44.96.19
62.44.96.19

Failed

Failed

Failed

Failed

Failed

Results

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed
Failed

Policy Detail: Log
Servers=Any is ok;

Instanceld: Access
List:10

Policy Detail: ace
:=user-input;

The device is not
configured with NTP
authentication.

Details

Instanceld: Access
List:9

Policy Detail: ace
:=user-input;

The device is not
configured with NTP
authentication.

Instanceld: Access
List:10

Policy Detail: ace
:=user-input;

Device Detail:
Severity=debugging;
Policy Detail:
Severity=emergenci
es;



Encryption Service
Bind FTP Service
to Loopback
Interface

Forbid IP Redirect
Message

Use Defined
Logging Buffer Size
Require Encrypted
Password for Local
Users

Forbid Proxy ARP
Require MOTD
Banner

Use Defined
Severity Level for
Console Logging
Use Defined SSH
and Telnet Access
Control

Use Defined SSH
and Telnet Access
Control

Use Defined SSH
and Telnet Access
Control

Forbid Summer
Time Clock
Require Sequence
Numbers in Log
Messages

Use Defined Time
Zone

Use Unicast
Reverse Path
Forwarding

Use Defined AAA
Servers and
Protocols

Use Defined AAA
Methods for User
Login
Authentication

Use Defined SNMP
Access Control List
Use AAA-Based
Accounting

Use Defined AAA
Methods for User

encryption

ip ftp source-interface
Loopback

no ip redirects

logging buffered
username xyz password
7

no ip proxy-arp

banner motd

logging console

access-class

access-class

access-class
no clock summer-time

service sequence-
numbers

clock timezone
ip verify source unicast

reachable-via

tacacs-server host

aaa authentication login
access-list SNMP_ACL
permit
SNMP_ACL_BLOCK_W
ITH_MASK

aaa accounting

aaa authentication login

swi_008

swi_008

swi_008

swi_008

swi_008

swi_008

swi_008

swi_008

swi_008

swi_008

swi_008

swi_008

swi_008

swi_008

swi_008

swi_008

swi_008
swi_008

swi_008
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62.44.96.19

62.44.96.19

62.44.96.19

62.44.96.19

62.44.96.19

62.44.96.19

62.44.96.19

62.44.96.19

62.44.96.19

62.44.96.19

62.44.96.19

62.44.96.19

62.44.96.19

62.44.96.19

62.44.96.19

62.44.96.19

62.44.96.19

62.44.96.19

62.44.96.19

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Instanceld: Vlan3
Device Detail:
Size=empty;
Policy Detail:
Size=8192;

Instanceld: ach g0l
Instanceld: Vlan3

Device Detail:
Severity=debugging;
Policy Detail:
Severity=critical;

Instanceld: line con
0

Instanceld: line vty 5
15

Instanceld: line vty O
4

Device Detail:
Timezone
name=GMT+2;Time
zone offset=2;

Policy Detail:
Timezone
name=UTC;Timezon
e offset=0;

Instanceld: Vlan3

Instanceld: Access
List:9

Policy Detail: ace
:=user-input;



Login
Authentication
Forbid NTP Server
service

Use Defined TCP
Synwait Time

Use Defined Syslog
Servers

Use AAA Service
Require SSH for
Remote Device
Access

Require SSH for
Remote Device
Access

Use Defined AAA
Methods for Enable
Mode
Authentication

Use Defined AAA
Methods for Enable
Mode
Authentication

Use Defined Time
Zone

Use Defined Trap
Servers

Bind TACACS+

Service to
Loopback Interface
Require TCP-
Keepalives-In
Service

Forbid HTTP
Service

Use Defined AAA
Methods for Enable
Mode
Authentication

Use Defined
Logging Buffer Size
Require Encrypted
Line Password
Require Encrypted
Line Password
Require Encrypted
Line Password

ntp disable

ip tcp synwait-time

logging server

aaa new-model

transport input ssh

transport input ssh

aaa authentication
enable

authentication

ble

clock timezone
snmp-server host trap
server

ip tacacs source-
interface Loopback
service tcp-keepalives-in
no ip http server

aaa authentication
enable

logging buffered
(config-line)#password 7
(config-line)#password 7

(config-line)#password 7

swi_008

swi_008

swi_008

swi_008

swi_008

swi_008

swi_008

swi_008

swi_008

swi_008

swi_008

swi_008

swi_008

swi_008

swi_008
swi_008
swi_008

swi_008
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62.44.96.19

62.44.96.19

62.44.96.19

62.44.96.19

62.44.96.19

62.44.96.19

62.44.96.19

62.44.96.19

62.44.96.19

62.44.96.19

62.44.96.19

62.44.96.19

62.44.96.19

62.44.96.19

62.44.96.19

62.44.96.19

62.44.96.19

62.44.96.19

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Instanceld: Vlan3
Device Detail:
Synwait Time=30;
Policy Detail:
Synwait Time=10;
Device Detail: Log
Servers=Not
defined;

Policy Detail: Log
Servers=Any is ok;

Instanceld: line vty 5
15

Instanceld: line vty O
4

Device Detail:
Timezone
name=GMT+2;Time
zone offset=2;

Policy Detail:
Timezone
name=UTC;Timezon
e offset=0;

Device Detail:
Size=empty;

Policy Detail:
Size=16000;
Instanceld: line vty 5
15

Instanceld: line vty O
4

Instanceld: line con
0



Use Defined SNMP
Community Strings
and Access Control

Use Defined
Loopback Interface
Forbid IP
Unreachable
Messages for Null
Interface

Use Defined VTY
Access Control List
Forbid IP
Unreachable
Message

Bind Logging
Service to
Loopback Interface
Require TCP-
Keepalives-Out
Service

snmp-server community

interface Loopback

no ip unreachables
access-list VTY_ACL
permit
VTY_ACL_BLOCK_WIT
H_MASK

no ip unreachables

logging source-interface
Loopback

service tcp-keepalives-
out

swi_008

swi_008

swi_008

swi_008

swi_008

swi_008

swi_008

Jannu 3a ycrpoiictso: su-backbone-sw

Policy Name

Use Defined
SNMP Access
Control List

Bind Trap Service
to Loopback
Interface

Forbid BOOTP
Server

Use Defined AAA
Methods for User
Login
Authentication
Bind NTP Service
to Loopback
Interface

Use Authenticated
NTP

Forbid Gratuitous
ARP

Use Defined VTY
Access Control

Alias

access-list SNMP_ACL permit
SNMP_ACL_BLOCK_WITH_MASK

snmp-server trap-source Loopback

no ip bootp server

aaa authentication login

ntp source Loopback

ntp authenticate

no ip gratuitous-arps

access-list VTY_ACL permit
VTY_ACL_BLOCK_WITH_MASK
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Required community
string(s) not found

Device Detail:
ro=bio****;
Policy Detail:
62.44.96.19 Failed ro=myr<**;
Loopback interface
mismatched or
62.44.96.19 Failed missed.
62.44.96.19 Failed
Instanceld: Access
List:10
Policy Detail: ace
62.44.96.19 Failed :=user-input;
62.44.96.19 Failed Instanceld: Vlan3
62.44.96.19 Failed
62.44.96.19 Failed
Device IP
Name Address Results Details
Instanceld:
Access List:9
Su- Policy Detail:
backbone- ace :=user-
SwW 62.44.96.8 Failed input;
Su-
backbone-
sw 62.44.96.8 Failed
Su-
backbone-
sw 62.44.96.8 Failed
Su-
backbone-
sw 62.44.96.8 Failed
Su-
backbone-
sw 62.44.96.8 Failed
The device is
Su- not configured
backbone- with NTP
swW 62.44.96.8 Failed authentication.
Su-
backbone-
sw 62.44.96.8 Failed
Su- Instanceld:
backbone- 62.44.96.8 Failed Access List:10



List

Use Defined
Severity Level for
Console Logging

Forbid IP Source
Routing

Bind FTP Service
to Loopback
Interface

Forbid IP Redirect
Message

Use Defined
Logging Buffer
Size

Require Encrypted
Password for
Local Users

Forbid Proxy ARP

Require MOTD
Banner

Use Defined
Severity Level for
Console Logging
Use Defined SSH
and Telnet Access
Control

Use Defined SSH
and Telnet Access
Control

Use Defined SSH
and Telnet Access
Control

Forbid Summer
Time Clock
Require Sequence
Numbers in Log
Messages

Use Defined Time
Zone

logging console

no ip source-route

ip ftp source-interface Loopback

no ip redirects

logging buffered

username xyz password 7

no ip proxy-arp

banner motd

logging console

access-class

access-class

access-class

no clock summer-time

service sequence-numbers

clock timezone
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SwW

Su-
backbone-
sw
Su-
backbone-
sw
Su-
backbone-
sw
Su-
backbone-
swW

Su-
backbone-
swW
Su-
backbone-
swW
Su-
backbone-
swW
Su-
backbone-
sw

Su-
backbone-
SW

Su-
backbone-
SW

Su-
backbone-
SW

Su-
backbone-
SW

Su-
backbone-
SW

Su-
backbone-
SW

Su-
backbone-
swW

62.44.96.8

62.44.96.8

62.44.96.8

62.44.96.8

62.44.96.8

62.44.96.8

62.44.96.8

62.44.96.8

62.44.96.8

62.44.96.8

62.44.96.8

62.44.96.8

62.44.96.8

62.44.96.8

62.44.96.8

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Policy Detail:
ace :=user-
input;

Device Detail:
Severity=debug
ging;

Policy Detail:
Severity=emerg
encies;

Instanceld:
Vian3

Device Detail:
Size=empty;
Policy Detail:
Size=8192;

Instanceld: ach
gol

Instanceld:
Vlan3

Device Detail:
Severity=debug
ging;

Policy Detail:
Severity=critical

Instanceld: line
con0

Instanceld: line
vty 515

Instanceld: line
vty 0 4

Device Detail:
Timezone
name=GMT+2;
Timezone
offset=2;

Policy Detail:
Timezone
name=UTC;Tim



Use Unicast
Reverse Path
Forwarding

Use Defined AAA
Servers and
Protocols

Use Defined AAA
Methods for User
Login
Authentication

Use Defined
SNMP Access
Control List

Use AAA-Based
Accounting

Use Defined AAA
Methods for User
Login
Authentication

Forbid NTP Server
service

Use Defined TCP
Synwait Time

Use Defined
Syslog Servers

Use AAA Service
Require SSH for
Remote Device
Access

Require SSH for
Remote Device
Access

Use Defined AAA
Methods for
Enable Mode
Authentication
Use Defined AAA
Methods for
Enable Mode
Authentication

Use Defined Time
Zone

ip verify source unicast reachable-

via

tacacs-server host

aaa authentication login

access-list SNMP_ACL permit

SNMP_ACL_BLOCK_WITH_MASK

aaa accounting

aaa authentication login

ntp disable

ip tcp synwait-time

logging server

aaa new-model

transport input ssh

transport input ssh

aaa authentication enable

aaa authentication enable

clock timezone
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Su-
backbone-
sw
Su-
backbone-
sw

Su-
backbone-
sw

Su-
backbone-
swW
Su-
backbone-
sw

Su-
backbone-
swW
Su-
backbone-
swW

Su-
backbone-
swW

Su-
backbone-
swW
Su-
backbone-
sw
Su-
backbone-
swW
Su-
backbone-
swW

Su-
backbone-
sw

Su-
backbone-
sw
Su-
backbone-
sw

62.44.96.8

62.44.96.8

62.44.96.8

62.44.96.8

62.44.96.8

62.44.96.8

62.44.96.8

62.44.96.8

62.44.96.8

62.44.96.8

62.44.96.8

62.44.96.8

62.44.96.8

62.44.96.8

62.44.96.8

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

ezone offset=0;

Instanceld:
Vlan3

Instanceld:
Access List:9
Policy Detail:
ace :=user-
input;

Instanceld:
Vian3

Device Detail:
Synwait
Time=30;
Policy Detail:
Synwait
Time=10;
Device Detail:
Log
Servers=Not
defined;
Policy Detail:
Log
Servers=Any is
ok;

Instanceld: line
vty 515

Instanceld: line
vty 0 4

Device Detail:
Timezone
name=GMT+2;



Use Defined Trap
Servers

Bind TACACS+
Service to
Loopback
Interface

Require TCP-
Keepalives-In
Service

Use Defined
Logging Buffer
Size

Require Encrypted
Line Password

Require Encrypted
Line Password

Require Encrypted
Line Password

Use Defined
SNMP Community
Strings and
Access Control
Use Defined AAA
Methods for
Enable Mode
Authentication

Use Defined
Loopback
Interface

Forbid IP
Unreachable
Messages for Null
Interface

Use Defined VTY
Access Control
List

Forbid Defined
SNMP Community
Strings

Forbid IP
Unreachable

snmp-server host trap server

ip tacacs source-interface

Loopback

service tcp-keepalives-in

logging buffered

(config-line)#password 7

(config-line)#password 7

(config-line)#password 7

snmp-server community

aaa authentication enable

interface Loopback

no ip unreachables

access-list VTY_ACL permit
VTY_ACL_BLOCK_WITH_MASK

no snmp-server community

no ip unreachables

Su-
backbone-
sw

Su-
backbone-
sw
Su-
backbone-
sw

Su-
backbone-
swW
Su-
backbone-
swW
Su-
backbone-
swW
Su-
backbone-
swW

Su-
backbone-
swW

Su-
backbone-
swW

Su-
backbone-
sw

Su-
backbone-
swW

Su-
backbone-
sw
Su-
backbone-
sw
Su-
backbone-

62.44.96.8

62.44.96.8

62.44.96.8

62.44.96.8

62.44.96.8

62.44.96.8

62.44.96.8

62.44.96.8

62.44.96.8

62.44.96.8

62.44.96.8

62.44.96.8

62.44.96.8

62.44.96.8

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Timezone
offset=2;

Policy Detail:
Timezone
name=UTC;Tim
ezone offset=0;

Device Detail:
Size=empty;
Policy Detail:
Size=16000;

Instanceld: line
vty 515

Instanceld: line
vty 0 4

Instanceld: line
con 0
Required
community
string(s) not
found

Device Detail:
ro=pub***
bio****;

Policy Detail:

Kk,

ro=myr***;

Loopback
interface
mismatched or
missed.

Instanceld:
Access List:10
Policy Detail:
ace :=user-
input;

Instanceld:
public
Instanceld:
Vlan3



Message

Bind Logging
Service to
Loopback
Interface

Require TCP-
Keepalives-Out
Service

Use Defined SSH
and Telnet Access
Control

logging source-interface Loopback

service tcp-keepalives-out

access-class

JlaHHM 32 yCTPONCTBO:UCC-SW

Policy Name

Use Defined SNMP
Access Control List
Bind Trap Service to
Loopback Interface
Forbid BOOTP
Server

Use Defined AAA
Methods for User
Login Authentication
Bind NTP Service to
Loopback Interface

Use Authenticated
NTP

Forbid Gratuitous
ARP

Use Defined VTY
Access Control List

Use Defined Severity
Level for Console
Logging

Forbid IP Source
Routing

Bind FTP Service to
Loopback Interface
Forbid IP Redirect
Message

Use Defined Logging
Buffer Size

Alias

access-list SNMP_ACL permit
SNMP_ACL_BLOCK_WITH_MASK

snmp-server trap-source Loopback

no ip bootp server

aaa authentication login

ntp source Loopback

ntp authenticate

no ip gratuitous-arps

access-list VTY_ACL permit
VTY_ACL_BLOCK_WITH_MASK

logging console
no ip source-route
ip ftp source-interface Loopback

no ip redirects

logging buffered
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sw
Su-
backbone-
sw
Su-
backbone-
swW
Su-
backbone-
sw

Device
Name

ucc-sw

ucc-sw

ucc-sw

ucc-sw

ucc-sw

ucc-sw

ucc-sw

ucc-sw

ucc-sw

ucc-sw

ucc-sw

ucc-sw

ucc-sw

62.44.96.8

62.44.96.8

62.44.96.8

IP Address

62.44.109.6

62.44.109.6

62.44.109.6

62.44.109.6

62.44.109.6

62.44.109.6

62.44.109.6

62.44.109.6

62.44.109.6

62.44.109.6

62.44.109.6

62.44.109.6

62.44.109.6

Failed

Failed

Failed

Results

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Instanceld: line
vty 515

Details
Instanceld:
Access List:9
Policy Detail:
ace :=user-
input;

The device is
not configured
with NTP
authentication.

Instanceld:
Access List:10
Policy Detail:
ace :=user-
input;

Device Detail:
Severity=debu
gging;

Policy Detail:
Severity=emer
gencies;

Instanceld:
Vlan109
Device Detail:
Size=empty;
Policy Detail:
Size=8192;



Require Encrypted
Password for Local
Users

Forbid Proxy ARP
Require MOTD
Banner

Use Defined Severity
Level for Console
Logging

Use Defined SSH
and Telnet Access
Control

Use Defined SSH
and Telnet Access
Control

Use Defined SSH
and Telnet Access
Control

Forbid Summer Time
Clock

Require Sequence
Numbers in Log
Messages

Use Defined Time
Zone

Use Unicast Reverse
Path Forwarding
Use Defined AAA
Servers and
Protocols

Use Defined AAA
Methods for User
Login Authentication

Use Defined SNMP
Access Control List
Use Defined AAA
Methods for User
Login Authentication

Use Defined TCP
Synwait Time
Use Defined Syslog

username xyz password 7
no ip proxy-arp

banner motd

logging console

access-class

access-class

access-class

no clock summer-time

service sequence-numbers

clock timezone
ip verify source unicast reachable-
via

tacacs-server host

aaa authentication login

access-list SNMP_ACL permit
SNMP_ACL_BLOCK_WITH_MASK

aaa authentication login

ip tcp synwait-time
logging server
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ucc-sw

ucc-sw

ucc-sw

ucc-sw

ucc-sw

ucc-sw

ucc-sw

ucc-sw

ucc-sw

ucc-sw

ucc-sw

ucc-sw

ucc-sw

ucc-sw

ucc-sw

ucc-sw
ucc-sw

62.44.109.6

62.44.109.6

62.44.109.6

62.44.109.6

62.44.109.6

62.44.109.6

62.44.109.6

62.44.109.6

62.44.109.6

62.44.109.6

62.44.109.6

62.44.109.6

62.44.109.6

62.44.109.6

62.44.109.6

62.44.109.6
62.44.109.6

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed
Failed

Instanceld:
ach g0l
Instanceld:
VIan109

Device Detail:
Severity=debu
gging;

Policy Detail:
Severity=critic
al;

Instanceld:
line con 0

Instanceld:
line vty 515

Instanceld:
line vty 0 4

Device Detail:
Timezone
name=GMT+2
:Timezone
offset=2;
Policy Detail:
Timezone
name=UTC;Ti
mezone
offset=0;
Instanceld:
Vlan109

Instanceld:
Access List:9
Policy Detail:
ace :=user-
input;

Device Detail:
Synwait
Time=30;
Policy Detail:
Synwait
Time=10;
Device Detail:



Servers

Use AAA-Based
Accounting

Forbid NTP Server
service

Use AAA Service
Require SSH for
Remote Device
Access

Require SSH for
Remote Device
Access

Use Defined AAA
Methods for Enable
Mode Authentication
Use Defined AAA
Methods for Enable
Mode Authentication

Use Defined Time
Zone

Use Defined Trap
Servers

Bind TACACS+
Service to Loopback
Interface

Require TCP-
Keepalives-In
Service

Use Defined AAA
Methods for Enable
Mode Authentication

Use Defined Logging
Buffer Size

Require Encrypted
Line Password
Require Encrypted
Line Password
Require Encrypted
Line Password

Use Defined SNMP
Community Strings
and Access Control

aaa accounting
ntp disable

aaa new-model
transport input ssh
transport input ssh

aaa authentication enable

aaa authentication enable

clock timezone
snmp-server host trap server

ip tacacs source-interface

Loopback

service tcp-keepalives-in

aaa authentication enable

logging buffered

(config-line)#password 7

(config-line)#password 7

(config-line)#password 7

snmp-server community
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ucc-sw

ucc-sw

ucc-sw

ucc-sw

ucc-sw

ucc-sw

ucc-sw

ucc-sw

ucc-sw

ucc-sw

ucc-sw

ucc-sw

ucc-sw

ucc-sw

ucc-sw

ucc-sw

ucc-sw

62.44.109.6

62.44.109.6
62.44.109.6

62.44.109.6

62.44.109.6

62.44.109.6

62.44.109.6

62.44.109.6

62.44.109.6

62.44.109.6

62.44.109.6

62.44.109.6

62.44.109.6

62.44.109.6

62.44.109.6

62.44.109.6

62.44.109.6

Failed

Failed
Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Log
Servers=Not
defined;
Policy Detail:
Log
Servers=Any
is ok;

Instanceld:
Vlan109

Instanceld:
line vty 5 15

Instanceld:
line vty 0 4

Device Detail:
Timezone
name=GMT+2
;Timezone
offset=2;
Policy Detail:
Timezone
name=UTC;Ti
mezone
offset=0;

Device Detail:
Size=empty;
Policy Detail:
Size=16000;
Instanceld:
line vty 515
Instanceld:
line vty 0 4
Instanceld:
line con 0
Required
community
string(s) not
found

Device Detail:



Use Defined
Loopback Interface
Forbid IP
Unreachable
Messages for Null
Interface

Use Defined VTY
Access Control List
Forbid IP
Unreachable
Message

interface Loopback

no ip unreachables

access-list VTY_ACL permit

VTY_ACL_BLOCK_WITH_MASK

no ip unreachables

Bind Logging Service

to Loopback
Interface
Require TCP-
Keepalives-Out
Service

logging source-interface Loopback

service tcp-keepalives-out

Hannu 3a ycrpoiictso: middle2-sw

(Tyk me nam nanHurte camo Ha middle2-sw komyTaTtop - middle4-sw, middleS-sw,

ucc-sw

ucc-sw

ucc-sw

ucc-sw

ucc-sw

ucc-sw

ro=bio****;

Policy Detail:
ro=myr***;
Loopback
interface
mismatched or
62.44.109.6 Failed missed.
62.44.109.6 Failed
Instanceld:
Access List:10
Policy Detail:
ace :=user-
62.44.109.6 Failed input;
Instanceld:
62.44.109.6 Failed Vlan109
62.44.109.6 Failed
62.44.109.6 Failed

mixednl-sw, northl-sw, north2-sw, north3-sw,north4-sw, rector-sw, south2-sw,

south3-sw, south4-sw ca ¢ exHaKbB XapayepHa miargopma,eJHa U ChIIA BEPCUA HA

10S-a u c ananornyHa KOHQUTYPALMS,II0 TO3H HAYUH OMTA 32 Te3U YCTPOHCTBA 11e
Jaaje mNoJ00HHU pe3yJaTaTH)

Policy Name

Use Cisco
Express
Forwarding

Use Defined AAA
Methods for
Enable Mode
Authentication

Use Defined
Logging Buffer
Size

Use Time
Stamps for
Debugging
Messages
Forbid Gratuitous
ARP

Forbid HTTP
Service

Alias

ip cef

aaa authentication enable

logging buffered

service timestamps debug
no ip gratuitous-arps

no ip http server

Device Name

middle2-sw

middle2-sw

middle2-sw

middle2-sw
middle2-sw

middle2-sw
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IP Address

62.44.110.251

62.44.110.251

62.44.110.251

62.44.110.251

62.44.110.251

62.44.110.251

Results

Failed

Failed

Failed

Failed

Failed

Failed

Details

Device
Detail:
Size=emp
ty;

Policy
Detail:
Size=160
00;



Require TCP-
Keepalives-Out
Service

Require MOTD
Banner

Use Defined Trap
Servers

Require Local
Users

Use Defined VTY
Access Control
List

Require
Sequence
Numbers in Log
Messages

Use Defined AAA
Methods for User
Login
Authentication

Use Defined
SNMP Access
Control List
Require Local
Users

Use AAA-Based
Accounting
Forbid CDP
Bind NTP Service
to Loopback
Interface

Use Defined
Logging Buffer
Size

Use Defined NTP
Server

Bind FTP Service
to Loopback
Interface

service tcp-keepalives-out
banner motd
snmp-server host trap server

username xyz password 7

access-list VTY_ACL permit
VTY_ACL_BLOCK_WITH_MASK

service sequence-numbers

aaa authentication login

access-list SNMP_ACL permit
SNMP_ACL_BLOCK_WITH_MASK

username xyz password 7
aaa accounting

no cdp run

ntp source Loopback

logging buffered

ntp server

ip ftp source-interface Loopback

middle2-sw

middle2-sw

middle2-sw

middle2-sw

middle2-sw

middle2-sw

middle2-sw

middle2-sw
middle2-sw
middle2-sw

middle2-sw

middle2-sw

middle2-sw

middle2-sw

middle2-sw
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62.44.110.251

62.44.110.251

62.44.110.251

62.44.110.251

62.44.110.251

62.44.110.251

62.44.110.251

62.44.110.251
62.44.110.251
62.44.110.251
62.44.110.251

62.44.110.251

62.44.110.251

62.44.110.251

62.44.110.251

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed
Failed
Failed
Failed

Failed

Failed

Failed

Failed

Instancel
d: Access
List:10
Policy
Detail:
ace
:=user-
input;

Instancel
d: Access
List:9
Policy
Detail:
ace
:=user-
input;

Device
Detail:
Size=emp
ty;

Policy
Detail:
Size=819
2
Device
Detail:
NTP
Servers=;
Policy
Detail:
NTP
Servers=;



Use AAA Service
Forbid PAD
Service

Require Enable
Password

Use Defined
SNMP Access
Control List

Use Defined
Severity Level for
Console Logging
Forbid BOOTP
Server

Use Defined
Severity Level for
Console Logging
Use Defined AAA
Servers and
Protocols

Forbid IP Source
Routing

Use Defined
SNMP
Community
Strings and
Access Control
Use Defined AAA
Methods for User
Login
Authentication
Use Defined AAA
Methods for User
Login
Authentication
Use Time
Stamps for
Logging

Bind TACACS+

aaa new-model
no service pad

enable password

access-list SNMP_ACL permit
SNMP_ACL_BLOCK_WITH_MASK

logging console

no ip bootp server

logging console

tacacs-server host

no ip source-route

snmp-server community

aaa authentication login

aaa authentication login

service timestamps log
ip tacacs source-interface

middle2-sw

middle2-sw

middle2-sw

middle2-sw

middle2-sw

middle2-sw

middle2-sw

middle2-sw

middle2-sw

middle2-sw

middle2-sw

middle2-sw

middle2-sw
middle2-sw
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62.44.110.251

62.44.110.251

62.44.110.251

62.44.110.251

62.44.110.251

62.44.110.251

62.44.110.251

62.44.110.251

62.44.110.251

62.44.110.251

62.44.110.251

62.44.110.251

62.44.110.251
62.44.110.251

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed
Failed

Instancel
d: Access
List:9
Policy
Detail:
ace
:=user-
input;
Device
Detail:
Severity=
disable;
Policy
Detail:
Severity=
emergenc
ies;

Device
Detail:
Severity=
disable;
Policy
Detail:
Severity=
critical;

Required
communit
y string(s)
not found
Device
Detail:
ro=;
Policy
Detail:
ro=myr

Kk k



Service to
Loopback
Interface

Bind Trap
Service to
Loopback
Interface

Use Defined TCP
Synwait Time
Forbid IP
Unreachable
Messages for
Null Interface
Use Defined AAA
Methods for
Enable Mode
Authentication
Use Unicast
Reverse Path
Forwarding

Use Defined
Loopback
Interface

Require
Password
Encryption
Service

Use Defined
Syslog Servers
Bind Logging
Service to
Loopback
Interface

Use Defined VTY
Access Control
List

Use
Authenticated
NTP

Use Defined AAA

Loopback

snmp-server trap-source Loopback

ip tcp synwait-time

no ip unreachables

aaa authentication enable
ip verify source unicast reachable-

via

interface Loopback

service password-encryption

logging server

logging source-interface Loopback

access-list VTY_ACL permit
VTY_ACL_BLOCK_WITH_MASK

ntp authenticate
aaa authentication enable

middle2-sw

middle2-sw

middle2-sw

middle2-sw

middle2-sw

middle2-sw

middle2-sw

middle2-sw

middle2-sw

middle2-sw

middle2-sw
middle2-sw
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62.44.110.251

62.44.110.251

62.44.110.251

62.44.110.251

62.44.110.251

62.44.110.251

62.44.110.251

62.44.110.251

62.44.110.251

62.44.110.251

62.44.110.251
62.44.110.251

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed
Failed

Device
Detail:
Synwait
Time=30;
Policy
Detail:
Synwait
Time=10;

Device
Detail:
Log
Servers=
Not
defined;
Policy
Detail:
Log
Servers=
Any is ok;

Instancel
d: Access
List:10
Policy
Detail:
ace
:=user-
input;



Methods for
Enable Mode
Authentication
Require TCP-
Keepalives-In
Service

service tcp-keepalives-in

JlaHHM 32 yCTPONCTBO: rec-gw

Policy Name

Use Defined
SNMP Access
Control List
Forbid UDP
Small Servers
Service

Bind Trap
Service to
Loopback
Interface

Forbid BOOTP
Server

Use Defined AAA
Methods for User
Login
Authentication
Bind NTP Service
to Loopback
Interface

Use
Authenticated
NTP

Forbid Gratuitous
ARP

Use Defined VTY
Access Control
List

Use Defined
Severity Level for
Console Logging
Forbid IP Source
Routing

Bind FTP Service
to Loopback
Interface

Forbid IP
Redirect
Message

Forbid IP
Redirect
Message

Forbid IP

Alias

access-list SNMP_ACL
permit
SNMP_ACL_BLOCK_WITH
_MASK

no service udp-small-servers
snmp-server trap-source

Loopback

no ip bootp server

aaa authentication login

ntp source Loopback

ntp authenticate
no ip gratuitous-arps
access-list VTY_ACL permit

VTY_ACL_BLOCK_WITH_
MASK

logging console

no ip source-route

ip ftp source-interface
Loopback

no ip redirects

no ip redirects
no ip redirects

middle2-sw

Device

Name IP Address
rec-gw 62.44.110.2
rec-gw 62.44.110.2
rec-gw 62.44.110.2
rec-gw 62.44.110.2
rec-gw 62.44.110.2
rec-gw 62.44.110.2
rec-gw 62.44.110.2
rec-gw 62.44.110.2
rec-gw 62.44.110.2
rec-gw 62.44.110.2
rec-gw 62.44.110.2
rec-gw 62.44.110.2
rec-gw 62.44.110.2
rec-gw 62.44.110.2
rec-gw 62.44.110.2
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62.44.110.251

Results

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed
Failed

Failed

Details

Instanceld: Access
List:9

Policy Detail: ace
:=user-input;

The device is not
configured with NTP
authentication.

Instanceld: Access
List:10

Policy Detail: ace
:=user-input;

Device Detail:
Severity=disable;
Policy Detail:
Severity=emergencies

Instanceld: Serial1

Instanceld: Serial0
Instanceld: EthernetO



Redirect
Message

Use Defined
Timeout for Login
Sessions

Use Defined
Timeout for Login
Sessions

Use Defined
Timeout for Login
Sessions

Forbid CDP

Use Defined
Logging Buffer
Size

Use Defined
Timeout for Login
Sessions

Use Defined
Timeout for Login
Sessions

Use Defined
Timeout for Login
Sessions
Require
Encrypted
Password for
Local Users
Forbid Proxy
ARP

Forbid Proxy
ARP

Forbid Proxy
ARP

Require MOTD
Banner

Use Defined
Severity Level for
Console Logging
Use Defined SSH
and Telnet
Access Control
Use Defined SSH
and Telnet
Access Control
Use Defined SSH
and Telnet
Access Control
Forbid Summer
Time Clock
Require
Sequence
Numbers in Log
Messages

Use Defined
Time Zone

exec-timeout

exec-timeout

exec-timeout
no cdp run

logging buffered

exec-timeout

exec-timeout

exec-timeout

username xyz password 7

no ip proxy-arp

no ip proxy-arp

no ip proxy-arp

banner motd

logging console

access-class

access-class

access-class

no clock summer-time

service sequence-numbers

clock timezone

rec-gw

rec-gw

rec-gw
rec-gw

rec-gw

rec-gw

rec-gw

rec-gw

rec-gw

rec-gw

rec-gw

rec-gw

rec-gw

rec-gw

rec-gw

rec-gw

rec-gw

rec-gw

rec-gw

rec-gw
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62.44.110.2

62.44.110.2

62.44.110.2
62.44.110.2

62.44.110.2

62.44.110.2

62.44.110.2

62.44.110.2

62.44.110.2

62.44.110.2

62.44.110.2

62.44.110.2

62.44.110.2

62.44.110.2

62.44.110.2

62.44.110.2

62.44.110.2

62.44.110.2

62.44.110.2

62.44.110.2

Failed

Failed

Failed
Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Instanceld: line vty 2 4

Instanceld: line vty 0 1

Instanceld: line con 0
Device Detail:
Size=empty;

Policy Detail:
Size=8192;

Instanceld: line vty 2 4

Instanceld: line vty 0 1

Instanceld: line con 0

Instanceld: ach
gOI&lt;or8Re
Instanceld: Serial1
Instanceld: Serial0
Instanceld: EthernetO
Device Detail:
Severity=disable;

Policy Detail:
Severity=critical;

Instanceld: line con 0

Instanceld: line vty 2 4

Instanceld: line vty 0 1

Device Detail:
Timezone
name=GMT+2;Timezo
ne offset=2;



Use Unicast
Reverse Path
Forwarding

Use Unicast
Reverse Path
Forwarding

Use Unicast
Reverse Path
Forwarding

Use Defined AAA
Servers and
Protocols

Use Defined AAA
Methods for User
Login
Authentication

Use Defined
SNMP Access
Control List

Use AAA-Based
Accounting

Use Defined AAA
Methods for User
Login
Authentication
Forbid NTP
Server service
Forbid NTP
Server service
Forbid NTP
Server service

Use Defined TCP
Synwait Time
Forbid Auxiliary
Port

Use AAA Service
Require SSH for
Remote Device
Access

Require SSH for
Remote Device
Access

Use Defined AAA
Methods for
Enable Mode
Authentication
Use Defined AAA
Methods for
Enable Mode
Authentication
Forbid PAD
Service

Use Defined

ip verify source unicast
reachable-via

ip verify source unicast
reachable-via

ip verify source unicast
reachable-via

tacacs-server host

aaa authentication login
access-list SNMP_ACL
permit
SNMP_ACL_BLOCK_WITH

_MASK

aaa accounting

aaa authentication login
ntp disable
ntp disable

ntp disable

ip tcp synwait-time
no exec
aaa new-model

transport input ssh

transport input ssh

aaa authentication enable

aaa authentication enable

no service pad
clock timezone

rec-gw

rec-gw

rec-gw

rec-gw

rec-gw

rec-gw

rec-gw

rec-gw

rec-gw

rec-gw

rec-gw

rec-gw

rec-gw

rec-gw

rec-gw

rec-gw

rec-gw

rec-gw

rec-gw
rec-gw

-92 .

62.44.110.2

62.44.110.2

62.44.110.2

62.44.110.2

62.44.110.2

62.44.110.2

62.44.110.2

62.44.110.2

62.44.110.2

62.44.110.2

62.44.110.2

62.44.110.2

62.44.110.2

62.44.110.2

62.44.110.2

62.44.110.2

62.44.110.2

62.44.110.2

62.44.110.2
62.44.110.2

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed
Failed

Policy Detail:
Timezone
name=UTC;Timezone
offset=0;

Instanceld: Serial1

Instanceld: Serial0

Instanceld: EthernetO

Instanceld: Access
List:9

Policy Detail: ace
:=user-input;

Instanceld: Serial1
Instanceld: Serial0
Instanceld: EthernetO
Device Detail: Synwait
Time=30;

Policy Detail: Synwait
Time=10;

Instanceld: line vty 2 4

Instanceld: line vty 0 1

Device Detail:



Time Zone

Forbid TCP Small
Servers Service
Bind TACACS+
Service to
Loopback
Interface

Require TCP-
Keepalives-In
Service

Forbid HTTP
Service

Use Defined AAA
Methods for
Enable Mode
Authentication

Use Defined
Logging Buffer
Size

Require
Encrypted Line
Password
Require
Encrypted Line
Password

Use Defined
SNMP
Community
Strings and
Access Control
Use Defined
Loopback
Interface
Forbid IP
Unreachable
Messages for
Null Interface

Use Defined VTY
Access Control
List

Forbid IP
Unreachable
Message
Forbid IP
Unreachable
Message
Forbid IP
Unreachable
Message

Bind Logging
Service to

no service tcp-small-servers

ip tacacs source-interface
Loopback

service tcp-keepalives-in

no ip http server

aaa authentication enable

logging buffered

(config-line)#password 7

(config-line)#password 7

snmp-server community

interface Loopback

no ip unreachables

access-list VTY_ACL permit
VTY_ACL_BLOCK _WITH_
MASK

no ip unreachables

no ip unreachables

no ip unreachables
logging source-interface
Loopback

rec-gw

rec-gw

rec-gw

rec-gw

rec-gw

rec-gw

rec-gw

rec-gw

rec-gw

rec-gw

rec-gw

rec-gw

rec-gw

rec-gw

rec-gw

rec-gw
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62.44.110.2

62.44.110.2

62.44.110.2

62.44.110.2

62.44.110.2

62.44.110.2

62.44.110.2

62.44.110.2

62.44.110.2

62.44.110.2

62.44.110.2

62.44.110.2

62.44.110.2

62.44.110.2

62.44.110.2

62.44.110.2

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Timezone
name=GMT+2;Timezo
ne offset=2;

Policy Detail:
Timezone
name=UTC;Timezone
offset=0;

Device Detail:
Size=empty;
Policy Detail:
Size=16000;

Instanceld: line vty 2 4

Instanceld: line vty 0 1
Required community
string(s) not found
Device Detail:
ro=JOTU**** big****;
Policy Detail:
ro=myr***;

Loopback interface
mismatched or
missed.

Instanceld: Access
List:10

Policy Detail: ace
:=user-input;

Instanceld: Serial1

Instanceld: Serial0

Instanceld: EthernetO



Loopback
Interface
Require TCP-

Keepalives-Out

Service

service tcp-keepalives-out

Hannu 3a yctpoiictBo: rec-13sw

Policy Name
Use Defined
SNMP
Access
Control List
Bind Trap
Service to
Loopback
Interface
Forbid
BOOTP
Server

Use Defined
AAA Methods
for User Login
Authentication
Bind NTP
Service to
Loopback
Interface

Use
Authenticated
NTP

Forbid
Gratuitous
ARP

Use Defined
VTY Access
Control List
Use Defined
Severity Level
for Console
Logging
Forbid IP
Source
Routing
Require
Password
Encryption
Service
Bind FTP
Service to
Loopback
Interface
Forbid IP
Redirect
Message

Alias

access-list SNMP_ACL permit
SNMP_ACL_BLOCK_WITH_M
ASK

snmp-server trap-source
Loopback

no ip bootp server

aaa authentication login

ntp source Loopback

ntp authenticate

no ip gratuitous-arps
access-list VTY_ACL permit

VTY_ACL_BLOCK_WITH_MA
SK

logging console

no ip source-route

service password-encryption

ip ftp source-interface
Loopback

no ip redirects

rec-gw

Device

Name

rec-13sw

rec-13sw

rec-13sw

rec-13sw

rec-13sw

rec-13sw

rec-13sw

rec-13sw

rec-13sw

rec-13sw

rec-13sw

rec-13sw

rec-13sw
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62.44.110.2 Failed

IP Address Results
62.44.110.3 Failed
62.44.110.3 Failed
62.44.110.3 Failed
62.44.110.3 Failed
62.44.110.3 Failed
62.44.110.3 Failed
62.44.110.3 Failed
62.44.110.3 Failed
62.44.110.3 Failed
62.44.110.3 Failed
62.44.110.3 Failed
62.44.110.3 Failed
62.44.110.3 Failed

Details

Instanceld: Access
List:9

Policy Detail: ace
:=user-input;

The device is not
configured with NTP
authentication.

Instanceld: Access
List:10

Policy Detail: ace
:=user-input;

Device Detail:
Severity=disable;
Policy Detail:
Severity=emergencies;

Instanceld: VIan192



Forbid IP
Redirect
Message
Forbid IP
Redirect
Message
Forbid IP
Redirect
Message
Forbid IP
Redirect
Message
Forbid IP
Redirect
Message
Forbid IP
Redirect
Message

Use Defined
Logging
Buffer Size
Require
Encrypted
Password for
Local Users
Forbid Proxy
ARP

Forbid Proxy
ARP

Forbid Proxy
ARP

Forbid Proxy
ARP

Forbid Proxy
ARP

Forbid Proxy
ARP

Forbid Proxy
ARP
Require
MOTD
Banner

Use Defined

Severity Level

for Console
Logging
Use Defined
SSH and

Telnet Access

Control
Use Defined
SSH and

Telnet Access

Control
Use Defined
SSH and

Telnet Access

Control
Forbid

no ip redirects

no ip redirects

no ip redirects

no ip redirects

no ip redirects

no ip redirects

logging buffered

username xyz password 7
no ip proxy-arp
no ip proxy-arp
no ip proxy-arp
no ip proxy-arp
no ip proxy-arp
no ip proxy-arp

no ip proxy-arp

banner motd

logging console

access-class

access-class

access-class
no clock summer-time

rec-13sw

rec-13sw

rec-13sw

rec-13sw

rec-13sw

rec-13sw

rec-13sw

rec-I3sw
rec-I3sw
rec-I3sw
rec-I3sw
rec-I3sw
rec-I3sw
rec-I3sw

rec-13sw

rec-13sw

rec-13sw

rec-13sw

rec-13sw

rec-13sw
rec-13sw
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62.44.110.3

62.44.110.3

62.44.110.3

62.44.110.3

62.44.110.3

62.44.110.3

62.44.110.3

62.44.110.3

62.44.110.3

62.44.110.3

62.44.110.3

62.44.110.3

62.44.110.3

62.44.110.3

62.44.110.3

62.44.110.3

62.44.110.3

62.44.110.3

62.44.110.3

62.44.110.3
62.44.110.3

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed
Failed
Failed
Failed
Failed
Failed
Failed

Failed

Failed

Failed

Failed

Failed

Failed
Failed

Instanceld: VIan118

Instanceld: Vlan114

Instanceld: Vlan112

Instanceld: VIan110

Instanceld:
FastEthernet0/24

Instanceld:
FastEthernet0/7
Device Detail:
Size=empty;
Policy Detail:
Size=8192;

Instanceld: ach get
clear time g0l
Instanceld: VIan192
Instanceld: VIan118
Instanceld: Vlan114
Instanceld: Vlan112
Instanceld: VIan110
Instanceld:
FastEthernet0/24

Instanceld:
FastEthernet0/7

Device Detail:
Severity=disable;
Policy Detail:
Severity=critical;

Instanceld: line con 0

Instanceld: line vty 5 15

Instanceld: line vty 0 4



Summer Time
Clock

Require
Sequence
Numbers in
Log
Messages

Use Defined
Time Zone
Use Unicast
Reverse Path
Forwarding
Use Unicast
Reverse Path
Forwarding
Use Unicast
Reverse Path
Forwarding
Use Unicast
Reverse Path
Forwarding
Use Unicast
Reverse Path
Forwarding
Use Unicast
Reverse Path
Forwarding
Use Unicast
Reverse Path
Forwarding
Use Defined
AAA Servers
and Protocols
Use Defined
AAA Methods
for User Login
Authentication
Use Defined
SNMP
Access
Control List
Use AAA-
Based
Accounting
Use Defined
AAA Methods
for User Login
Authentication
Forbid NTP
Server
service
Forbid NTP
Server
service
Forbid NTP

service sequence-numbers

clock timezone

ip verify source unicast
reachable-via

ip verify source unicast
reachable-via

ip verify source unicast
reachable-via

ip verify source unicast
reachable-via

ip verify source unicast
reachable-via

ip verify source unicast
reachable-via

ip verify source unicast

reachable-via

tacacs-server host

aaa authentication login

access-list SNMP_ACL permit
SNMP_ACL_BLOCK_WITH_M

ASK

aaa accounting

aaa authentication login

ntp disable

ntp disable
ntp disable

rec-13sw

rec-13sw

rec-13sw

rec-13sw

rec-13sw

rec-13sw

rec-13sw

rec-13sw

rec-13sw

rec-13sw

rec-13sw

rec-13sw

rec-13sw

rec-13sw

rec-13sw

rec-13sw
rec-13sw
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62.44.110.3

62.44.110.3

62.44.110.3

62.44.110.3

62.44.110.3

62.44.110.3

62.44.110.3

62.44.110.3

62.44.110.3

62.44.110.3

62.44.110.3

62.44.110.3

62.44.110.3

62.44.110.3

62.44.110.3

62.44.110.3
62.44.110.3

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed
Failed

Device Detail:
Timezone
name=GMT+2;Timezo
ne offset=2;

Policy Detail: Timezone
name=UTC;Timezone
offset=0;

Instanceld: VIan192

Instanceld: VIan118

Instanceld: Vlan114

Instanceld: Vlan112

Instanceld: VIan110

Instanceld:
FastEthernet0/24

Instanceld:
FastEthernet0/7

Instanceld: Access
List:9

Policy Detail: ace
:=user-input;

Instanceld: VIan192

Instanceld: VIan118
Instanceld: Vlan114



Server
service
Forbid NTP
Server
service
Forbid NTP
Server
service
Forbid NTP
Server
service
Forbid NTP
Server
service

Use Defined
TCP Synwait
Time
Require SSH
for Remote
Device
Access
Require SSH
for Remote
Device
Access

Forbid Private
Source
Addresses on
Inbound
Traffic

Forbid Private
Source
Addresses on
Inbound
Traffic

Forbid Private
Source
Addresses on
Inbound
Traffic

Forbid Private
Source
Addresses on
Inbound

ntp disable

ntp disable

ntp disable

ntp disable

ip tcp synwait-time

transport input ssh

transport input ssh

deny ip RFC 1918

deny ip RFC 1918

deny ip RFC 1918

deny ip RFC 1918

rec-I3sw

rec-13sw

rec-13sw

rec-13sw

rec-13sw

rec-13sw

rec-13sw

rec-13sw

rec-13sw

rec-13sw

rec-13sw
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62.44.110.3

62.44.110.3

62.44.110.3

62.44.110.3

62.44.110.3

62.44.110.3

62.44.110.3

62.44.110.3

62.44.110.3

62.44.110.3

62.44.110.3

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Instanceld: Vlan112

Instanceld: VIan110

Instanceld:
FastEthernet0/24

Instanceld:
FastEthernet0/7
Device Detail: Synwait
Time=30;

Policy Detail: Synwait
Time=10;

Instanceld: line vty 5 15

Instanceld: line vty 0 4
Instanceld: Vlan192
Policy Detail: ace
=10.0.0.0
0.255.255.255;ace
=172.16.0.0
0.15.255.255;ace
=192.168.0.0
0.0.255.255;ace
=127.0.0.0
0.255.255.255;
Instanceld: VIan118
Policy Detail: ace
=10.0.0.0
0.255.255.255;ace
=172.16.0.0
0.15.255.255;ace
=192.168.0.0
0.0.255.255;ace
=127.0.0.0
0.255.255.255;
Instanceld: Vlan114
Policy Detail: ace
=10.0.0.0
0.255.255.255;ace
=172.16.0.0
0.15.255.255;ace
=192.168.0.0
0.0.255.255;ace
=127.0.0.0
0.255.255.255;
Instanceld: Vlan112
Policy Detail: ace
=10.0.0.0
0.255.255.255;ace



Traffic

Forbid Private
Source
Addresses on
Inbound
Traffic

Use AAA
Service

Forbid Private
Source
Addresses on
Inbound
Traffic

Forbid Private
Source
Addresses on
Inbound
Traffic

Use Defined
AAA Methods
for Enable
Mode
Authentication
Use Defined
AAA Methods
for Enable
Mode
Authentication

Use Defined
Time Zone
Use Defined
Trap Servers
Bind

deny ip RFC 1918

aaa new-model

deny ip RFC 1918

deny ip RFC 1918

aaa authentication enable

aaa authentication enable

clock timezone

snmp-server host trap server
ip tacacs source-interface

rec-13sw

rec-13sw

rec-13sw

rec-13sw

rec-13sw

rec-13sw

rec-13sw

rec-13sw
rec-13sw

-08 -

62.44.110.3 Failed

62.44.110.3 Failed

62.44.110.3 Failed

62.44.110.3 Failed

62.44.110.3 Failed

62.44.110.3 Failed

62.44.110.3 Failed

62.44.110.3 Failed
62.44.110.3 Failed

=172.16.0.0
0.15.255.255;ace
=192.168.0.0
0.0.255.255;ace
=127.0.0.0
0.255.255.255;
Instanceld: VIan110
Policy Detail: ace
=10.0.0.0
0.255.255.255;ace
=172.16.0.0
0.15.255.255;ace
=192.168.0.0
0.0.255.255;ace
=127.0.0.0
0.255.255.255;

Instanceld:
FastEthernet0/24
Policy Detail: ace
=10.0.0.0
0.255.255.255;ace
=172.16.0.0
0.15.255.255;ace
=192.168.0.0
0.0.255.255;ace
=127.0.0.0
0.255.255.255;
Instanceld:
FastEthernet0/7
Policy Detail: ace
=10.0.0.0
0.255.255.255;ace
=172.16.0.0
0.15.255.255;ace
=192.168.0.0
0.0.255.255;ace
=127.0.0.0
0.255.255.255;

Device Detail:
Timezone

name=GMT+2;Timezo

ne offset=2;

Policy Detail: Timezone
name=UTC;Timezone

offset=0;



TACACS+
Service to
Loopback
Interface
Require TCP-
Keepalives-In
Service

Use Defined
AAA Methods
for Enable
Mode
Authentication

Use Defined
Logging
Buffer Size
Require
Encrypted
Line
Password
Require
Encrypted
Line
Password
Require
Encrypted
Line
Password
Use Defined
SNMP
Community
Strings and
Access
Control

Use Defined
Loopback
Interface
Forbid IP
Unreachable
Messages for
Null Interface

Use Defined
VTY Access
Control List
Forbid IP
Unreachable
Message
Forbid IP
Unreachable
Message
Forbid IP
Unreachable
Message
Forbid IP
Unreachable
Message
Forbid IP
Unreachable
Message

Loopback

service tcp-keepalives-in

aaa authentication enable

logging buffered

(config-line)#password 7

(config-line)#password 7

(config-line)#password 7

snmp-server community

interface Loopback

no ip unreachables

access-list VTY_ACL permit
VTY_ACL_BLOCK_WITH_MA
SK

no ip unreachables

no ip unreachables

no ip unreachables

no ip unreachables

no ip unreachables

rec-13sw

rec-13sw

rec-13sw

rec-13sw

rec-13sw

rec-13sw

rec-13sw

rec-13sw

rec-13sw

rec-13sw

rec-13sw

rec-13sw

rec-13sw

rec-13sw

rec-13sw
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62.44.110.3

62.44.110.3

62.44.110.3

62.44.110.3

62.44.110.3

62.44.110.3

62.44.110.3

62.44.110.3

62.44.110.3

62.44.110.3

62.44.110.3

62.44.110.3

62.44.110.3

62.44.110.3

62.44.110.3

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Device Detail:
Size=empty;
Policy Detail:
Size=16000;

Instanceld: line vty 5 15

Instanceld: line vty 0 4

Instanceld: line con 0
Required community
string(s) not found
Device Detail:
ro=EXTt**** bio****;
Policy Detail:
ro=myr***;

Loopback interface
mismatched or missed.

Instanceld: Access
List:10

Policy Detail: ace
:=user-input;

Instanceld: VIan192

Instanceld: VIan118

Instanceld: Vlan114

Instanceld: Vlan112

Instanceld: VIan110



Forbid IP
Unreachable
Message
Forbid IP
Unreachable
Message
Bind Logging
Service to
Loopback
Interface
Require TCP-
Keepalives-
Out Service
Use Defined
SSH and
Telnet Access
Control

Jannu 3a

Policy Name

Use Defined
SNMP Access
Control List
Bind Trap
Service to
Loopback
Interface
Forbid
BOOTP
Server

Use Defined
AAA Methods
for User Login
Authentication
Bind NTP
Service to
Loopback
Interface

Use
Authenticated
NTP

Forbid
Gratuitous
ARP

Use Defined
VTY Access
Control List
Use Defined
Severity Level
for Console
Logging
Forbid IP
Source
Routing
Require
Password

no ip unreachables

no ip unreachables

logging source-interface
Loopback

service tcp-keepalives-out

access-class

YCTPOMCTBO: iv-13sw

Alias

access-list SNMP_ACL
permit
SNMP_ACL_BLOCK_WIT
H_MASK

snmp-server trap-source
Loopback

no ip bootp server

aaa authentication login

ntp source Loopback

ntp authenticate

no ip gratuitous-arps
access-list VTY_ACL
permit
VTY_ACL_BLOCK_WITH_
MASK

logging console

no ip source-route
service password-
encryption

rec-13sw

rec-13sw

rec-13sw

rec-13sw

rec-13sw

Device
Name

iv-13sw

iv-13sw

iv-13sw

iv-13sw

iv-13sw

iv-13sw

iv-13sw

iv-13sw

iv-13sw

iv-13sw

iv-13sw
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62.44.110.3

62.44.110.3

62.44.110.3

62.44.110.3

62.44.110.3

IP Address

62.44.120.3

62.44.120.3

62.44.120.3

62.44.120.3

62.44.120.3

62.44.120.3

62.44.120.3

62.44.120.3

62.44.120.3

62.44.120.3

62.44.120.3

Failed

Failed

Failed

Failed

Failed

Result
s

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Instanceld:
FastEthernet0/24

Instanceld:
FastEthernet0/7

Instanceld: line vty 5 15

Details

Instanceld: Access
List:9

Policy Detail: ace
:=user-input;

The device is not
configured with NTP
authentication.

Instanceld: Access
List:10

Policy Detail: ace
:=user-input;

Device Detail:
Severity=disable;
Policy Detail:
Severity=emergencies;



Encryption
Service
Bind FTP
Service to
Loopback
Interface
Forbid IP
Redirect
Message
Forbid IP
Redirect
Message
Forbid IP
Redirect
Message

Use Defined
Logging Buffer
Size

Require
Encrypted
Password for
Local Users
Forbid Proxy
ARP

Forbid Proxy
ARP

Forbid Proxy
ARP

Require
MOTD Banner
Use Defined
Severity Level
for Console
Logging

Use Defined
SSH and
Telnet Access
Control

Use Defined
SSH and
Telnet Access
Control

Use Defined
SSH and
Telnet Access
Control

Forbid
Summer Time
Clock
Require
Sequence
Numbers in
Log Messages

Use Defined
Time Zone

ip ftp source-interface
Loopback

no ip redirects

no ip redirects

no ip redirects

logging buffered

username xyz password 7

no ip proxy-arp

no ip proxy-arp

no ip proxy-arp

banner motd

logging console

access-class

access-class

access-class

no clock summer-time

service sequence-numbers

clock timezone

iv-13sw

iv-13sw

iv-13sw

iv-13sw

iv-13sw

iv-13sw

iv-13sw

iv-13sw

iv-13sw

iv-13sw

iv-13sw

iv-13sw

iv-13sw

iv-13sw

iv-13sw

iv-13sw

iv-13sw
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62.44.120.3

62.44.120.3

62.44.120.3

62.44.120.3

62.44.120.3

62.44.120.3

62.44.120.3

62.44.120.3

62.44.120.3

62.44.120.3

62.44.120.3

62.44.120.3

62.44.120.3

62.44.120.3

62.44.120.3

62.44.120.3

62.44.120.3

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Instanceld: VIan120

Instanceld:
FastEthernet0/15

Instanceld:
FastEthernet0/7
Device Detail:
Size=empty;
Policy Detail:
Size=8192;

Instanceld: ach get
clear time g0l

Instanceld: VIan120
Instanceld:
FastEthernet0/15
Instanceld:
FastEthernet0/7

Device Detail:
Severity=disable;
Policy Detail:
Severity=critical;

Instanceld: line con 0

Instanceld: line vty 5 15

Instanceld: line vty 0 4

Device Detail:
Timezone
name=GMT+2;Timezon
e offset=2;

Policy Detail: Timezone
name=UTC;Timezone



Use Unicast
Reverse Path
Forwarding
Use Unicast
Reverse Path
Forwarding
Use Unicast
Reverse Path
Forwarding
Use Defined
AAA Servers
and Protocols
Use Defined
AAA Methods
for User Login
Authentication

Use Defined
SNMP Access
Control List
Use AAA-
Based
Accounting
Use Defined
AAA Methods
for User Login
Authentication
Forbid NTP
Server service
Forbid NTP
Server service
Forbid NTP
Server service

Use Defined
TCP Synwait
Time

Use AAA
Service
Require SSH
for Remote
Device Access
Require SSH
for Remote
Device Access

Forbid Private
Source
Addresses on
Inbound
Traffic

Forbid Private
Source
Addresses on
Inbound

ip verify source unicast
reachable-via

ip verify source unicast
reachable-via

ip verify source unicast
reachable-via

tacacs-server host

aaa authentication login
access-list SNMP_ACL
permit
SNMP_ACL_BLOCK_WIT
H_MASK

aaa accounting

aaa authentication login

ntp disable

ntp disable

ntp disable

ip tcp synwait-time

aaa new-model

transport input ssh

transport input ssh

deny ip RFC 1918

deny ip RFC 1918

iv-13sw

iv-13sw

iv-13sw

iv-13sw

iv-13sw

iv-13sw

iv-13sw

iv-13sw

iv-13sw

iv-13sw

iv-13sw

iv-13sw

iv-13sw

iv-13sw

iv-13sw

iv-13sw

iv-13sw
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62.44.120.3

62.44.120.3

62.44.120.3

62.44.120.3

62.44.120.3

62.44.120.3

62.44.120.3

62.44.120.3

62.44.120.3

62.44.120.3

62.44.120.3

62.44.120.3

62.44.120.3

62.44.120.3

62.44.120.3

62.44.120.3

62.44.120.3

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

offset=0;

Instanceld: Vlan120

Instanceld:
FastEthernet0/15

Instanceld:
FastEthernet0/7

Instanceld: Access
List:9

Policy Detail: ace
:=user-input;

Instanceld: VIan120
Instanceld:
FastEthernet0/15
Instanceld:
FastEthernet0/7
Device Detail: Synwait
Time=30;

Policy Detail: Synwait
Time=10;

Instanceld: line vty 5 15

Instanceld: line vty 0 4
Instanceld: VIan120
Policy Detail: ace
=10.0.0.0
0.255.255.255;ace
=172.16.0.0
0.15.255.255;ace
=192.168.0.0
0.0.255.255;ace
=127.0.0.0
0.255.255.255;
Instanceld:
FastEthernet0/7
Policy Detail: ace
=10.0.0.0



Traffic

Forbid Private
Source
Addresses on
Inbound
Traffic

Use Defined
AAA Methods
for Enable
Mode
Authentication
Use Defined
AAA Methods
for Enable
Mode
Authentication

Use Defined
Time Zone
Use Defined
Trap Servers
Bind
TACACS+
Service to
Loopback
Interface
Require TCP-
Keepalives-In
Service

Use Defined
AAA Methods
for Enable
Mode
Authentication

Use Defined
Logging Buffer
Size

Require
Encrypted
Line Password
Require
Encrypted
Line Password

deny ip RFC 1918

aaa authentication enable

aaa authentication enable

clock timezone
snmp-server host trap
server

ip tacacs source-interface
Loopback

service tcp-keepalives-in

aaa authentication enable

logging buffered

(config-line)#password 7

(config-line)#password 7

iv-13sw

iv-13sw

iv-13sw

iv-13sw

iv-13sw

iv-13sw

iv-13sw

iv-13sw

iv-13sw

iv-13sw

iv-13sw
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62.44.120.3

62.44.120.3

62.44.120.3

62.44.120.3

62.44.120.3

62.44.120.3

62.44.120.3

62.44.120.3

62.44.120.3

62.44.120.3

62.44.120.3

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

0.255.255.255;ace
=172.16.0.0
0.15.255.255;ace
=192.168.0.0
0.0.255.255;ace
=127.0.0.0
0.255.255.255;
Instanceld:
FastEthernet0/1
Policy Detail: ace
=10.0.0.0
0.255.255.255;ace
=172.16.0.0
0.15.255.255;ace
=192.168.0.0
0.0.255.255;ace
=127.0.0.0
0.255.255.255;

Device Detail:
Timezone
name=GMT+2;Timezon
e offset=2;

Policy Detail: Timezone
name=UTC;Timezone
offset=0;

Device Detail:
Size=empty;
Policy Detail:
Size=16000;

Instanceld: line vty 5 15

Instanceld: line vty 0 4



Require
Encrypted
Line Password
Use Defined
SNMP
Community
Strings and
Access
Control

Use Defined
Loopback
Interface
Forbid IP
Unreachable
Messages for
Null Interface

Use Defined
VTY Access
Control List
Forbid IP
Unreachable
Message
Forbid IP
Unreachable
Message
Forbid IP
Unreachable
Message
Bind Logging
Service to
Loopback
Interface
Require TCP-
Keepalives-
Out Service

(config-line)#password 7

snmp-server community

interface Loopback

no ip unreachables
access-list VTY_ACL
permit
VTY_ACL_BLOCK_WITH_
MASK

no ip unreachables

no ip unreachables

no ip unreachables

logging source-interface
Loopback

service tcp-keepalives-out

JlanHu 3a ycTpOMCTBO: iv-gWw

Policy Name

Use Defined
SNMP Access
Control List
Bind Trap
Service to
Loopback
Interface
Forbid
BOOTP
Server

Use Defined
AAA Methods
for User Login
Authentication
Bind NTP
Service to

Alias

access-list SNMP_ACL
permit
SNMP_ACL_BLOCK_WIT
H_MASK

snmp-server trap-source
Loopback

no ip bootp server

aaa authentication login

ntp source Loopback

iv-13sw

iv-13sw

iv-13sw

iv-13sw

iv-13sw

iv-13sw

iv-13sw

iv-13sw

iv-13sw

iv-13sw

Device
Name

iv-gw

iv-gw

iv-gw

iv-gw

iv-gw
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62.44.120.3

62.44.120.3

62.44.120.3

62.44.120.3

62.44.120.3

62.44.120.3

62.44.120.3

62.44.120.3

62.44.120.3

62.44.120.3

IP Address

62.44.120.2

62.44.120.2

62.44.120.2

62.44.120.2

62.44.120.2

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Result
s

Failed

Failed

Failed

Failed

Failed

Instanceld: line con 0
Required community
string(s) not found
Device Detail:
ro=EXTt**** bio****;
Policy Detail:

F*kk.

ro=myr***;

Loopback interface
mismatched or missed.

Instanceld: Access
List:10

Policy Detail: ace
:=user-input;

Instanceld: VIan120

Instanceld:
FastEthernet0/15

Instanceld:
FastEthernet0/7

Details

Instanceld: Access
List:9

Policy Detail: ace
:=user-input;



Loopback
Interface
Use
Authenticated
NTP

Forbid
Gratuitous
ARP

Use Cisco
Express
Forwarding

Use Defined
VTY Access
Control List
Use Defined
Severity Level
for Console
Logging

Bind FTP
Service to
Loopback
Interface
Forbid
External
Source
Addresses on
Outbound
Traffic

Forbid IP
Redirect
Message
Forbid IP
Redirect
Message
Forbid CDP
Use Defined
Logging Buffer
Size

Forbid IP
Redirect
Message
Require
Encrypted
Password for
Local Users
Forbid Proxy
ARP

Forbid Proxy
ARP

Forbid Proxy
ARP

Require
MOTD Banner
Use Defined
Severity Level
for Console
Logging

Use Defined
SSH and

ntp authenticate

no ip gratuitous-arps

ip cef

access-list VTY_ACL
permit

VTY_ACL_BLOCK_ WITH_
MASK

logging console

ip ftp source-interface
Loopback

deny ip RFC2827

no ip redirects

no ip redirects
no cdp run

logging buffered

no ip redirects

username xyz password 7
no ip proxy-arp
no ip proxy-arp
no ip proxy-arp

banner motd

logging console

access-class

iv-gw

iv-gw

iv-gw

iv-gw

iv-gw

iv-gw

iv-gw

iv-gw

iv-gw
iv-gw

iv-gw

iv-gw

iv-gw
iv-gw
iv-gw
iv-gw

iv-gw

iv-gw

iv-gw
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62.44.120.2

62.44.120.2

62.44.120.2

62.44.120.2

62.44.120.2

62.44.120.2

62.44.120.2

62.44.120.2

62.44.120.2
62.44.120.2

62.44.120.2

62.44.120.2

62.44.120.2

62.44.120.2

62.44.120.2

62.44.120.2

62.44.120.2

62.44.120.2

62.44.120.2

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed
Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

The device is not
configured with NTP
authentication.

Instanceld: Access
List:10

Policy Detail: ace
:=user-input;

Device Detail:
Severity=disable;
Policy Detail:
Severity=emergencies;

Instanceld: Ethernet0
Policy Detail: ace
=user-input;

Instanceld: Serial1

Instanceld: Serial0
Device Detail: Size=;

Policy Detail:
Size=8192;

Instanceld: EthernetO
Instanceld: ach get
clear time gOI
Instanceld: Serial1
Instanceld: Serial0
Instanceld: EthernetO
Device Detail:
Severity=disable;
Policy Detail:
Severity=critical;

Instanceld: line con 0



Telnet Access
Control

Use Defined
SSH and
Telnet Access
Control

Forbid
Summer Time
Clock
Require
Sequence
Numbers in
Log Messages

Use Defined
Time Zone
Use Unicast
Reverse Path
Forwarding
Use Defined
AAA Servers
and Protocols
Use Defined
AAA Methods
for User Login
Authentication

Use Defined
SNMP Access
Control List
Use AAA-
Based
Accounting
Use Defined
AAA Methods
for User Login
Authentication
Forbid NTP
Server service
Forbid NTP
Server service
Forbid NTP
Server service

Use Defined
TCP Synwait
Time

Use AAA
Service
Require SSH
for Remote
Device Access
Forbid Private
Source
Addresses on
Inbound

access-class

no clock summer-time

service sequence-numbers

clock timezone
ip verify source unicast

reachable-via

tacacs-server host

aaa authentication login
access-list SNMP_ACL
permit
SNMP_ACL_BLOCK_WIT
H_MASK

aaa accounting

aaa authentication login

ntp disable

ntp disable

ntp disable

ip tcp synwait-time

aaa new-model

transport input ssh

deny ip RFC 1918

iv-gw

iv-gw

iv-gw

iv-gw

iv-gw

iv-gw

iv-gw

iv-gw

iv-gw

iv-gw

iv-gw

iv-gw

iv-gw

iv-gw

iv-gw

iv-gw

iv-gw
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62.44.120.2

62.44.120.2

62.44.120.2

62.44.120.2

62.44.120.2

62.44.120.2

62.44.120.2

62.44.120.2

62.44.120.2

62.44.120.2

62.44.120.2

62.44.120.2

62.44.120.2

62.44.120.2

62.44.120.2

62.44.120.2

62.44.120.2

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Instanceld: line vty 0 4

Device Detail:
Timezone
name=GMT+2;Timezon
e offset=2;

Policy Detail: Timezone
name=UTC;Timezone
offset=0;

Instanceld: CEF not
enabled in device

Instanceld: Access
List:9

Policy Detail: ace
:=user-input;

Instanceld: Serial1
Instanceld: Serial0

Instanceld: Ethernet0

Device Detail: Synwait
Time=30;

Policy Detail: Synwait

Time=10;

Instanceld: line vty 0 4
Instanceld: EthernetO
Policy Detail: ace
=10.0.0.0
0.255.255.255;ace



Traffic

Use Defined
AAA Methods
for Enable
Mode
Authentication
Use Defined
AAA Methods
for Enable
Mode
Authentication
Forbid PAD
Service

Use Defined
Time Zone
Use Defined
Trap Servers
Bind
TACACS+
Service to
Loopback
Interface
Require TCP-
Keepalives-In
Service

Forbid HTTP
Service

Use Defined
AAA Methods
for Enable
Mode
Authentication
Use Defined
Logging Buffer
Size

Require
Encrypted
Line Password
Require
Encrypted
Line Password

Use Defined
SNMP
Community
Strings and
Access
Control

Use Defined
Loopback

aaa authentication enable

aaa authentication enable

no service pad

clock timezone
snmp-server host trap
server

ip tacacs source-interface
Loopback

service tcp-keepalives-in

no ip http server

aaa authentication enable

logging buffered

(config-line)#password 7

(config-line)#password 7

snmp-server community

interface Loopback

iv-gw

iv-gw

iv-gw

iv-gw

iv-gw

iv-gw

iv-gw

iv-gw

iv-gw

iv-gw

iv-gw

iv-gw

iv-gw

iv-gw
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62.44.120.2

62.44.120.2

62.44.120.2

62.44.120.2

62.44.120.2

62.44.120.2

62.44.120.2

62.44.120.2

62.44.120.2

62.44.120.2

62.44.120.2

62.44.120.2

62.44.120.2

62.44.120.2

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

=172.16.0.0
0.15.255.255;ace
=192.168.0.0
0.0.255.255;ace
=127.0.0.0
0.255.255.255;

Device Detail:
Timezone
name=GMT+2;Timezon
e offset=2;

Policy Detail: Timezone
name=UTC;Timezone
offset=0;

Device Detail: Size=;
Policy Detail:
Size=16000;

Instanceld: line vty 0 4

Instanceld: line con 0
Required community
string(s) not found
Device Detail:
ro=EXTt**** Hri***
bio****;

Policy Detail:
ro=myr***;

Loopback interface
mismatched or missed.



Interface
Forbid IP
Unreachable
Messages for
Null Interface

Use Defined
VTY Access
Control List
Forbid IP
Unreachable
Message
Forbid IP
Unreachable
Message
Forbid IP
Unreachable
Message
Bind Logging
Service to
Loopback
Interface
Require TCP-
Keepalives-
Out Service

no ip unreachables
access-list VTY_ACL
permit
VTY_ACL_BLOCK_WITH_
MASK

no ip unreachables

no ip unreachables

no ip unreachables

logging source-interface
Loopback

service tcp-keepalives-out

iv-gw

iv-gw

iv-gw

iv-gw

iv-gw

iv-gw

iv-gw

62.44.120.2

62.44.120.2

62.44.120.2

62.44.120.2

62.44.120.2

62.44.120.2

62.44.120.2

Failed

Instanceld: Access
List:10
Policy Detail: ace

Failed

Failed

Failed

Failed

Failed

Failed

:=user-input;

Instanceld: Serial1

Instanceld: Serial0

Instanceld: EthernetO

Hannu 3a ycrpoiictBo: wap4 (B crpagaTa Ha CY uma omre 3 wireless access point-a cbe
AHAJIOTHYHU KOH(UIYpaluM,cbOTBeTHO wapl, wap2, wap3 )

Policy Name
Use Defined
SNMP
Access
Control List
Bind Trap
Service to
Loopback
Interface
Forbid
BOOTP
Server

Bind NTP
Service to
Loopback
Interface
Use
Authenticated
NTP

Forbid
Gratuitous
ARP

Use Defined
VTY Access
Control List
Use Defined
Severity Level
for Console

Alias

access-list SNMP_ACL permit

SNMP_ACL_BLOCK_WITH_MASK

snmp-server trap-source Loopback

no ip bootp server

ntp source Loopback

ntp authenticate

no ip gratuitous-arps

access-list VTY_ACL permit

VTY_ACL_BLOCK_WITH_MASK

logging console

Device

Name

wap4

wap4

wap4

wap4

wap4

wap4

wap4

wap4
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IP Address

62.44.112.125

62.44.112.125

62.44.112.125

62.44.112.125

62.44.112.125

62.44.112.125

62.44.112.125

62.44.112.125

Results

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Details

Instanceld: Access
List:9

Policy Detail: ace
:=user-input;

The device is not
configured with NTP
authentication.

Instanceld: Access
List:10

Policy Detail: ace
:=user-input;

Device Detail:
Severity=debugging;
Policy Detail:



Logging

Forbid IP
Source
Routing
Bind FTP
Service to
Loopback
Interface
Forbid IP
Redirect
Message

Use Defined
NTP Server

Forbid CDP

Use Defined
Logging
Buffer Size
Use Defined
SSH Timeout
and
Authentication
Retries
Require
Encrypted
Password for
Local Users
Forbid Proxy
ARP

Require
MOTD
Banner

Use Defined
Severity Level
for Console
Logging

Use Defined
SSH and
Telnet Access
Control

Use Defined
SSH and
Telnet Access
Control

Use Defined
SSH and
Telnet Access
Control
Require
Sequence
Numbers in
Log
Messages
Use Unicast
Reverse Path
Forwarding
Use Defined

no ip source-route

ip ftp source-interface Loopback

no ip redirects

ntp server
no cdp run

logging buffered

ip ssh {time-out | authentication-
retries}

username xyz password 7

no ip proxy-arp

banner motd

logging console

access-class

access-class

access-class

service sequence-numbers

ip verify source unicast reachable-

via
aaa authentication login

wap4

wap4

wap4

wap4
wap4

wap4

wap4

wap4

wap4

wap4

wap4

wap4

wap4

wap4

wap4

wap4
wap4
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62.44.112.125

62.44.112.125

62.44.112.125

62.44.112.125
62.44.112.125

62.44.112.125

62.44.112.125

62.44.112.125

62.44.112.125

62.44.112.125

62.44.112.125

62.44.112.125

62.44.112.125

62.44.112.125

62.44.112.125

62.44.112.125
62.44.112.125

Failed

Failed

Failed

Failed
Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed
Failed

Severity=emergenci
es;

Instanceld: BVI1
Device Detail: NTP
Servers=;

Policy Detail: NTP
Servers=;

Device Detail:
Size=empty;
Policy Detail:
Size=8192;

Device Detail: time-
out=;retries=;
Policy Detail: time-
out=60;retries=2;

Instanceld: stefan
gol

Instanceld: BVI1

Device Detail:
Severity=debugging;
Policy Detail:
Severity=critical;

Instanceld: line con
0

Instanceld: line vty 5
15

Instanceld: line vty O
4

Instanceld: BVI1



AAA Methods
for User Login
Authentication
Use Defined
SNMP
Access
Control List
Use AAA-
Based
Accounting
Use Defined
AAA Methods
for User Login
Authentication
Forbid NTP
Server
service

Use Defined
TCP Synwait
Time

Use Defined
Syslog
Servers
Require SSH
for Remote
Device
Access
Require SSH
for Remote
Device
Access
Require AAA
Authentication
on Console
and VTY
Lines

Require AAA
Authentication
on Console
and VTY
Lines

Use Defined
AAA Methods
for Enable
Mode
Authentication
Use Defined
AAA Methods
for Enable
Mode
Authentication
Use Defined
Trap Servers
Bind
TACACS+
Service to
Loopback

access-list SNMP_ACL permit

SNMP_ACL_BLOCK_WITH_MASK

aaa accounting

aaa authentication login

ntp disable

ip tcp synwait-time

logging server

transport input ssh

transport input ssh

login authentication

login authentication

aaa authentication enable

aaa authentication enable

snmp-server host trap server

ip tacacs source-interface
Loopback

wap4

wap4

wap4

wap4

wap4

wap4

wap4

wap4

wap4

wap4

wap4

wap4

wap4

wap4
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62.44.112.125

62.44.112.125

62.44.112.125

62.44.112.125

62.44.112.125

62.44.112.125

62.44.112.125

62.44.112.125

62.44.112.125

62.44.112.125

62.44.112.125

62.44.112.125

62.44.112.125

62.44.112.125

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Instanceld: Access
List:9

Policy Detail: ace
:=user-input;

Instanceld: BVI1
Device Detail:
Synwait Time=30;
Policy Detail:
Synwait Time=10;
Device Detail: Log
Servers=Not
defined;

Policy Detail: Log
Servers=Any is ok;

Instanceld: line vty 5
15

Instanceld: line vty O
4

Instanceld: line vty 5
15

Instanceld: line vty O
4



Interface
Require TCP-
Keepalives-In
Service
Forbid HTTP
Service

Use Defined
Logging
Buffer Size
Require
Encrypted
Line
Password
Require
Encrypted
Line
Password
Require
Encrypted
Line
Password
Use Defined
AAA Methods
for Enable
Mode
Authentication
Use Defined
SNMP
Community
Strings and
Access
Control

Use Defined
Loopback
Interface
Forbid IP
Unreachable
Messages for
Null Interface

Use Defined
VTY Access
Control List
Forbid IP
Unreachable
Message
Bind Logging
Service to
Loopback
Interface
Require TCP-
Keepalives-
Out Service

service tcp-keepalives-in

no ip http server

logging buffered

(config-line)#password 7

(config-line)#password 7

(config-line)#password 7

aaa authentication enable

snmp-server community

interface Loopback

no ip unreachables

access-list VTY_ACL permit
VTY_ACL_BLOCK_WITH_MASK

no ip unreachables

logging source-interface Loopback

service tcp-keepalives-out

wap4

wap4

wap4

wap4

wap4

wap4

wap4

wap4

wap4

wap4

wap4

wap4

wap4

wap4
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62.44.112.125

62.44.112.125

62.44.112.125

62.44.112.125

62.44.112.125

62.44.112.125

62.44.112.125

62.44.112.125

62.44.112.125

62.44.112.125

62.44.112.125

62.44.112.125

62.44.112.125

62.44.112.125

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Failed

Device Detail:
Size=empty;
Policy Detail:
Size=16000;

Instanceld: line vty 5
15

Instanceld: line vty O
4

Instanceld: line con
0

Required community
string(s) not found
Device Detail:
ro=bio****;

Policy Detail:
ro=myr<**;
Loopback interface
mismatched or

missed.

Instanceld: Access
List:10

Policy Detail: ace
:=user-input;

Instanceld: BVI1



IIpunoxenne 2

Vazsumoctn 3a 10S 12.1(22)EA10 3a Cisco Catalist 2950:

Bug ID Fixed-in vesion Status Severity «
CSCec07477 Fixed 1
cat2950 reloads by bus error when it receives 12.1(19)EA1
SNMP polling packet
CSCsi92350 1st Found-In Fixed 1
Catalyst 2940/2950 reset with signal 10 12.1(22)EA10 ,no
exception other 10S are

affected(downgrade to

12.1(22)EA9

recommended)
CSCdy74233 12.1(11)EAla Fixed 2
Unexpected reload when receive ICMP control 12.1(12¢)EAL
message 12.1(22)EALl
CSCeas56745 Fixed 2

12.1(13)EA1b

Deferred frame counted, traffic delayed when 5", (14)EAI

duplex set as full
CSCsbh21972 12.2(18.9.20)SX4.1  Fixed 2
Tracebacks when both WCCP and Netflow are  12.2(30.9)S2

. 12.2(18)SXF2
configured 12.1(26.3)E

12.1(26)E4
CSCsi54602 12.1(20)EA1a Fixed 2
Traffic stopped after port role changed with 12.1
MST 12.1

CSCsi45840 12.1(27b)E2 Open 2
ARP requests for HSRP virtual IP may fail after 12.2(32.8.11)SX80

switchport cmd is used 12.2(18.9.1)SXF

CSCsb19159 12.2(18)SXF9 Fixed 2
Command copy const_nvram:vlan.dat startup-  12.2(18.8.5)SXF

fio mich h switch 12.2(32.8.11)SX68
conflg might crash switc 122(18)ZY1

CSCdu32036 12.1(26.3)E Fixed 2
CISCO-CONFIG-COPY-MIB.my does not use 12.1(26)E4
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access list snmp-server

CSCef47414

VTP code fail to restore vlan database properly

CSCeb45692

Free space in NVRAM is decreasing each time

config is saved
CSCsg18288

Enable authentication ignores Tacacs+
configuration in rare situation

CSCsd34759
VTP Version Field DoS

CSCee49121

static ARPs dont create adjs when used with

routes pointing at intf

CSCsd34855

VTP update with a VLAN name >100 characters

causes buffer overflow
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12.0(5)WC14
12.2(3.4)PB

12.2(3.4)B

122(2.2)T

12.2(2.2)S

12.2(2.2)PI

122(22)M

12.0(27)S4c

12.0(25)SX11
12.2(25.1)EWA Fixed
12.2(25)EWA2

12.2(18)SXE

12.2(18)SXDI
12.2(17d)SXB9

12.1(23.2)E

Fixed
12.1(20)EA1

Open
Still not fixed

12.2(31)SG Open
12.2(28)SB7
12.2(25)SEF
12.2(25)SEEI
12.2(25)EWA6
12.2(18.10.22)SX3
12.2(18.1.6)ZU
12.2(18)ZU1
12.2(18)SXF5
12.2(18)SXF4
12.2(18)SXE6
12.2(18)SXD7a
12.0(32.2)S4 Fixed
12.2(25)EWA2
12.3(12.4)T
12.2(26.4)S
12.2(25.1)EWA
12.1(23.1)E
12.1(23)E2
12.0(5)WCl16 Open
12.2(18)SXD7a
12.2(31.4.3)SX11
12.2(31)SB5
12.2(28)SB7
12.2(25)S13
12.2(20)S13
12.2(18.10.27)SX3
12.2(18)SXF5
12.2(18)SXF4
12.2(18)SXE6
12.2(33.0.1)SRB
12.2(33)SRA4
12.2(14)S18
12.1(26)E7
12.1(27b)E1



12.1(22)EA9

CSCei62762 12.0(30)S3t Fixed
GRE: IP GRE Tunnel packet with Routing 388(8)33\%2(3%)
Present Bit not dropped. 12:1(27b)E

12.1(26)E7

12.1(22)EA8
12.1(19)EO6
12.0(5)WC14
12.0(25)SX11
12.0(26)S6b
12.0(27)S4d
12.0(28)S6
12.0(28)S4c
CSCec67602 12.0(27.3)S1 Fixed

ssh: tb in process_watch_timer when sending big 12-1(22.2)E

h packet 12.2(17d)SXB5
SSh packets 12.3(7.3)M

12.3(7.3)T
122(23.1)S1

CSCsj16294 1st Found-In Open

2950/12.1(22)EA9 - Intermittent traffic drop and 12-1(22)EA9

console hang. (downgrade

recommended)
CSCsh94352 1st Found-In Open
Route remain after deleted Secondary address on 12.1(26)E8
12.1E train (no workaround)
CSCsh43012 1st Found-In Open
2950 may power cycle with no apparent cause ~ 12.1(22)EA8

(Workaround:

Set up the switch with
a console connection)
CSCsb63404 Fixed-In Fixed

2950: memory leak with cluster-HSRP config ~ 12.1(22)EA7
12.2(25)SEF

12.2(25)SEE
CSCeh48684 12.1(26)E4 Fixed

Identification field is 0 in every tacacs packet ~ 12.2(18)SXF

with SYN 12.2(25)S13
12.3(14)YM10

12.4(2.2)T

12.42.2)M
12.3(8)JEB1.20070523
12.2(29.6)S3
12.2(25)EWA6
12.2(18)SXE4
12.1(26.1)E

CSCdw56650 12.1(9)EA1d Fixed

Error: The field sets of all the ACEsina ACL  12.1(11)EAl

should match 12.1(9)EAlc

HombmauTtenan ys3sumoctu 3a 10S 12.1(22)EA7 , Cisco Catalyst 2950:
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CSCin74155

SSHv2:router crashes under heavy load at tcb_isvalid

CSCeh68060

switches stop responding to ssh

CSCec89172

Memory leak in CDP process

CSCse24889

Malformed SSH version 2 packets may cause processor

memory depletion

CSCsb11698

Input Queue Wedge with TACACs

CSCef67660

sshv2 malform client ignore msg cause demage to router

-115-

12.1(22)EAS Fixed
12.2(33)SRA3
12.3(92)BC8

12.3(10.2)T

12.3(10.2)M

12.2(24.2)S1
12.2(17d)SXB1
12.2(18)SXD
12.1(22.3)E1

12.1(19)EAld  OPen

12.1(20)EA1 Fixed
12.1(19)EAla

12.3(14)YM10  Fixed
12.3(11)ZB2
12.2(44.3)S
12.2(37)SG
12.2(37)SE
12.2(35)SE4
12.4(9.15)T
12.4(9.15M
12.4(9)T3
12.4(6)T7
12.4(11)XJ2
12.4(11)T2
12.3(8)ZA1
12.3(8)XX2d
12.2(25)S13
12.2(25)FZ Fixed
12.2(35)SE
12.2(32.8.5)SR
12.2(18.10.33)SX3
12.2(25)SEF1
12.2(25)EX]1
12.2(25)EY4
12.2(18)S12
12.2(29)SV1
12.2(29a)SV
12.2(18)SXF5
12.2(27)SV4
12.2(27)SBB7
12.2(27)SBB4b
12.2(18)SXD7a
12.2(28)SV1
12.2(27)SV5
12.2(18)SO7
12.2(18)ZU2
12.1(19)EO6
12.2(25)EW Fixed
12.2(18)SXE
12.2(18)SXD4
12.2(18)EW2
12.2(17d)SXB8
12.1(23.3)E
12.1(22)EAS
12.1(22)EA4



CSCef74800

sshv2 server keep sending pkt back to client

CSCsh79114

Cat2950 reloads when issuing crypto key generate rsa

modulus 2048
CSCdk24176

Radius dir-request unlisted server authen needs to behave

like T+
CSCin60549

Password promted twice on enable mode authen when

RADIUS is dead

12.1(22)AY1
12.3(4)T12

12.3(4)JA2

12.3(2)XE4

12.3(11.4)T

12.3(11)YF3

12.3(11)XL1

12.3(11)T2
12.2(28.5)SPI6a
122(25EWA  Fixed
12.2(18)SXE

12.1(26.1)E

12.3(12.4)T1

12.2(27.7)S
12.2(25.1)EWA
12.2(25)SG

Fixed

1st Found-In

12.1(22)EA9

12.3(7)XI Fixed

12.3(5.12)M

12.0(30)S1 Fixed
12.2(32.8.36)SRB
12.2(31)SB

12.2(28)ZV2

12.2(28)SB1

12.1(25.4)E

12.0(30.1)S

12.3(7)XI

12.3(5.13)T

12.3(5.13)M

Hombmaurenan ysa3sumoctu 3a [0S 12.1(14)EA1 3a Cisco Catalist 3550:

CSCds00250

SNMP support for IfTable/ifXTable for vLAN
(802.1Q/ISL) subinterface.

CSCsc41793

%AAAA-3-TIMERNOPER: AAA/ACCT/TIMER: No

12.2(13.3)B Fixed
12.2(6.8)B
12.2(15)BW
12.2(15)BX
12.2(15)BZ
12.2(6.8)DA
12.2(6.82)DA
12.2(6.8)M
12.2(6.8)PB
12.2(3.5)PI
12.2(6.8)PI
12.2(9.4)PI5
12.2(6.8)S
12.2(6.8)T
12.2(6.8)T2
12.2(9.3)T
12.2(15)ZN

12.1(22)EA8 Fixed
12.1(27b)E



periodic update but timer set.
CSCse60733

NAS should not send the state attribute in first acc-req

after failover

CSCea33481
VSEC: Auth Proxy does not work
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12.4(11.2)M Fixed
12.4(11.2)T

12.3(8)JEB

12.1(22)EA10

12.121.4)E Open
12.1(21.4)EC
12.2(17d)SXB1



